KIX Pro Add-On Modules

KIX 17 Admin Manual - EN

Issued on: 13.02.2024

SERVICE SOFTWARE



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

Table of contents

1 Anonymization 11
1.1 Installation of Anonymization Add-On Module ...........cccooiiiiiiiiiiiiiiee e 12
1.1.1 PrEIEUISITE ...ttt ettt ettt e se e be e st e se e beeeateeseeeseesabeenseenseesseenseenseenseenseenneenseens 12
1.1.2 Package INSAllAtioN ..........c.oouiiieeeeeeeee ettt ettt ettt et 12
1.2 Configuration of Anonymization Add-On Module...........ccccociiiiiiiiiiiree 13
1.2.1 ANONYMOUS AGENT ...ttt ettt ettt e et ea et e e bt ea bt eabeea bt ea bt em bt et e ente e bt et e e bt e bt enseenneenneennean 13
122 Attributes fOr ANONYMOUS AGENTS ......c.oiviiiiiiieiictiiieiettetet ettt ettt ettt ettt st e e e ae s e s eseebe b eseebe b essessssesseseesessens 13
1.2.3 Email Domain @s ANONYMOUS AGENT ......cuiiiiiiiiiiiietiitiiei ettt ettt ettt b et est et et se et et ese bt en e ebesbe e eneebensenea 14
1.2.4 Creating ANONYMOUS AQENt if NECESSAIY ........ccviiuiiiieiieee ettt ettt e e eeae s eseaea 14
1.2.5 ANONYMOUS CUSTOMIEE ID ...ttt ettt ettt e bt et e bt et e e bt et e e teesbeeneeenaean 15
1.2.6 Match Criteria fOr CUSTOMIEE D ........cuiiiiiiiiieee ettt a et s e a s s e eeese e 15
1.2.7 Anonymous Customer ID BY BACKENT ..........oouiiiiiiiieiee ettt 16
1.2.8 Match Criteria for Customer ID by BaCKeNd............c.oooviiiiiiiieiiieeees ettt 16
1.29 ANONYMOUS CUSTOMEN USET ...ttt et ettt e b et e bt et e e bt e bt e bt e bt e st e sbeeneeenaean 16
1.2.10 Match Criteria fOr CUSTOMIEN USET .........ouiiiiiiieiieciiet ettt et s e es e ee e eeenene 17
1.2.11 Anonymous Customer User By BaCKENd............coiiiiiiiiiiiiee e 17
1.2.12 Match Criteria for Customer User By BaCKENA .............c.oouiiuiiiioiieei e 17
1.2.13 Email @s ANONYMOUS CUSTOMIET USET ...ttt ettt et sa et et e e ae st eneenee s nee 18
1.2.14 ANONYMIZEd HiSTOrY COMMIBNTS .....cueiiiiieiieiieieete ettt ettt eae st e b e aeebeeseesse s e eseesaensenseeseeseessensenes 18
1.2.15 ATtiCle EMAIl AQArESSES ....ueiiiiieeieetee ettt ettt a bttt b et e e bbbttt et e st b e s et eseebesens 19
1.2.16 Dynamic Field for ANONYMIZation FIag.........cooiiieieiiieieiiee ettt ene e 19
1.2.17 Ignoring Tickets with ANONYMIZAtION FIAQ ... ...iiiiieiieeeee et 20
1.3 Us€ OFf ANONYMIZATION ....ooviiiiiiiieece ettt st reebeenaesseens 21
1.3.1 CoNfIGUIING @ GENETIC AQENT ....oeviieiieiieiet ettt ettt ettt et e te st eseese e b e s eseese s eseebessessesessessesessesseseeseseneas 21
1.3.2 ANONYMIZING TICKETS VI@ SCHPT ...ttt ettt ettt b et s e benens 21
1.3.3 Example of an ANONYMIZEA TICKET ......c.oouiiiiiiii ettt ettt 21
2 Field Service 24
2.1 Installation of Field Service Add-On Module..........ccoooiiiiiiiiiiee e 25
2.1.1 PrEIEQUISITES ...ttt ettt h b et et e bt e ae e et e bt ehe e bt e b e bt eb e e st eat e st e bt ebeeseeee e 25
2.1.2 Package INSAllAtioN ..........c.oouiiiiiieeee ettt ettt ettt 25
2.1.3 INEW GIOUP ... ittt ettt ettt e ettt e et e ettt e estee e saeessaeeesseeasseeessseesssaeeassaeasseeessseesnsaeenssaeasseeessseesnsaeensseensseennsseennses 25
2.2 Installation of App 0N @ Mobil@ DeVICE...........coviiiiiiiceeeeeee e 26
2.2.1 PrEIEUISITE ...ttt ettt et et e bt et e e bt e bt e ea e e sh e e eseeeaeeeseeeaeeemeeemeeeneeeneeenseenneanneens 26
222 INSTAIING TRE AP ettt b bbb e st bbb st b e b ettt b et e bt et et st bt ne e 26
2.2.3 ConfigUIING The SEIVEI URL ........oovioiiiiiciieee ettt ettt ettt ettt ae ettt eeaeeteessesseeaeeteensensesee 26

HIX Issued on: 13.02.2024 Page 1



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

224 Registering DeVICe ID IN KIX ... .ottt ettt et e et e e et e e et e e st e eaeeeseeemeeenteemeeenseenneenneens 27
2.3 CONFIQUIATION. ...ttt ettt e et e e ete e et e e eteeeaeeens 28
2.3.1 Widget "Map view" in Kanban SIdEDA...........cooiioiiieii ettt 28
2.3.2 Region Specification for GOOGIE IMAPS ........c.uiiiiieiitieee ettt ettt ettt enenea 29
233 GOOGIE AP KY ...ttt ettt ettt s et et e st s e e s e ket e st ket e st R s e s s e Rt s e s e st et e b e st et e b e st e st ebe s e st enenseneas 29
2.3.4 MaXimUM SEAICH DEPTN ...ttt ettt ettt e s ta e e ta e et e e tae et e e aeeae e eaeereens 29
2.3.5 REIEVANT Cl CIASS ...ttt ettt h bbbt h bt b et b et e s e bt bt en e bt be e es e betenea 30
2.3.6 ReleVaNt Cl Class ATIIDULES ......c..ouiiiieeieieee ettt bttt ettt se bttt s be st esenenea 30
2.3.7 Relevant Customer USEr AIDULES .......cooiiiiiiiic et 30
2.3.8 CaChe TIME TO LIVE ..ttt b ettt etttk et bbbt bt et besae e 30
2.3.9 EMPNASIZING COIOTS ...ttt ettt b e b e e te st e st e b e eseeaeessensesaeeseensensesseeseeneessensenns 31
2.3.10 Map Settings for Kanban View Configuration.............cceoiiiiiiiiriieiecee ettt 31
2.3.11 TOUE STAE WOTKFIOW ...ttt ettt ettt 31
2.3.12 MobileDataSet: Maximum 1d1€ TIMIE ......c.couiiiiiiiii ettt ettt 32
2.3.13 MobileDataSet: OULPUL DIFECTOTY ......c.ocuieiiiiiieeit ettt ettt ettt e e ae s e b e saeebeeneensesseeseeneeseensenns 32
2.3.14 MobileDataSet: INncluded AttaChMENTS.........cuiiiiiei ettt sttt 32
2.3.15 MobileDataSet: Included LiNKed ODJECTS. .......cviirieiiiieieiceeee ettt saeneas 32
2.3.16 MobileDataSet: Device ID ATTIDULES.........coiiiii ettt 32
2.3.17 MobileDataSet: Type of Entry in Ticket History for New, Synchronized Articles...........ccccooevviiiieieeiienieieinee 33
2.3.18 MobileDataSet: Comment for Entry in Ticket History for New, Synchronized Articles ............ccoceoeiiiieininennne 33
3 Inventory Add-On Module, Baramundi Backend 34
3.1 Baramundi Backend Installation .............ccooiiiiiiiii e 35
3.1.1 PrEIEUISITES ...ttt ettt ettt et e e bt e bt e e st e ebeees e e eaeeeseeeateeneeeaseeneeenseenseenseenseenneenseans 35
3.1.2 Package INSAllAtioN ..........c.oouiiiiiieec ettt ettt ettt et ettt et e s 35
3.2 Baramundi Backend Configuration..............cccoceooiiiiiiicciiceceeee e 36
3.2.1 SOUICER ..ttt et bttt ettt b et bt h bkt h et st h et h et et h e ae bttt ettt n et aene e 36
322 "Baramundi” BACKENA ........c.ooiiiiii bbbttt 37
3.2.3 "BaramundiMD" Backend (MODIl€ DEVICES) .........cocviuiuieieiieieeeiieeeeeeeteteeee ettt 38
3.24 InventoryContentXPath for Baramundi BaCKend.............cooiiiiiiiiiiieiiieeeee e 40
3.25 Xpath Structure @and EXAMIPIES. ... ..c..ooviiuieeieeeeeeeee ettt ettt ettt e e te e e e s e eae s ese s 41
3.2.6 EXAMIPIE ...t ettt ettt te e teeeteeeteeett e et e etteatbeetaeeabeerbeeabeenteeaeenreeaeareen 41
4 Inventory Add-On Module, DB Backend 47
4.1 DB Backend INSTallation ..........c.oouiiiiiiiie e 48
411 [ =T (= Ta [T (=SSR 48
4.1.2 INSTAITATION ...ttt b bbbttt b bbbttt b bttt ettt eb et 48
4.2 DB Backend Configuration .............ccooouiiiuiiiiii e 49
4.2.1 SOUICES ...ttt b et ettt a e et ettt h e e bt ea e et bt eh e et ettt e bt eb b ea b et b e eht e et et b e bt bttt et e et et enen 49

{IX Issued on: 13.02.2024 Page 2



4.2.2
423
4.2.4

5.1

5.1.1
51.2

5.2

5.2.1
522
58223
524
5.2.5

5.3

6.1

6.1.1
6.1.2

6.2
6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.2.6
6.2.7
6.2.8
6.2.9
6.2.10

7.1

7.1.1
7.1.2

7.2

7.2.1
7.2.1.1

KIX

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

Source — Backend = Mapping........coooiiieieieieeieeee et
Configuration in CoONfig.PIM ......cuiiiiieieee et

Inventory Content XPath.........ccooiiiiie e

Inventory Add-On Module, OPSI Backend

OPSI Backend INStallation ...........eee e,

Prer@qUISITES ....o.eiiiiiieiie ettt sttt

Package INStallation .............c.ooooiiiiiicieeee e

OPSI Backend Configuration..............cccceeeiieeiieiiiecieececeeee e
SOUICE ..ttt ettt sttt b et a e e
Source Backend Mapping .....c.coeoieoiiiieeieese st
SOUMCE PAramMETEIS ...ttt et
SSL VerifiCatioN.....cveviiiiciiiicie ettt

InventoryContentXPath STrUCTUIe ..........coveiiiieiiieeeee e

Example of Configltem Class.........c.cooeeiiieiiieiieceececeeeeeee e,

Inventory Add-On Module, VMWare Backend

VMWare Backend Installation............coooeeeioioeeoooieeeeeeeeeeee
Prer@QUISITES ..ottt e s e se e

Package INStallation .............c.ooooiiiiiceeee e

SYSCONFIG OPLIONS ..ottt ae s
SOUICE ..ttt et ettt b e bt et et et ebe et et a e bt eas et et nas
Source Backend Mapping .....c.cc.oouioieiiieeee e
SOUMCE PAramETEIS .....cueeiieiiiieieeiteee ettt
Alternative ObjectType Mapping........cceeiiiiieieieieeie ettt
ObjectType FallDaCK ........cooiiiiie s
SSL VerifiCAtION ...ttt
InventoryContentXPath StrUCTUIE ..........ccueiiiiii e

Example of Configltem Classes for VMWare Backend.............cccccoeivieieicinienenenns

ITSM Standardworkflows

Installation of ITSM-Standard Workflows Add-On Module

Prer@qUISITES ..ot

Package INStallation ............cccooieiiiiiiciee e

TICKET TYPES ..ot

Relevant TICKEt STAteS .......viiiiie e et
Workflow "Incident” + "Incident::DiSaster”..........coooveoeeoeeceeeeeeeeeeeeeeeeeeee e

Issued on: 13.02.2024

Page 3



7.21.2
7.2.1.3
7.21.4
722
7.2.3
7.2.4

7.3

8.1

8.1.1
8.1.2
8.1.3
8.1.4

8.2
8.2.1
8.2.2
8.2.3
8.2.4
8.2.5
8.2.6
8.2.7
8.2.8
8.2.9
8.2.10
8.2.11
8.2.12
8.2.13
8.2.14
8.2.15
8.2.16
8.2.17
8.2.18
8.2.19
8.2.20
8.2.21
8.2.22
8.2.23
8.2.24
8.2.25

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

Workflow "Service Request” + "Information REQUEST" ............cooieiiiiiiiiieieeeeee et 87
WOTKFIOW "PrODIEM” ...ttt ettt ettt eb et eb et eae st 88
WOTKFIOW "REC::STANAANA" ...ttt ettt a et s et e s es e e e s ene e s eneeeenene 89
SAVING thE CIOSUIE COUE ......oviieiiieeeee ettt ettt ettt se et et e aeeae e st et e eaeeteessensesseeseessensesens 89
Ticket Action "ReCOrd WOTKarOUNA" ............couiiriiiiiitiiete ettt ettt ettt 90
TICKET ACTION "ClIOSE" ...t h bbbt b bbbt eb et aens 90
Configuration of ITSM-Standard WOorkflows .............cccoooiiiiiiiiicecceeeeeeeeee e 91
Kanban Board 95
Installation of Kanban Board Add-On Module.............cccooiiiiiiiiiiiiiieeeeeen 96
[ =T (= Ta [T (=SOSR 96
Package INSTAIIATION .........oouiiiieee ettt ettt et et e et e ae e st e b e eaeeee e st enteebeeteeneeneennenne 96
INEW GOUPS ...ttt et ettt ettt e bt e bt e st e st e st e st e st e st e s eeesbeeaeeeseeenbeeseeenseenseenseenseenseenseenneanseans 96
INEW TDIES ...ttt etttk ettt ettt ettt b et en e 96
Configuration of Kanban Board Add-On ModUle ...........ccooovieiioiiiicecececeeeeeeee e 97
Widget "Tickets to dispatch" in Kanban Sidebar............cc.ooiiioiioiiieie e 98
Normalization of CoOlUMN WIS .......coouii et 98
Ticket Attributes in Head Area of @ TiCKet Card ..........coooouiieiice et 98
Ticket Attributes in Content Area of @ TiCKET Card .........coueiviriiiiiiee e 98
Dynamic Links fOr TICKET ATIDULES ....c.oouiiiieiiecc ettt aeneas 99
DUMMY ATITIDULES ...ttt ettt ettt e ae e et e et e e et e st e s e saeeseeneeneenseeneeneaneensenes 99
Progress Bar for TICKET AttHDULES .......cooiiuiieiciiicicte ettt ettt et sttt sb s seeseseneas 99
Meta StateS @S COIUMNS .....oouiiiiieiiieet ettt ettt ettt b ettt b et s e b et et s e b et e st b et entebeebenteneesesenea 99
TICKET TYPE COIOTS .ttt ettt ettt sttt b ettt et e st e s et et e st et e s eseebe s eneese st eneeneeseseneesenan 100
TiCket-TYPe-SPECIfIC CSS ClaSSES ...cuveuiieiiitiieiietieteiettete ettt sttt ettt et aese e b e b eseebe s eseesessenseseeseseseesenses 100
Dynamic Fields as SWimlane AtIrDULES ..........oouiiieiiiee et 100
Number of Tickets in Kanban BOArd............ccooiieiriiiiieiieet et 101
ACCESS 10 "ChaNGE" POPUP ...t ettt ettt et ettt e e a e ese s et et e eaeeasesseeseeaeeneens 101
Setting the REQUITEA LOCK .......oeiiieieeee ettt ettt ettt et et et e st e st e st e s e sseeneens 101
Showing the "Incident State" Of TICKEt SEIVICE .......c.ccviuiiiiieiiciiieceeeee et 101
Changing Different Ticket Attributes and Dynamic Fields when Moving a Ticket in the Kanban Board........... 102
NEXE POSSIDIE STATE TYPES ..ottt ettt ettt ettt b et e st et et e st ese s eneeseeseseneesenes 102
Adding a Note when Moving a Ticket in the Kanban Board..............ccooiiiiiiiini e 103
Note Field @5 Mandatory FIId ..........c.oouiiiiioieiee ettt ae ettt ebeene e e sseeneeneas 103
Default Values for Note Subject and NOtE BOAY .......c.ccueiiiiiiiiiiieiiiieieeeeee et 103
Size Of the NOTE INPUL FIEIA .....o.eieeeeeeceee ettt ettt 104
DEfAUIT ATLICIE TYPE .ottt ettt ettt b ettt et ettt et e s e se et e e s e s ese e b e s eseebe s eneesesesseseesenseseesenns 104
POSSIDIE ATTICIE TYPES ...ttt ettt st et et e bt e ee e st e b e eseeseenbess e seeseeseessensesseessensenseseeneenean 104
HISTOTY TYPE ettt ettt ettt a e bt e h et e bt e bt e h e st et e bt e bt eeten s et e ebeeh e e st et e nbe et e ebteneeteeneaneas 105
[ [y o] A 0] 0 410 4 1= o | SRS 105

Issued on: 13.02.2024 Page 4



9.1

9.1.1
9.1.2
9.1.3
9.1.4

9.2
9.2.1

9.3

9.3.1
9.3.2
OF383

9.4

9.4.1
9.4.2
9.43

9.5

9.5.1

9.5.1.1
9.5.1.2
9.5.1.3
9.5.1.4
9.5.1.5
9.5.1.6
9.5.2

9.5.2.1
9.5.2.2
9.5.2.3
9.5.24
9.5.2.5
9.5.2.6
9.5.3

9.5.3.1
9.5.3.2
9.56.3.3
9.5.4

9.5.41
9155

9.5.5.1

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

KIX Connect 106
Installation of KIX Connect Add-On Module.............coooiiiiiiiiieiiieeee e 107
PrEIEUISITES ...ttt ettt ettt e e et e bt e b e e se e se e seesseeeseeesseesseesseesseeseesnbeeseeenseenseenseennes 107
1TSS = 1 14T o TSROSO 107
NEW DYNAMIC FIEIAS ...ttt ettt b e et e bt e st et eebeeseese e st ensesseeseeneensenseeseenean 107
INEW ACLS ..ottt ettt ettt ettt e e st e e et e a b e e st et e e st e bt et e e st e st e Rt e ke e st e s teeneeenteeheeenseenteeneeenseenneennes 108
GENETIC INVOKET ...ttt ettt e et e st eebeesabeeseeesbeesseeenseesnsaeseens 110
U S et h e h e b h et h et h et b et h bbbttt b ettt ae e 110
Expanded Transport OPtiONS ........cc.eiieiieriieeeieeee ettt enees 114
AdAItIONAI HEAAEIS ...ttt ettt ettt 114
PrOXY SEIINGS ettt ettt e bt e b e bt e bt e e bt e e st e e n e e eaeeebe e enteenteeneeenteeneeennes 114
CONTIGUIATION SSL ...ttt ettt ettt ettt ettt e b e st ese s e s eseese s eseesesbessesessesseseesessesseseesesseseasens 114
Dealing with Large Data VOIUMIES..........couiiiiieiiece ettt 116
Caching ProCeSSEA DAt@SETS .....c.eiuiuieiiiiiieiiiteie ettt ettt sttt b ettt b et eae bt et eseeb et st abens 116
Delaying/Omitting INCIAeNtSTAtERECAIC ..........ooviiuieeieieeee et 117
ASYNChronous EXECULION Of CallS ....c.iiuiiieiiiiiieieiieeeeeee ettt ettt ettt se e s neesennes 118
Pre-Configured Web SEIVICES .......ccuoouiiiieeeeee e 119
KIXZIKIX .ttt s ek s e h e st h et E e E et e RSt AR s Rttt R et e st sen e e e r e s e e 120
PIEIEGUISITES ...ttt h et b e bt h et b e bt eh b e st et e ebeeb e e st et e sbeeb e ebeententeeaenaeas 120
Activating "KIX2KIXRequester" Web Service on Requester SYSTEM ........coooiiieiiieieiiieeeeee e 120
Activating "KIX2KIXProvider" Web Service on Provider SYStem .........ccoirieiiiiinieieiecieeeeseee e 123
Creating a New Ticket from Requester KIX in Provider KIX...........ccoiiiiiirieineeeecieee e 124
Creating a New Article in @an EXternal TICKET ........cooiiiiiiiee e 125
Changing the Priority in an EXternal TICKET .......c.ooiiiieee e e 126
KIXZ2JIRA ettt ettt ettt s et s ek a e s e s e a e e b e ae s s e a e ke s e a e s s et e s et e s et et s e et e s et s s e e e 127
Activating "KIX2JIRA" WED SEIVICE...........oouiiuieeeeeeeee ettt ettt et e et eseeaeeseens 127
Activating "KIX2JIRA_Attachment" Webh SErVICe .......c.oouiriiiiiriiieiiee e 130
"JIRA information” Sidebar WIdQeT ............oooiiiiieeeei ettt ettt 132
Creating a Ticket in KIX and Transmitting Data to JIRA.........cooiiiiiei e 133
Changing @ JIRA PrOCESS TitlE.......cueiiiiioee ettt et e et eaeene e 134
Transmitting a Note in KIX as @ JIRA COMMENT.......o.iiiiiiiii ettt ettt be e 134
K20tttk ettt ettt ettt ettt 135
Activating "KIX2i-doit" WED SEIVICE ......cuiiiieeeeee ettt ettt e e sne et ens 135
"Affected CIS" Sidebar WIdGet........co.oi ittt se ettt se e 137
Noting Affected Cls from i-d0it ON the TICKET .......ccoiiiiiiieici e 140
BaramUNGAISYINC ..ottt ettt ettt e st et e e b e ese e st e st ebeeseeseenbe st e beeseeseessenseeseeseensenseeseeneenean 141
Activating "BaramundiSYNC" WED SEIVICE .........cc.oouiiuiieieieieeee ettt ettt eaeens 141
VMWArEAITWEATCNSYNC ...ttt ettt ettt et et e et e e st et esbeeseeseese e s e eseeseeseensaseeseeneessensesseeseans 145
Activating "VMWareAirWatChSYNC" WED SEIVICE ......c.coiiiiiiiiieiee e 145

Issued on: 13.02.2024 Page 5



10

10.1

10.1.1
10.1.2

10.2
10.2.1
10.2.2
10.2.3
10.2.4
10.2.5
10.2.6
10.2.7
10.2.8
10.2.9
10.2.10
10.2.11
10.2.12
10.2.13
10.2.14
10.2.15
10.2.16
10.2.17
10.2.18
10.2.19
10.2.20

10.3

10.3.1
10.3.2
10.3.3
10.3.4
10.3.5
10.3.6

10.4

10.5

10.5.1
10.5.2
10.5.3

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

KPI Dashboard 149
Installation of KPI Dashboard Add-On Module ...........cccooiiiiiiiiiiiieeee e 150
PrEIEUISITES ...ttt ettt ettt e e et e bt e b e e se e se e seesseeeseeesseesseesseesseeseesnbeeseeenseenseenseennes 150
1TSS = 1 14T o TSROSO 150
Configuration of KPI Dashboard Add-On Module..............cc.cooviiiiiiiiiiiiieeeeeeee e, 152
KPIArea = YEArs ANAIYZEA. .......oouiiieeei ettt ettt ettt e st et et e e ae st e st enbesaeeseeneensenseeneenean 153
Default DAShDOArd File ........cc.ooiiiiiee ettt bttt ettt e st be e 153
STATE TYPE RESTIFICTION ..ottt et ettt e e e ese e sabeesaeesseenseesseenseesseenseenseenseeseenns 153
ATCRIVE Flag RESTICTION... ..ottt ettt ettt et e et eeaeeaeeneens 153
IGNOTEA QUEUES ...ttt ettt ettt ettt e st e st e s e e st eh e es e eas e se et e e st ensens e st eeeeseenseeseeseestensesseaseeneensenseeseanean 154
[GNOTEA TICKET TYPES ...ttt ettt ettt et e ettt e b e ebe et e ese e st e s e eseessessenseeseeseessensesseessensenseseesaenean 154
[GNOTEA SEIVICES ...ttt ettt ettt ettt et a e e te et e et eeteeas e st et e eseeatess e s e eseeseessensesseessensessenseensenean 154
IGNOTEA SLAS ...ttt ettt ettt e a et ettt et e ettt et et et et et eeae et et et e eneenen 155
ESCAIAtION BASE......eiiiiieiiiee bbb bbbttt ettt e 155
ESCalation TIiME BASE .....c.oouiiiiieiiitiieet ettt b bbbt bbbt b et s et n et 156
Data Stream — Directory for Data Preparation...........c.cc.ooiouioieiiiiiiiieeceeeeeeeee ettt 156
Data Stream — DYNAMIC FIEIAS ....c.oveiiiiieiceeeeee ettt et se s ne e 156
List of Available Ticket ATtHDULES ...........oi e 156
List of Available KPIATIDULES ......cc.ciiiiiiiiie ettt 157
List of Attributes Selected by Default............c.ooviiuioiiiiiiice et 157
DATADASE VIEW ...kttt 157
List of Available Database VIew AtHDULES ..........cooiiiie e 158
Symbols for the OUTOFSLA PEICENTAGE ......c.eeieiiieeiieieeeeieeie ettt ettt ebe et e b e eseeseeseessesseeseene 158
Settings for Elements in Online KPI DashbOard...............coioiiiiiiiiiiiiciiceeeee e 159
Explanation of Default KPIDAta...........c.ooiiiiieeeceeeeeeeeeeee ettt eaeenean 159
Administration of KPI Dashboard Add-On Module ..., 162
Creating New KPI DasShbBO@rdsS. .........cuoiiiiiiieieee ettt ettt et e b s e st et e e e eseeneens 163
Configuring KPI Data SOUrCe in POWEIPIVOL ........ccocviieiiiiieiieiiieectete ettt enens 165
Preparing Data FEEAS .......oouiiiieeie ettt a bbbt a et n ettt ene e 166
Preparing Data Feed USING KIX GUI ........c..oioiiiiieieee ettt eae e ese s enean 166
Preparing Data Feed using KIX CONSOIE SCIIPT.........ooiiiiiiiieiieieie ettt sae e eneas 166
Preparing Data Feed USiNG Cron JODS .......c.ooiiiiiieicieiee ettt ettt et ene e sseeseeaeas 167
Data Plugins for KP1 Dashboard .............ccccooiiiiiiieieeeeeeee e 168
Onling KPI DasShbDO@rd...........coi it 169
Opening Onling KPI DasShDO@rd............ooiiiiiiiiiie ettt et sbe s ens 169
Settings for the Online KPI DasShbDOArd .............ccooiiiiiiiiiicee ettt 170
Filter for the Online KPI DaShBOAId ..........ccouiiiiiiiiiie e 170

Issued on: 13.02.2024 Page 6



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

11 Maintenance Planner 171
11.1 Installation of Maintenance Planner Add-On Module.............cccoooiiiiiiiiiinineeceee, 172
11.1.1 PrEIEUISITES ...ttt ettt ettt e e et e bt e b e e se e se e seesseeeseeesseesseesseesseeseesnbeeseeenseenseenseennes 172
11.1.2 Package INSTAAtiON ..........coiuiieiciec ettt b et s st et e s e st te s eneeseese s ne s e 172
11.1.3 NEeW ACCESS CONTIOI LISTS (ACL) ......cuieivieiececeieetee ettt ettt es e s 172
11.1.4 AdaPTiNG the Cl ClaSSES .....cueeiiiiiieiieieeie ettt et h et b et s e bt e st b et e st ettt et en e be s eneeseanan 172
11.1.5 NEW THCKET TYPE .ottt et ettt ettt et et et eeae e st et e s e e s s eseess et et e easess et e s e eseessensenseseensenean 172
11.1.6 NEW DYNAMIC FIEIAS ...ttt ettt ettt e s et e se et e s e st eb e s eseesesseseeseesenseneesenne 173
11.2 Configuration of Maintenance Planner Add-On Module ............ccoooeiiiiiiiiiccieceeeee, 176
11.2.1 Classes for Time-Based MaiNtENANCE.............oeirieiieiei ettt b s eeeeeae e neneas 176
11.2.2 Classes for Threshold-Based MainteNanCe ...........co.coiiiiiiiiiiiie et 177
11.2.3 Relevant DEployMENT STAES ......c..cciiiiiiciieiee ettt ettt ettt ettt e aeete et e s e aeeteene et e s e eaeeneas 177
11.2.4 Checking Threshold-Based MaiNtENANCE.............c.ooiiuiiiieeieee ettt 177
11.2.5 LMK T DS ettt ettt ettt ettt et e te e st e beea e st e Rt et e ke eR e Rt ent et e st ekt en b e st e be st eneententeeaeeneentenseeseeneenean 178
11.2.6 Replacing the Current CoNfigitem VEISION..........c.oeiiiiiiiicieeeteeee ettt ettt sseeneeneas 178
11.2.7 Default TICKET DAt . ...ttt ettt 178
11.2.8 Ticket Attributes — Configltem-Attribute MapPing ........coveoviouiieeeeeee e 178
11.2.9 Default ArtICIE DATA.... ..ottt ettt e e 179
T1.210  SChedUlEr REGISIIATION .......ocuiieiiiiii ettt ettt ettt e b e st e b e eseeseeseessesseeseensensenseeseeneas 179
T1T.217  EVeNnt fOr Validity CRECK.......c.ooiiiiiicieeeeee ettt ettt ettt s et e e te s ss e s e eseeas e s eseeneeneas 179
11.2.12  Validity Check — Parameters for Maintenance PIanner ...........ccc.ooiiiiieiiiniiieieeeeeese e 180
11.2.13  Validity Check — Parameters for Maintained CONfigItems ...........cooiiieiiiiiiieieeeeee s 180
11.2.14  Event for Checking Value Update for Threshold-Based Maintenance .............cccooeoiiineiiineinineeeeeeee 181
11.2.15  Writing Back Ticket Data to @ CoNfigItem ... ...c..ooviiiiiiiieiceee ettt e 181
11.2.16  Configltem Attributes — Mapping of Dynamic FieldsS ...........cccoiriiiiiiieieieeeeeeeee e 181
11.2.17  Parameters for Searching for Similar TICKETS .......cooveieiiiieiceccee e 181
11.218  Permission for "Change" POPUP .......cooiiiiii ittt ettt ettt ettt ettt et beeseeaeeseeseeseeseeseessasseeseensessenseeseeneas 181
T1.219  Setting REQUITEA LOCK ... ..uiiiieiiiiiii ettt ettt ettt ettt e ae e st e s e eseessessense s e eseensesseseessenean 181
11.2.20  Creating MaintenanCe TICKELS ........oouiiiieiee ettt ettt e eaeaaean 181
11.3 Use of Maintenance Planner.............c.cooooiiiiiiiiiiiiciccc s 182
11.3.1 Adapting Cl Classes for the Maintenance PIANNET............ccoiiiiieiiiiieieeeeeeeee et 182
11.3.1.1  Adapting for Time-Based MaintENANCE............coooiiiiiiiieieieiee ettt ettt ettt et e sseseeneeneas 182
11.3.1.2  Adapting for Threshold-Based MaiNtENaNnCE ..........cccueiriiiiiriiieieeee ettt 185
11.3.2 Composition of the MaintenanCe INTEIVAIS ...........oiiiiicc et 189
12 MRO Bundle Add-On Module 190
12.1 PIEIUAE. ...ttt ettt ettt b e st e st et e eeae 191
12.2 INSTAIATION ...ttt 192

HIX Issued on: 13.02.2024 Page 7



12.2.1
12.2.2
12.2.3
12.2.4

12.3

12.3.1
12.3.2
12.3.3
12.3.4
12.3.41
12.3.4.2
12.3.4.3
12.3.4.4
12.3.4.5
12.3.4.6

13
13.1

13.2

13.2.1
13.2.2
13.2.3
13.2.3.1
13.2.3.2

13.3
13.3.1
13.3.2
13.3.2.1
13.3.2.2
[Ii35352%3
13.3.24
13.3.2.5
13%353
13.3.3.1
13.3.3.2
[[35383%3
13.3.34
(3535345
13.3.3.6
13.3.3.7

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

Installation under Debian / UDUNTU ........c.ooiiiiiiii e 192
Installation under OPENSUSE / SLES ...ttt ettt 192
Installation under CentOS / REA Hat.........ouciiiiiiiciicc ettt 192
NOTES ON UPGEAE ...ttt ettt e ettt e et e e s et et e s e esseae et e s e eaeeasensensessseasenean 193
Components of KIXMRO BUNAIE.........ccoiiiiiiiiieeeee e 195
KaND@N BOAID. ...ttt b ettt h et b ettt ettt b e 195
MaINTENANCE PIANNET ...ttt b bbbt s e bt e st bbbt et et ebe e 195
FIEIA SEIVICE ..ttt b bttt h et a e bttt s e b et s e e b e e e st e b b eneebe b eneeseebe s eneene e 195
KIXTMRO AGG-0NS ..otttk etk etk et s et ea e e e 196
GENErAtiING ClINAIMIE. ...ttt ettt et e et e e et e e e st e ea e e es e e ea b e emeeemteenteembeenteenseenteenseebeeneanns 196
Event handler regiStration ...........c.ocuiiiiiiicieee ettt ettt ettt ettt ettt ettt e eaeenean 196
Event handler CONTIGUIAtION ..........oouiiiiiiiceeec ettt ettt s eseese s se s e 196
Generating Cl Number from Unique AtrDULE .........c.ooiiiiicee e 197
Event handler reQISTIatiON ..........oooiiiii ettt h ettt be e ae s e st e b e s aeeteeneenseeseeneenean 197
Event handler CONFIQUIAtION .........ccooiiiiiii ettt ettt ettt ettt e eseeaseneas 197
Security Management 198
General Information on Security Management............cccoocoiiiiiiiieienieeee e 199
Installation of Security Management Add-On Module ...........cccoooviiieiiiiiiiicieecee 200
PIEIEGUISITES ...ttt h e a et b e bt e h et e et s bt e bt ea e en b et e ebeeh e e st et e s b e et e ebeene et e eaeeneas 200
Package INSAllAtioN .........cc.oouiieiecceee ettt ettt ettt ettt ettt eaeenen 200
MiGration OFf VEISION T7.4.X .cuecueuieiiieiietisieiete ettt ettt ettt sttt ettt e s sa et e e s e s ese e b e s esseb et eseesesesseseeseseseesenne 201
Changes 1o Relevant SysCoNfig SEHINGS .......ooveiiiiiieiee ettt 201
MOdifiCationNs 1N AQMIN AT@........c.iiieiiiieiee ettt ettt s et 201
Administration of Security Management ...........c.coocvivieiieiiieiere e 203
Calling UP TASKS N KIX ...ttt ettt et ettt et st e b e e e e et e eseensesaeeseeseenseseesaeseensensesseeseens 203
INEW ODBJECES ...ttt ettt ettt b e bt h e bt a e b et e st es ket s e e b e e e st e bt ent e bt e st e st et et e st et aee 204
NEW ACCESS CONTIOI LIST (ACL) ...c.vvivieiieiiicietiecteti ettt es et s et es s es s s 204
NEW THCKET TYPE ettt ettt ettt et aeete e st e e beeseese e st eseeseeseessess e seeseeseessensesseessensensenseeneenean 204
NEW DYNAMIC FIEIAS ...ttt ettt ettt ettt s ettt st et e st e b e s eneesesenseneesenseneesenee 204
INEW Cl ClASSES ...ttt ettt ettt b bbbt h bttt e bt et e s bt e bt e st e b et ene bt e st e st be s eneebe e 205
NEW TICKET STATES ...tttk ettt en e ee 205
Configuration of Security ManagemEnt ............ccveiiiiieieiiieieeiee ettt ese s s seesens 206
SYSCONTIG OPIONS ...ttt ettt ettt ettt et ss e s e s e eseess et e saeeseeseess et e eseeseensenseeseeneene 207
SOAP INTEITACE = URL ...ttt ettt e e st e e st e s e st e et e st e esen e e eseneaeeneneas 207
SOAP Interface = USEIr NAMIE.......c.oiiiiiiiicice ettt ettt st 207
SOAP INTEITACE = PASSWOIT. ...ttt ettt s e e st e st e et ese e e s eneeseseneaneneneas 207
SOAP INTEITACE = SSL....tiiiiie ettt ettt 208
REST INTEITACE = URL ...ttt s et s et s e e e s e e s e e e s e e e 208
REST Interface = USEI INAMIE ......coiuiiiiiiiiie ettt 208

Issued on: 13.02.2024 Page 8



13.3:3'8
13.3.3.9
13.3:3'10
13.3.3.11
13313512
13.3.3.13
13.3.3.14
13.3.3.15
13.3.3.16
13.3.3.17
13.3:3\18
13.3.3.19
13:313'20
13.3.3.21
13313122
135353823
13.3.3.24
[II353¢382.5
13.3:3'26
13.3.3.27
13:3:3!28
13.3.3.29
1:3:313t30
13.3.3.31
13:3:3:32
13535333
13.3.3.34
13.3.3.35
13.3.4
13.3.41
13.3.4.2
13.3.4.3

14

141

14.1.1
14.1.2
14.1.3
14.1.4
14.1.5
14.1.6
14.1.7

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

REST INtErface — PASSWOIT .....cuiiuiiiiiciiiiiiietiete ettt ettt ettt ettt et se et s seebe s eseese s e sseseesesessese e 208
REST INTEITACE = SSL...niiiieiiieiei ettt ettt ettt ee et ae s et et e s e e s et e st e b e s es e ebe s eneeseeseneeseesenseneenenes 208
SOUICE INAIMIE .. .ttt et ettt e et et e e bt e bt e bt e e bt e eaeees e e emeeea b e em e e em s e emeeembeemseemseenseenseanseanseeseeneanns 209
VEMHNICE BACKENAS ...ttt sttt sttt ettt s e s et e st e s e es e e b e b eneeseeseneeneesenseneesenan 209
Synchronization = REIEVANT Cl CIaSSES ......c.ooiiiiiiieiieiieieeieee ettt ae et beese s ensesseeseens 209
Synchronization — Attribute MapPing.........cooieiiiiioe ettt 209
Synchronization — Attribute Value Mapping .........coioiiiiiiii ettt 210
Synchronization — LiNK TYPE& MaPPING ......cooiiiiiuieeieieeeeeee ettt ettt ettt eae e es e eaeese s eseeseeneene 210
Event Module for TICKET ChanQES ........c.oiviiiiiiieeieeceeee ettt ettt et st ss e se b s se s e 210
THCKEE Ty ettt ettt ettt ettt e bttt h et s e b et e st e s e s en s en e e s e b e st b et entete et et eneese s eneesennan 210
TICKET SAtE WOTKFIOW ..ottt ettt et b et se et e s se et e s ssete st e s eseese s essesenes 211
Task Ticket — BSI BACKeNd = COrE DAta ......oveuiiiiiiieiieiiieee ettt et eneenen 211
Task Ticket = BSI BACKENA = ATTICIE .......oeiiieeieeee ettt ettt et esesseene e 211
Task Ticket — BSI Backend — Dynamic Fields = Mapping .......c.ccooiiuioiiiiiecieee e 211
Task Ticket — BSI Backend — Dynamic Fields — For Ticket Change ..........ccoccooiiieieiiiiieieeee e 212
Task Ticket — BSIModern Backend — COre DAta .........ccoeueieirieieiiiieieiieieiet ettt 212
Task Ticket — BSIModern Backend — ATTICIE ........c.oouieiiiieiee et 212
Task Ticket — BSIModern Backend — Dynamic Fields = Mapping .........cccooviiioiiieiiieceeeeeeeeee e 213
Task Ticket — BSIModern Backend — Dynamic Fields — For Ticket Change .........ccccccooieieieviiniei e 213
Mapping KIX Identifier / veriniCe Identifier..........ccooiriiieiiee e 213
Task Ticket — ISM Backend = COre DAt ........c.couiiiiiuiiieieieee ettt ese et eaesseene e 213
Task Ticket = ISM BaCKend = AITICIE ......c.oouiiiiieeeee ettt eseeaen 214
Task Ticket — ISM Backend — Dynamic Fields = Mapping ........cccooirieieieiiieieeieieeie et 214
Task Ticket — ISM Backend — Dynamic Fields — For Ticket Change ...........cccooioieiioiiiiieiieeeeeeee e 214
Task Ticket — Creation by SCheduler MOAUIE .............ooiiiiioieeee et 214
Sidebar = DYNAMUC FIEIAS. .......ocuiiiieeieeeeee ettt ae ettt e et eeaeene e 215
Ticket Tab = DYNAMUC FIEIAS .......ocuiieiiieiieei ettt ettt ettt e s et est st e beeaeeseeseensesseeseens 215
Ticket Tab = FUMNEr SETHINGS .....oovioeieiieeee ettt ettt ettt eae et eaeeaeeneens 215
PrEParation fOr USE......ocuiieiieiiieiictiee ettt ettt sttt b et s e s s e s e e b e ssese et e b eseebe s eseese s esseseeseseseesenee 216
Preparation fOr VEIINICE .......coiiieiiiiiec ettt ettt ettt b bbbt e st be et et e seebe s e st s e 216
Y aTed g o a1 2= Y4 o] o HE ST RSRRSP 216
VEINICE TASK TICKETS ..ottt ettt ettt a et et ss e b e eseeaeess e s e eaeeteessessesseeseeseessensesseeseens 217
Telephone Integration 219
Configuration of Telephone Integration Add-On Module..........ccccoveiieiiiieiieciieieeee 220
SeleCtion Of BACKENT ........coiiiiiieieee ettt ettt st ae e e b aeeteens s ebeeneens 220
Customer User PhonelD TYPE MaPPiNg .....c.ooviiiiuieeieeieieeie ettt ettt eae et eae e seeaeene e 220
Customer User PhonelD Type Mapping - STtandard ..........cc.covoivieiiiiieieeeereieeseeee e 221
Customer USer PRONEID IMaPPING . ..c.oouioiiieieieieeti ettt ettt ettt teeee st e e esaesaeeseeseesseseesaeseessensesseeseens 221
AGENT PRONEID TYPE ...ttt ettt b et et b et s bt e e e st et et e st b et ese e bt st et eseeseteneeneanen 221
INCOMING CallS = FIRET.....oiieiceeeeeeee ettt ettt ettt ettt aeeae s esseneeneas 221
Recognition of EXtENSION NUMDET .........oouiiiiiicieeee ettt ene e 222

Issued on: 13.02.2024 Page 9



14.1.8
14.1.9
14.1.10
14.1.11
14.1.12
14.1.13
14.2
14.2.1
14.2.1.1
14.2.1.2
14.2.1.3
14.2.2
14.2.3
14.2.4
15

15.1

15.1.1
15.1.2

15.2
15.2.1

16

16.1
16.2
16.3

17

(X

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

Completion of NUMDEr EXLENSION.........ciiiiiiiiieieiceee ettt b e s s seesesse s eseesens 222
DEfaUlt COUNTIY COUE.......oiiiiiiieiieeeee ettt ettt ettt et e b e b e teess e st e beeseeseessensesseeseessenseseeseenean 222
Settings fOr OULGOING CallS ........oouiieiiiiiiee ettt ettt ettt ettt et et e s e eaeese et esesaeeneene 222
Displaying Telephone NUMDEr SEIECTION .........covcieiiiieieiieieet ettt 223
Search Type for Searching for Agents and Contact Persons for Incoming Calls............ccccoeveiririeininienieenns 223
SEArChING fOr CUSTOMIETS ...ttt ettt ettt ettt ee st e b e eaeese e st essesseeseeseesseseeseeseessensesseeneens 223
Installation of Telephone Integration Add-On Module ..............occoooiiiiiiiiiinie 224
Requirements for the Telephone SYSTEM ... ..ot 224
T T (ol 2= To [N = 0 0= SR SRPRN 224
INCOMING CAIIS ..ttt bbbt h et a bt s bttt s e bt e e bt e b et e st b et e st ebeebe s st esenee 224
OULGOING CAIIS ..ottt a et e e e st e et e eae e et et e easese et e s e eteeneene 225
Package INSTAIIATION .........co.iiiiiieeeee ettt ettt ettt e sb et et e ebe st st e b e aeeteeneenseeseeneenean 225
Integration in YOUr Telephone SYSTEM .....c.oouiiiiiiiiiieee ettt 225
HTTP Backend — Configuration of ACHIONURLS ...........cc.oouiiiiiiieiiieceeeee et 225
Time Accounting 227
Installation of Time Accounting Add-On Module............ccoocooiiiiiiiiieeeeee, 228
PrEIEUISITES ...ttt ettt ettt et e e bt e be e st e st e esee s st eeseeeseeesseeseeesseeseeanseenseenseenseenseennes 228
Package INSAlIAtiON .........c.ooiieieeeee ettt ettt ettt ettt eae s 228
Configuration of Time Accounting Add-On Module ...............cccoooiiiiiiiiiicceeeeee e, 229
CIC Dashlet and Ticket Sidebar Free BUAGQELS ........c.ooiiiiiiiiieieiee ettt 238
Liability Disclaimer for Add-On Modules 240
Liability fOr CONTENTS........oooiiiiiieeecee e et eaaeeaee e 240
Liability fOr LINKS ......cueieieeecee ettt 240
COPYITIGNT <.ttt e e e e st e e be e eabe e teeenbeeereeebeesaneeneens 240

Purpose for which the use of KIX add-on modules is intended within a medical
context 242

Issued on: 13.02.2024 Page 10



KIX 17 Admin Manual - EN — KIX Pro Add-On Modules
Anonymization

T Anonymization

le Issued on: 13.02.2024 Page 11



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
Anonymization
Installation of Anonymization Add-On Module

1.1 Installation of Anonymization Add-On Module

1.1.1 Prerequisite

KIX Professional 17 — current version

1.1.2 Package Installation

Install the package "Ticket Anonymization" using "Paketverwaltung (Package Administration)" (Menu
"Admin" area "System Administration") or using the command line.
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1.2 Configuration of Anonymization Add-On Module

To configure settings for this function, select "KIXTicketAnonymization" group in SysConfig. After page has
reloaded, select subgroup “Core".

*  Anonymous Agent (see page 13)

+ Attributes for Anonymous Agents (see page 13)

+ Email Domain as Anonymous Agent (see page 14)

+ Creating Anonymous Agent if Necessary (see page 14)

* Anonymous Customer ID (see page 15)

+ Match Criteria for Customer ID (see page 15)

+ Anonymous Customer ID by Backend (see page 16)

+ Match Criteria for Customer ID by Backend (see page 16)
» Anonymous Customer User (see page 16)

« Match Criteria for Customer User (see page 17)

« Anonymous Customer User By Backend (see page 17)

+ Match Criteria for Customer User By Backend (see page 17)
+ Email as Anonymous Customer User (see page 18)

+ Anonymized History Comments (see page 18)

+ Article Email Addresses (see page 19)

+ Dynamic Field for Anonymization Flag (see page 19)

+ Ignoring Tickets with Anonymization Flag (see page 20)

1.2.1 Anonymous Agent

+ SysConfig setting: KIXTicketAnonymization###AnonymousAgent

Using this setting, you can define an anonymous agent login which replaces the owner and responsible
person for anonymized tickets.

() Please note

This setting is also used as a fallback. This means the agent must exist otherwise the agent data is
not anonymized. Default value is: ‘root@localhost". This setting is required.

1.2.2 Attributes for Anonymous Agents

+ SysConfig setting: KIXTicketAnonymization###AnonymousAgentAttribute
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Using this setting, you can specify an attribute for the current agent of a ticket, the value of which replaces
the owner and responsible person in anonymized tickets.

(@ Please note

This setting is deactivated by default.

1.2.3 Email Domain as Anonymous Agent

+ SysConfig setting: KIXTicketAnonymization###AnonymousAgentFromEMailDomain

Using this setting, you can define whether the domain of the email attribute of an agent should be used as an
anonymous agent. This setting is used when it is set to "Yes" and when the setting:
"KIXTicketAnonymization###AnonymousAgentFromEMailDomain" has not been configured or when there is
no attribute value for the current agent.

() Please note

The setting is deactivated and set to "No" by default.

1.2.4 Creating Anonymous Agent if Necessary
+ SysConfig setting: KIXTicketAnonymization###AnonymousAgentCreate

If this setting is active and the agent in the attribute of the setting:
"KIXTicketAnonymization###AnonymousAgentAttribute" or the agent from the setting:
"KIXTicketAnonymization###AnonymousAgentFromEMailDomain" does not exist, a new, "invalid" agent with
the following attributes and values is created:

Attribute Value
UserFirstName Ano
UserLastName Nymous
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Attribute Value

UserLogin Attribute value of :

"KIXTicketAnonymization###AnonymousAgentAttribut"

or domain of setting:
"KIXTicketAnonymization###AnonymousAgentFromEM"

Please note: This setting is activated by default.

UserEmail Attribute value or domain “@noreply.local”

() Please note

Setting is deactivated by default.

1.2.5 Anonymous Customer ID

+ SysConfig setting: KIXTicketAnonymization###AnonymousCustomerlD

Using this setting, you can define which customer ID replaces the customer ID for anonymized tickets. If,
instead of this, you would like to use a value from a customer attribute, then please use the setting:
"KIXTicketAnonymization###AnonymousCustomerIDByCustomerBackend".

() Please note

The setting is used as a fallback if setting
"KIXTicketAnonymization###AnonymousCustomerIDByCustomerBackend" is not configured. If
nothing is configured in either setting, the customer ID is not anonymized. Default value is
"AnonymousCompany" and this setting is required.

1.2.6 Match Criteria for Customer ID

+ SysConfig setting: KIXTicketAnonymization###AnonymizationCustomerlD_MatchCriteria

Using this setting, you can define a regular expression. The customer ID is replaced with the value from
setting "KIXTicketAnonymization###AnonymousCustomerID" only in tickets in which the current ticket
customer ID matches the specified regular expression.
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() Please note

The setting is also the fallback for setting "KIXTicketAnonymization---
AnonymousCustomerUserlDByCustomerBackend_MatchCriteria". Default value (.*) fits for
everything. If the customer ID does not match, the contact person is also not anonymized.

1.2.7 Anonymous Customer ID by Backend
SysConfig setting: KIXTicketAnonymization###AnonymousCustomerlDByCustomerBackend

Using this setting, you can specify a specific customer ID which replaces the customer ID in anonymized
tickets, depending on the backend of the current ticket customer. The content can be a customer ID or
ATTRIBUTE_AnyAttribute in order to use the value of the applicable attribute of the current customer user.

(@ Please note

Setting is deactivated by default.

1.2.8 Match Criteria for Customer ID by Backend

SysConfig setting: KIXTicketAn
onymization###AnonymousCustomerIDByCustomerBackend_MatchCriteria

Using this setting, you can define a regular expression. The current customer ID is only replaced with the
value from setting: "KIXTicketAnonymization###AnonymousCustomerIDByCustomerBackend" when it

corresponds to the regular expression defined here.

() Please note

Setting is deactivated by default. Default value is "(.*)"

1.2.9 Anonymous Customer User
SysConfig setting: KIXTicketAnonymization###AnonymousCustomerUser

Using this setting, you can define a customer user login which replaces the customer user of the current
ticket in anonymized tickets. If you would like to use a value from a customer user attribute, then please use

setting: "AnonymousCustomerUserByBackend".
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() Please note

This setting is used as a fallback. If this setting is not specified, then the customer user data is not
anonymized. Default value is "AnonymousUser". This setting is required.

1.2.10 Match Criteria for Customer User
+ SysConfig setting: KIXTicketAnonymization###AnonymousCustomerUser_MatchCriteria

Using this setting, you can define a regular expression. The current customer user is then only replaced with
the value from setting: "KIXTicketAnonymization###AnonymousCustomerUser" when it corresponds to the

regular expression defined here.

@ Please note

This setting is also used as a fallback for the setting:
"KIXTicketAnonymization###AnonymousCustomerUserByBackend_MatchCriteria". Default value is

()",

1.2.11 Anonymous Customer User By Backend
+ SysConfig setting: KIXTicketAnonymization###AnonymousCustomerUserByBackend

Using this setting, you can specify a specific customer user which replaces the customer user in anonymized
tickets, depending on the backend of the current ticket customer. The content can be a customer user ID or
ATTRIBUTE_AnyAttribute in order to use the value of the applicable attribute of the current customer user.

() Please note

This setting is deactivated by default.

1.2.12 Match Criteria for Customer User By Backend
+ SysConfig setting: KIXTicketAnonymization###AnonymousCustomerUserByBackend_MatchCriteria

Using this setting, you can define a regular expression. The current customer ID is then only replaced with
the value from setting: "KIXTicketAnonymization###AnonymousCustomerUserByBackend" when it
corresponds to the regular expression defined here.
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() Please note

Setting is deactivated by default. Default value is "(.*)"

1.2.13 Email as Anonymous Customer User

+ SysConfig setting: KIXTicketAnonymization###AnonymousCustomerUserFrom

Using this setting, you can define whether the domain of the email attribute of a customer user should be
used as an anonymous customer user. This setting is used when it is set to "Yes" and when the setting:
"KIXTicketAnonymization###AnonymousCustomerUserByBackend" has not been configured or when there
is no attribute value for the current agent.

() Please note

The setting is deactivated and set to "No" by default.

1.2.14 Anonymized History Comments

+ SysConfig setting: KIXTicketAnonymization###HistoryTypeAnonymousComments

Using this setting, you can define which comments should be contained in the history of anonymized tickets,
and which text the comments contain. The following default values are provided:

Attribute Value

CustomerUpdate CustomerUpdate: comment replaced by CustomerUpdate
KIXTicketAnonymization.

OwnerUpdate OwnerUpdate: comment replaced by OwnerUpdate
KIXTicketAnonymization.

ResponsibleUpdate ResponsibleUpdate: comment replaced by
KIXTicketAnonymization.

SendAgentNotification SendAgentNotification: comment replaced by
KIXTicketAnonymization.

SendAnswer SendAnswer: comment replaced by KIXTicketAnonymization.
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SendAutoReply SendAutoReply: comment replaced by
KIXTicketAnonymization.

SendCustomerNotification SendCustomerNotification: comment replaced by
KIXTicketAnonymization.

TicketLinkAdd Added involved personen: comment replaced by
KIXTicketAnonymization.

() Please note

Setting is activated by default and is required.

1.2.15 Article Email Addresses

SysConfig setting: KIXTicketAnonymization###ReplaceEmailAddresses

Using this setting, you can define an anonymous email address which can be used to replace the email
addresses in articles of anonymized tickets when the article email address is not a system address.

() Please note

Default value is "kix@localhost". This setting is required.

1.2.16 Dynamic Field for Anonymization Flag

SysConfig setting: KIXTicketAnonymization###AnonymizationFlag

Using this setting, you can configure a dynamic field which is used to set the value of the anonymization flag.

() Please note

This setting is activated by default. During the installation of this add-on, the dynamic field
"Anonymized" was created so that you can use the provided configuration. It is possible that you will
have to update your configuration if you would like to have the dynamic field shown in certain
displays.
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1.2.17 Ignoring Tickets with Anonymization Flag

SysConfig setting: KIXTicketAnonymization###lgnoreTicketsWithAnonymizationFlag

Using this setting, you can specify that tickets which have already been anonymized can be ignored in future
anonymization processes.

(@ Please note

This setting is activated by default.
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1.3 Use of Anonymization

There are two different options for anonymizing tickets. You can create a Generic Agent for this in the Admin
area or use the command line script.

1.3.1 Configuring a Generic Agent

The Generic Agent for this function must be created manually. In the "Admin" area, select "Generic Agent" in
the "System Administration" widget. In the "Generic Agent" area, click "Add job" button. In the individual
widgets, now specify the details for the tickets that are to be anonymized.

Enter the following module designation in the "Execute Custom Module" widget:

Kernel::System: :GenericAgent: :KIXTicketAnonymization

Finally, click button "Submit". The job now appears in the list of defined jobs.

Click "Run this task" in column "Run now!", to execute the created job immediately.

1.3.2 Anonymizing Tickets via Script

There is also the possibility the anonymize tickets using command lines. Here, execute:

/bin/kix.Console.pl Admin::KIXTicketAnonymization::Anonymize

with one of the parameters "--user agent_login" or "--customer customer_user_login".

If an agent login has been specified, all tickets are anonymized that the agent is the owner of or responsible
for, based on the information in the SysConfig. If a customer user login has been specified, all tickets of this
customer user are anonymized based on the information in the SysConfig.

1.3.3 Example of an Anonymized Ticket

+ Ticket before anonymization
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[] Ticket#2021012617000012 — Maintenance Printer

3 Article(s) Age: 101 d 0 h - Created: 01/26/2021 11:55 = Ticket Information

Print Forward Fax| | Peaple | = [ communication |~

M\s:ellaneﬂus"l Quickstate: | - Selection - - IR TR ST

Type: SenviceRequest

Attachments (3} Linked Objects  New Mote  Ticket Core Data lr=iims e
Queue: Entscheidung
& Article Overview - 3 Article(s) @ - = Owner: Admin KIX Q,
Responsible: Admin KIX Q
3 agent g -] Printer Task 05/07/2021 13:14 S o
2 agent g a kix@localhost pictures 01/26/2021 15:16 (3) Due Date: 01/26/2021 12:00
Planned D1/26/2021 DB:00
1 customer a 21 Printer 01/26/2021 11:55 mnintenamn::‘e
start:
A CEEEEES ’
Planned D126/2021 12:00
maintenance
end:
= Article #1 - Maintenance Printer Created: 01/26/2021 11:55 Anonymized:

From: kixi@localhost
AnarymousUser -
To: kixi@localhost

Subject: Maintenance Printer

= Contact Information

qQ
Maintenance Printer 4 Available Tours

NAME PLANNED START

D Auslieferung 11/16/2020 08:00

G Tour4 04/21/2017 08:00

U Tours 05/01/2017 08:00

« Checklist
None
+ The job for anonymization is executed in Generic Agent.
Generic Agent
Actions Results
a Go to overdiew 1 Tickets affected! What do you want to do?
e

Affected Tickets
TICKET# AGE FROM | SUBJECT STATE QUEUE OWNER CUSTOMERID
2021012617000012 101d0h "Anton Miller” <anton@beisp... Maintenance Printer open Entscheidung bmiller (Sill Miller) MusllerUndSo

+ This is what the anonymized ticket looks like.
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[] Ticket#2021012617000012 — Maintenance Printer

3 Article(s) Age: 101 d 0 h - Created: 01/26/2021 11:55 = Ticket Information

Miscellaneous. ‘-l Quickstate: | - Selection -

[Print Forwasd Fax| | Peapte [ =] [ communication [ =] CustomerlD: AnonymousCompany

Type: SeniiceRequest

Attachments (3}  Linked Objects New Mote  Ticket Core Data lr=iims e
Queue: Entscheidung
& Article Overview - 3 Article(s) @ - = Owner: Admin KIX Q,
Responsible: Admin KIX Q
3 agent a Printer Task 05/07/2021 13:14 Ere @
2 agent a kix@localhost pictures 01/26/2021 15:16 (3) Due Date: 01/26/2021 12:00
Planned D1/26/2021 D8:00
1 customer 31 Printer 01/26/2021 11:55 mnimenamn:)‘e
start:
A ’
Planned D1/26/2021 12:00
maintenance
end:
< Article #1 - Maintenance Printer Created: 01/26/2021 11:55 Anonymized: yes

From: kixi@localhost

kix@localhost

Subject: Maintenance Printer Q

= Contact Information

To:

Maintenance Printer 4 Available Tours

NAME PLANNED START
D Auslieferung 11/16/2020 08:00
D Tour4 04/21/2017 08:00
D Tours 05/01/2017 08:00

a Checklist

None
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2 Field Service
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2.1 Installation of Field Service Add-On Module

2.1.1 Prerequisites

KIX Professional 17 — current version
If already available: Uninstall the Kanban board.
+ The Field Service module comes with the Kanban board by default. If the Kanban board
module is already installed, the Field Service module cannot be installed and the system
issues an error message.

2.1.2 Package Installation

Install the package "KIXFieldService" using "Paketverwaltung (Package Administration)" (Menu "Admin" area
"System Administration") or using the command line.

2.1.3 New Group

During installation, a new group "FieldService" is created. The group provides access to the "Kartenansicht
(Card view)" widget in the Kanban Board sidebar. The initial user (default: root@localhost) has writing access
for this group following installation.
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2.2 Installation of App on a Mobile Device

The Field Service app is a mobile application (app) for Android devices in order to provide data from KIX
offline on the end device for service technicians. This is to ensure that they can work in areas without an
Internet connection. The service technicians can view the necessary data with the app and document their
work. Once all work has been carried out, this documentation can be synchronized with the server again.

2.2.1 Prerequisite

To be able to use the app, the following prerequisites have to be met:

+ A mobile end device (smartphone, tablet, etc.) with Android 4.0 or higher.
Network connection between the mobile end device and KIX server for the download/upload.

2.2.2 Installing the App

The app is not available in the Google Play store. If you would like to download the app, enter

the following URL in the browser of the mobile end device:
"http://<FQDN KIX-Server>FQDN KIX-Server/kix-web/FieldService.apk"

Once downloaded, open the file: FieldService.apk.

() Please note

In the Android device's system settings, you may have to change the setting for installing apps from
"unknown sources".

2.2.3 Configuring the Server URL

So that the app can communicate with the KIX server, the KIX server URL has to be specified in the app. If
you are starting up the app for the first time, you will be asked to enter the server URL.

Example: "http://<FQDN KIX-Server>/kix/index.pl"
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Once the server URL has been configured, the app displays a screen with a link "DevicelD anzeigen (Display

DevicelD)".

If you tap on this link, you will see the device ID.

This device ID must be entered in KIX for the Configltem that the mobile end device represents as the

"Seriennummer (Serial number)" attribute. This information is important so that the mobile data sets for the
relevant mobile end device can be generated and transmitted.

Edit: Config Item: 1023000004 - Class: Hardware

* Name:

* Deployment State:
* Incident State:
Vendor:

Model:

Description:

Type:

Owner:

Serial Number:

Warranty Expiration Date:
Install Date:

Note:

Attachment:

"Heinz Becker" <beispiel@beispiel.de>

ee3a303a-f720-3484-b9a9-0585ab04fe15

Keine Datei ausgewahit.

Figure:

Configltem - Serial Number Attribute
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2.3 Configuration

Once you have installed the package, if necessary, you can set the default values in the Admin area/
SysConfig. Here, select SysConfig group "KIXFieldService". After page has reloaded, select subgroups
"Frontend::Agent::FieldService".

If you would like to configure settings for the module "Kanban-Board", select SysConfig groups "Kanban4KIX"
and one of the subgroups "Frontend::Agent::KanbanView" or "Frontend::Agent::
AgentKanbanActionCommonPopup".

Default configuration is already contained in the package. You can adapt this in accordance with your
wishes. The SysConfig settings are explained in the following sections.

+ Widget "Map view" in Kanban sidebar (see page 28)

+ Region Specification for Google Maps (see page 29)

+ Google API Key (see page 29)

« Maximum Search Depth (see page 29)

« Relevant Cl Class (see page 30)

« Relevant Cl Class Attributes (see page 30)

+ Relevant Customer User Attributes (see page 30)

« Cache Time To Live (see page 30)

+ Emphasizing Colors (see page 31)

+ Map Settings for Kanban View Configuration (see page 31)

« Tour State Workflow (see page 31)

+ MobileDataSet: Maximum Idle Time (see page 32)

+ MobileDataSet: Output Directory (see page 32)

+ MobileDataSet: Included Attachments (see page 32)

+ MobileDataSet: Included Linked Objects (see page 32)

+ MobileDataSet: Device ID Attributes (see page 32)

+ MobileDataSet: Type of Entry in Ticket History for New, Synchronized Articles (see page 33)
+ MobileDataSet: Comment for Entry in Ticket History for New, Synchronized Articles (see page 33)

2.3.1 Widget "Map view" in Kanban sidebar

+ SysConfig setting: Frontend::KanbanSidebarBackend###FieldServiceMap

This option activates the "Kartenansicht (Card view)" widget in the Kanban Board sidebar. The "Group" key
contains the agent groups, separated by semicolons, which have access to the widget.
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() Please note

Default value for this group is "FieldService".

2.3.2 Region Specification for Google Maps
SysConfig setting: FieldServiceMap::Region

Determines the region for Google Maps. This influences the behavior of functions such as determining
geolocation data. The majority of regions are identical to the applicable country-specific top-level domains
(see here ISO 3166-1), but there are some exceptions (e.g., "GB" instead of "UK" for Great Britain).

() Please note

This setting is required. Default value is "DE".

2.3.3 Google API Key
SysConfig setting: FieldServiceMap::GoogleApiKey

Here you can enter your Google API key. The key is required to use the FieldService card view. You can find
more information here:

https://developers.google.com/maps/documentation/javascript/get-api-key

2.3.4 Maximum Search Depth

SysConfig setting: FieldServiceMap::MaxLinkDepth

Using this setting, you define the search depth for linked Cls in order to obtain address data.

() Please note

This setting is required and the default value is "3".
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2.3.5 Relevant Cl Class

+ SysConfig setting: FieldServiceMap::CIClassWithAddress

This setting specifies the relevant Cl class with the address data.

() Please note

Default value is "Location".

2.3.6 Relevant Cl Class Attributes

+ SysConfig setting: FieldServiceMap:CIClassWithAddressAttributes

This setting determines the relevant Cl class attributes which contain address data.

() Please note

Default value is "Address".

2.3.7 Relevant Customer User Attributes

+ SysConfig setting: FieldServiceMap::UserAddressFields

Using this setting, you define the relevant customer user attributes which contain the address data. This data
is also used as a fallback if a ticket does not have any linked Cls or if no address data can be determined
with linked Cls.

() Please note

Default values are "UserStreet", "UserZip", "UserCity", and "UserCountry".

2.3.8 Cache Time To Live

+ SysConfig setting: FieldServiceMap::GeoLocationCacheTTL

This setting determines the number of days that the geolocation data of an address are retained in the
cache.
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() Please note

Default value is "30".

2.3.9 Emphasizing Colors

+ SysConfig setting: FieldServiceMap::EmphasizeColor

Using this setting, you can determine the fill and border color of the map markings and Kanban ticket.

() Please note

The default value is blue "#00B1D5" for the filling and "#005D70" for the border.

2.3.10 Map Settings for Kanban View Configuration
+ SysConfig setting: Frontend::Output::FilterElementPre###0utputFilterAgentFieldServiceMapSettings

This setting determines the output filter provided by the map setting in the Kanban View configuration. The
value for "DefaultMapCenter” can be an address or a longitude/latitude coordinate. The value for
"DefaultZoom" should be a number between 1 and 18.

() Please note

Default values are "51.163375, 10.447683" (center of Germany) and "6" for the zoom.

2.3.11 Tour State Workflow

+ SysConfig setting: FieldService:: Tour###StateWorkflow

This setting defines the state workflow of a field service tour.
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() Please note

Only change when you are confident in what you are doing.

2.3.12 MobileDataSet: Maximum Idle Time

+ SysConfig setting: FieldService::MobileDataSet###Directory

This setting determines the maximum idle time in the FieldService app. If the user does not work in the app
within this time, the app logs the user off. The default value is 1800 seconds (30 minutes).

2.3.13 MobileDataSet: Output Directory

+ SysConfig setting: FieldService::MobileDataSet###Directory

This setting specifies the output directory in which the MDS data is generated.

@ Please note

Only change when you are confident in what you are doing.

2.3.14 MobileDataSet: Included Attachments

+ SysConfig setting: FieldService::MobileDataSet###IncludeAttachments

This settings defines the pre-setting for attachments of the objects included in a tour. When creating a tour,
you can overwrite this setting in the dialog.

2.3.15 MobileDataSet: Included Linked Objects

+ SysConfig setting: FieldService::MobileDataSet###IncludeLinkedObjects

This settings defines the pre-setting for directly linked objects included in a tour. When creating a tour, you
can overwrite this setting in the dialog.

2.3.16 MobileDataSet: Device ID Attributes

+ SysConfig setting: FieldService::MobileDataSets###ClAttributeDevicelD
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This setting determines the Cl attribute which contains the ID of the mobile end device. Default value is
"SerialNumber".

2.3.17 MobileDataSet: Type of Entry in Ticket History for New, Synchronized
Articles
+ SysConfig setting: FieldService::MobileDataSet###HistoryType

This setting specifies the type of applicable history entry when a new article from the mobile end device is
synchronized with the server. Default value is "AddNote".

2.3.18 MobileDataSet: Comment for Entry in Ticket History for New,
Synchronized Articles
+ SysConfig setting: FieldService::MobileDataSet###HistoryComment

This setting specifies the comment for a history entry when a new article from the mobile end device is
synchronized with the server. Default value is "synchronized article from mobile device".
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3 Inventory Add-On Module, Baramundi Backend
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3.1 Baramundi Backend Installation

3.1.1 Prerequisites

KIX Professional 17 — current version
Baramundi 8.9 or higher

3.1.2 Package Installation

Install the package "kixpro-inventorysync-baramundi" using "Paketverwaltung (Package
Administration)" (Menu "Admin" area "System Administration") or using the command line.

P
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3.2 Baramundi Backend Configuration

The package contains an example configuration that you can adapt to your needs. To configure settings for
this function, select "KIX Professional" group in SysConfig. After page has reloaded, select subgroup
"ITSMConfigltem::InventorySync".

+ Source (see page 36)

« "Baramundi" Backend (see page 37)

+ "BaramundiMD" Backend (Mobile Devices) (see page 38)

+ InventoryContentXPath for Baramundi Backend (see page 40)
+ Xpath Structure and Examples (see page 41)

+ Example (see page 41)

3.2.1 Source

+ SysConfig setting: ITSMConfigltem::InventorySync###Sources

A source requires a named communication point. A hash is used for configuration. The hash key is the
internal name of the source, for example "inventory1". The hash value is the display name for this source, for
example "inventory server 1".

You can add several sources for each external inventory server.

Source backend mapping
+ SysConfig setting: ITSMConfigltem::InventorySync###Backend

This setting defines the backend to be used. A hash is used for configuration. The hash key is the identifier
of the source (in our example "inventory1"). For non-mobile devices, the hash value must be specified as
"Baramundi"” in the field "Content". For mobile devices, the value "BaramundiMD" must be entered in the field
"Content".

Source parameters
+ SysConfig setting: ITSMConfigltem::InventorySync###Parameters

In this setting, you have to enter the database connection string (DSN) in the following form:

DatabaseDSN=DBI:0DBC:<DataSource>;DatabaseUser=<uid>;DatabasePw=<pwd>;<additonal parameters>
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DataSource

DatabaseUser

DatabasePw

Additional Parameters

UselnventoryType

@ Note
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Beschreibung

Name of Baramundi ODBC data source.

User name of the database user.

Password of the database user.

Depends on configured data source. If the data source is
an MSSQL server, you have to enter "Type=mssql" as an
additional parameter.

Optional parameter to specify which type of inventory
data should be used. If not specified, the data from the
"Standard Template" is used. If you want to use WMI
data, set the value to "WMI".

@ Hinweis

Please note: This parameter is not possible for
mobile devices.

Please note: A DSN-based ODBC connection string must be used. Other configurations will not work.

3.2.2 "Baramundi" Backend

By default, the following information is added to the data from the different hardware scans (standard and

WMI):

+ General Information

Manufacturer
ModelName
OperatingSystem
CurrentUser
PrimarylP
PrimaryMAC
TimeZone
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+ MACList

3.2.3 "BaramundiMD" Backend (Mobile Devices)

The data of mobile end devices is managed differently in Baramundi to the data of non-mobile devices. This
means the data structure provided by this backend differs significantly to that of the "Baramundi" backend.
The following data is provided from Baramundi:

+ Overview

+ General

+ Operating system

+ Network
+ Device inventory

+ Device information

+ Restrictions

+ Security settings

+ Installed Wi-Fi configurations
+ Installed apps (incl. system apps)

For a detailed list of the data delivered, please see the provided console script (see
"InventoryContentXPath").

Standard hardware scans

The structure and content of hardware inventory data returned from the Baramundi backend is almost
identical to the content of the tree view for each hardware inventory scan in Baramundi. It has the following
form:

+ Central Processor Unit(s)
+ <List of attributes for each CPU>
+ Motherboard
+ <List of attributes for each motherboard>
+ Memory
+ <List of attributes for each RAM slot>
+ Video Adapter
+ <List of attributes for each video adapter>
+ Monitor
+ <List of attributes for each monitor>
+ Drives::Floppy
+ <List of attributes for each floppy drive>
+ Drives:IDE Drives
+ <List of attributes for each IDE drive>
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+ Audio

+ <List of attributes for each audio device>
+ Network

+ <List of attributes for each network device>
+ Ports

+ <List of attributes for each port>

WMI Hardware Scans

Baramundi Backend Configuration

In Baramundi, the structure of WMI scans differs from the standard scans. In InventorySync, the data is
therefore mapped in a structure that is similar to the structure of the standard scans. It fundamentally has
the following form, where the attributes of each item match the columns shown in Baramundi:

Central Processor Unit(s)

+ Refers to the Baramundi node "Win32_Processor"
 <List of attributes for each CPU>

+ Refers to the Baramundi node "Win32_Bios"
+ <List of attributes for each BIOS node>

Motherboard

+ Refers to the Baramundi node "Win32_BaseBoard"
+ <List of attributes for each motherboard>

Memory

+ Refers to the Baramundi node "Win32_PhysicallyMemory"
+ <List of attributes for each RAM slot>

Video Adapter

+ Refers to the Baramundi node "Win32_VideoController"
+ <List of parameters for each video adapter>

Monitor

+ Refers to the Baramundi node "Win32_DesktopMonitor"
+ <List of attributes for each monitor>

Drives::Floppy

+ Refers to the Baramundi node "Win32_FloppyDrive"
+ <List of attributes for each floppy drive>

Drives::CDROM

+ Refers to the Baramundi node "Win32_CDROMDrive"
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+ <List of attributes for each CDROM drive>
Drives::PhysicalDisk

+ Refers to the Baramundi node "Win32_DiskDrive"
- <List of attributes for each hard drive>

Drives::LogicalDisk

+ Refers to the Baramundi node "Win32_LogicalDrive"
+ <List of attributes for each logical drive>

Network

+ Refers to the Baramundi node "Win32_NetworkAdapterConfiguration”
+ <List of attributes for each network device

Ports

+ Refers to the Baramundi node "Win32_PortConnector"
+ <List of attributes for each port>

If Baramundi does not contain detailed attributes for a device, this device is ignored.

Software scans

Each software structure is identified by the unique software GUID (Globally unique identifier), and contains
the following attributes:

+ Name
« Producer
+ Version

3.2.4 InventoryContentXPath for Baramundi Backend

The basic expansion of Configltem classes and the use of InventoryContentXPath parameters are described
in Chapter "KIX SysConfig/KIX Professional/InventorySync". There is a console script to analyze the relevant
data:

Admin::ITSM: :InventorySync: :DumpBaramundiData

This is particularly helpful to be able to determine the correct XPath. Using the parameter "-source”, the ID of
the source is specified with which the script is to communicate. A call-up with the parameter "--list-clients"
displays a list of the devices in the configured source.
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The parameter "--client-id", to which the name of the applicable device is transferred, generates the output of
the determined data structure. From this, the relevant XPath information can then be created.

3.2.5 Xpath Structure and Examples

The Xpath for Baramundi has the following structure:

+ Hardware Xpath: HW/<node>/<attribute>
+ Software Xpath: SW/<guid>/<attribute>

Typical Xpaths for Baramundi may have the following appearance:

+ HW/Central Processors(s)/CPU Brand Name to get the name attribute of each processor
+ HW/Drives::IDE Drives/Drive Model to get the model attribute of each harddisk drive
+ SW/.*?/Name to get the name of the software, regardless of its GUID

3.2.6 Example

The following example shows a Configltem class definition for the class "Computer” with some changes for
the Baramundi backend based on standard hardware scans. Please note that these are not required
changes. You can make your own changes. You must just ensure that the necessary Configltem attributes
receive values during synchronization. Otherwise an error message will be displayed.

[
{
Key => 'ClientGroup',
Name => 'verinice ClientGroup',
Searchable => 1,
Input => {
Type => 'CIClassReference',
ReferencedCIClassName => 'ClientGroup',
ReferencedCIClassLinkType => 'Includes',
ReferencedCIClassLinkDirection => 'Reverse',
ReferencedCIClassReferenceAttributeKey => 'Name',
Required => 0,
3,
3,
{

Key => 'Vendor',
Name => 'Vendor',
Searchable => 1,
Input => {

Type => 'Text',
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MaxLength => 50,
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Key => 'Model',
Name => 'Model',
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InventoryContentXPath => 'HW/Motherboard/Computer Brand Name',

Searchable => 1,

Input => {
Type => 'Text',
Size => 50,

MaxLength => 50,
I

Key => 'Description',
Name => 'Description',
Searchable => 1,
Input => {

Type => 'TextArea',
}s

Key => 'Type',
Name => 'Type',
Searchable => 1,
Input => {
Type => 'GeneralCatalog',

Class => 'ITSM::ConfigItem::Computer::Type',

Translation => 1,

I

Key => 'Owner',
Name => 'User',
Searchable => 1,
Input => {
Type => 'Customer',

I

Key => 'CPU',
Name => 'CPU',

InventoryContentXPath => 'HW/Central Processor\(s\)/CPU Brand Name',

Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,

}s

CountMax => 16,

Sub => [

{
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Key => 'Cores',
Name => 'Kerne',
InventoryContentXPath =>

Cores',

Input => {
Type => 'Text',
Size => 20,
MaxLength => 10,
b
b
1,
b
{
Key => 'Ram',
Name => 'Ram',
Input => {
Type => 'Dummy',
b
Sub => [
{
Key => 'MemoryBank',
Name => 'Bank',
InventoryContentXPath =>
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
b
CountMax => 16,
b
1,
b
{

Key => 'Drives',
Name => 'Drives',
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'"HW/Central Processor\(s\)/Number of CPU

"HW/Memory/Row Size',

InventoryContentXPath => 'HW/Drives::IDE Drives/Device Type',
InventoryContentEvalString => '$Inventory{\'Device Type\'} eq \'Disk drive\'',

Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,

}s

CountMax => 10,

Sub => [

{
Key => 'Model',
Name => 'Model',
InventoryContentXPath =>

Input => {
Type => 'Text',
Size => 50,

MaxLength => 50,
I

"HW/Drives: :IDE Drives/Drive Model',

i1X Issued on: 13.02.2024 Page 43

A



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
| Inventory Add-On Module, Baramundi Backend
4 Baramundi Backend Configuration

}s
1,
}s
{
Key => 'CD-Rom',
Name => 'CD-Rom',
Searchable => 1,
InventoryContentXPath => 'HW/Drives::IDE Drives/Drive Model',
InventoryContentEvalString => '$Inventory{\'Drive can read\'}"',
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
}s
}s
{
Key => 'FQDN',
Name => 'FQDN',
Searchable => 1,
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
}s
}s
{

Key => 'NIC',
Name => 'Network Adapter',
InventoryContentXPath => 'HW/Network/Network Card',

Input => {
Type => 'Text',
Size => 50,

MaxLength => 100,
b
CountMin => 0,
CountMax => 10,
CountDefault => 1,
Sub => [
{
Key => 'IPoverDHCP',
Name => 'IP over DHCP',
Input => {
Type => 'GeneralCatalog',
Class => 'ITSM::ConfigItem::YesNo',
Translation => 1,

I

Key => 'IPAddress',
Name => 'IP Address',
Searchable => 1,
Input => {

Type => 'Text',
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Size => 40,
MaxLength => 40,
}s
CountMin => 0,
CountMax => 20,
CountDefault => 0,

}s
1,
}s
{
Key => 'GraphicAdapter',
Name => 'Graphic Adapter',
InventoryContentXPath => 'HW/Video Adapter/Video Chipset',
InventoryContentEvalString => '$Inventory{\'Video Chipset\'}"',
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
}s
}s
{

Key => 'Software',

Name => 'Software',

InventoryContentXPath => 'SW/.x?/Name',
InventoryContentEvalString => '$Inventory{Name}',

Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
}s
CountMax => 1000,
Sub => [
{
Key => 'Version',
Name => 'Version',
InventoryContentXPath => 'SW/.x?/Version',
Input => {
Type => 'Text',
Size => 20,
MaxLength => 20,
}s
}s
{
Key => 'SoftwareVendor',
Name => 'Vendor',
InventoryContentXPath => 'SW/.*x?/Producer',
Input => {
Type => 'Text',
Size => 50,
MaxLength => 255,
}s
}s

1,
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Key => 'OtherEquipment',
Name => 'Other Equipment'

Input => {

Type => 'TextArea',
I
CountMin => 0,
CountDefault => 0,

-
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Key => 'WarrantyExpirationDate',
Name => 'Warranty Expiration Date',

Searchable => 1,
Input => {

Type => 'Date',
b

Key => 'InstallDate',
Name => 'Install Date',
Searchable => 1,
Input => {

Type => 'Date',
3
CountMin => 0,
CountDefault => 0,

Key => 'Note',
Name => 'Note',
Searchable => 1,
Input => {

Type => 'TextArea',
3
CountMin => 0,
CountDefault => 0,
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4 Inventory Add-On Module, DB Backend

;‘(Ix Issued on: 13.02.2024 Page 47



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
Inventory Add-On Module, DB Backend
DB Backend Installation

4.1 DB Backend Installation

4.1.1 Prerequisites

+ KIX Professional 17 — current version
+ An external database with inventory data, organized in a table matrix; see following figure below

objects

cpu

id: INTEGER NOT NULL [ PK ]

id: INTEGER NOT NULL [ PK ]

Name: VARCHAR NOT NULL

E——

/

harddisk

id: INTEGER NOT NULL [ PK ]

id: INTEGER NOT NULL [PK ]

object_id: INTEGER NOT NULL [ FK]

name: VARCHAR NOT NULL
stepping: INTEGER NOT NULL
cores: INTEGER NOT NULL
[1_cache: INTEGER NOT NULL
12_cache: INTEGER NOT NULL
13_cache: INTEGER NOT NULL

This figure is just a schematic example to show you how the data has to be organized to work with this "DB"
backend. You can have as many tables with as many attributes as you like. But you must always have a
foreign key for the table with all objects (e.g. Server, Mobile Devices, etc.). This so-called "object table" is the
primary object list for InventorySync and may only have one row per object. All other tables contain the
specific object data.

4.1.2 Installation

Install the package "kixpro-inventorysync-db" using "Paketverwaltung (Package Administration)" (Menu
"Admin" area "System Administration") or using the command line.
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4.2 DB Backend Configuration

The package contains an example configuration that you can adapt to your needs. To configure settings for
this function, select "KIX Professional" group in SysConfig. After page has reloaded, select subgroup
"ITSMConfigltem::InventorySync".

Sources (see page 49)

Source — Backend — Mapping (see page 49)
Configuration in Config.pm (see page 49)
Inventory Content XPath (see page 51)

4.2.1 Sources
SysConfig setting: ITSMConfigltem::InventorySync###Sources

A source requires a named communication point. A hash is used for configuration. The hash key is the
internal name of the source, for example "opsisrv1”. The hash value is the display name for this source, for
example "inventory1".

You can add several sources for each external inventory server.

4.2.2 Source — Backend — Mapping

SysConfig setting: ITSMConfigltem::InventorySync###Backend

This setting defines the backend to be used. A hash is used for configuration. The hash key is the identifier
of the source (in our example "inventory1"). The hash value must be specified as "DB" so that the
InventorySync module uses the opsi backend for this data source.

4.2.3 Configuration in Config.pm

Only the name (and the internal key) of a DB data source and its mapping to the DBBackend is configured in
SysConfig. All other "complex" configurations for the configured DB data sources are carried out in
Config.pm in a manner that is familiar from the configuration of CustomerUser backends.

You have to create a configuration hash in Config.pm for each DB data source that you have configured in
SysConfig for InventorySync. Here is an example of a configuration for our example data source.

Here, Configltem class "Computer" is configured, which receives its data from another MySQL database
"ocsweb" on localhost. All objects (Computer) are uniquely contained in the database table (or View)
"all_clients", and the identifier for each client is the attribute "HARDWARE_ID" in this table.
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The name of the object is contained in the table attribute "NAME". The attribute named as the object

identifier (here "HARDWARE_ID") must be present in all other tables/views from which the DB backend is to

obtain its data (foreign key).

Common tables for software (SW) and hardware (HW) information are configured like two separate/special

tables/views that should be used to obtain all the data relevant for the device types "PROZESSOR
(PROCESSOR)" and "CONTROLLER".

In the section "Mapping", the attributes from the configured tables/views are mapped to the data structure
that is created for each object. The structure for the attribute "InventoryContentXPath" is therefore defined in

the Configltem classes.

$Self - > {
InventorySyncDB
}- > o
inventoryl
P =
Params => {
#
if you want to use an external database, add the# required settings# DSN =>
'DBI:odbc:yourdsn',
DSN => 'DBI:mysql:database=ocsweb;host=1localhost',
User => 'Test',
Password => 'xxxxx',
SourceCharset => 'utf-8',
DestCharset => 'utf-8',
}s
Classes => {
Computer => {
Params => {
#
client list and key value
ObjectTable => 'all_clients',
ObjectID => 'HARDWARE_ID',
ObjectName => 'NAME', #common SW and HW tables / views# where our
hardware / software info comes from
HWTable => 'csweb.test_view2',

SWTable => 'ocsweb.test_viewl', #special tables to use
for PROCESSOR / CONTROLLER mapping
SpecialTables => {

HW => {

PROCESSOR => 'cpu_table',
CONTROLLER => 'controllers',
}
}
}, #the following mapping defines the structure
for# InventoryContentXpath
Mapping => {
HW => {
PROCESSOR => {
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name =>
type =>
version =>

"NAME',

'"TYPE',

"VERSION',

}s

serialNumber => {
serialnumber =>

}s

BIOS => {
description => 'DESCRIPTION',

name => 'NAME',

"SNR',

s
CONTROLLER => {

description => 'DESCRIPTION',
name => 'NAME',
type => 'CONTROLLER_TYPE',
b
b
SW => {
Software => {
name => 'NAME',
version => 'VERSION',
descriptions => 'DESCRIPTION'
b
}

4.2.4 Inventory Content XPath
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H

The structure and content of the inventory data (hardware and software) returned from the DB backend is

defined in "Config.pm"

+ Hardware Xpath:
HW/<some device key>/<attribute>
+ Software Xpath:

SW/<configured key>/<attribute>

1 http://Config.pm
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5 Inventory Add-On Module, OPSI Backend
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5.1 OPSI Backend Installation

5.1.1 Prerequisites

KIX Professional 17 — current version
* An OPSI server

5.1.2 Package Installation

Install the package "kixpro-inventorysync-opsi" using "Paketverwaltung (Package Administration)" (Menu
"Admin" area "System Administration") or using the command line.
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5.2 OPSI Backend Configuration

The package contains an example configuration that you can adapt to your needs. To configure settings for
this function, select "KIX Professional" group in SysConfig. After page has reloaded, select subgroup
"ITSMConfigltem::InventorySync".

Edit Config Settings in KIX Pro — ITSMConfigltem::InventorySync
9| ITSMConfigitem::InventorySync###Sources Key Content

Define the sources of extemal inventory data. Use the key in the

following settings. Prefer short keys. opsisvi opsi server 1 8
9| ITSMConfigitem::InventorySync###Backend Key Content

Specify the backend type used for the inventory data source (equals "

modul name in backend folder). opsisrv opst B8
9| ITSMConfigltem::InventorySyncé###Parameters Key Content

Specify the parameters of the inventory data source {backend specific) opsisv URLZXXX =]

Fig.: Excerpt from SysConfig: KIX Pro — ITSMConfigltem::InventorySync

5.2.1 Source

+ SysConfig setting: ITSMConfigltem::InventorySync###Sources

A source requires a named communication point. A hash is used for configuration. The hash key is the
internal name of the source, for example "opsisrv1". The hash value is the display name for this source, for
example "opsi server 1".

You can add several sources for each external inventory server.

5.2.2 Source Backend Mapping

+ SysConfig setting: ITSMConfigltem::InventorySync###Backend

This setting defines the backend to be used. A hash is used for configuration. The hash key is the identifier
of the source (in our example "opsisrv1"). The hash value must be specified as "opsi" so that the
InventorySync module uses the opsi backend for this data source.

5.2.3 Source Parameters

+ SysConfig setting: ITSMConfigltem::InventorySync###Parameters

In this setting, you can configure the parameters for using the opsi backend. All parameters must be
specified in the following form:

<parameter>=<value>, <parameter>=<value>,
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Parameter Benotig Beschreibung
t
URL X The URL to the rpc interface of the opsi server (usually http://
<host>:4447/rpc)
User X User name of the database user.
Password X Password of the database user.

5.2.4 SSL Verification

SysConfig subgroup "ITSMConfigltem::InventorySync:.opsi
SysConfig setting: InventorySync::Backend::opsi###UserAgentVerifyHostname

Using this setting, you can switch on/off the SSL certificate check for the configured host.

5.2.5 InventoryContentXPath Structure

The structure and content of the inventory data returned from opsi (hardware and software) is defined on the
opsi server under /etc/opsi/hwaudit.

The Xpath for opsi has the following structure:
Hardware XPath:
HWY/<opsi device class>/<attribute>
Software XPath:

SW/<software registration key pattern>/<attribute>

Typical XPath for opsi may be:

HW/PROCESSOR/name, to obtain the name attribute of each CPU
HW/HARDDISK_DRIVE/model, to obtain the model attribute for each hard disk drive
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5.3 Example of Configltem Class

The following example shows a Configltem class definition for the class "Computer” with some changes for
the opsi backend based on standard hardware scans. Please note that these are not required changes. You

can make your own changes. You must just ensure that the necessary Configltem attributes receive values

during synchronization. Otherwise an error message will be displayed.

Key => 'Vendor',
Name => 'Vendor',
Searchable => 1,
Input => {
Type => 'Text',
Size => 50,
MaxLength => 50,
b

Key => 'Model',
Name => 'Model',
InventoryContentXPath => '"HW/COMPUTER_SYSTEM/model',
Searchable => 1,
Input => {
Type => 'Text',
Size => 50,
MaxLength => 50,
},

Key => 'Description',
Name => 'Description',
Searchable => 1,
Input => {

Type => 'TextArea',
},

Key => 'Type',

Name => 'Type',

Searchable => 1,

Input => {
Type => 'GeneralCatalog',
Class => 'ITSM::ConfigItem::Computer::Type',
Translation => 1,

I

Key => 'Owner',
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Name => 'Owner',
Searchable => 1,
Input => {

Type => 'Customer',

I

Key => 'SerialNumber',
Name => 'Serial Number',
InventoryContentXPath => 'HW/BASE_BOARD/serialnumber',
Searchable => 1,
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
}s

Key => 'Software',
Name => 'Software',
InventoryContentXPath => 'SW/.*x?/displayName’,
InventoryContentEvalString => '$Inventory{displayVersion}',
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
}s
CountMax => 1000,
Sub => [
{
Key => 'Version',
Name => 'Version',
InventoryContentXPath => 'SW/.*x?/displayVersion',
Input => {
Type => 'Text',
Size => 20,
MaxLength => 20,
}s
}s
1,

Key => 'CPU',
Name => 'CPU',
InventoryContentXPath => 'HW/PROCESSOR/name',
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
}s
CountMax => 16,

[ P A Issued on: 13.02.2024 Page 57



a

Key => 'Ram',
Name => 'Ram',
InventoryContentXPath =>
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
}s
CountMax => 10,

Key => 'HardDisk',
Name => 'Hard Disk',
InventoryContentXPath =>
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
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'"HW/MEMORY_MODULE /memorytype',

"HW/HARDDISK_DRIVE/name',

}s
CountMax => 10,
Sub => [
{
Key => 'Capacity',
Name => 'Capacity',
InventoryContentXPath => 'HW/HARDDISK_DRIVE/size',
Input => {
Type => 'Text',
Size => 20,
}s
}s
1,
Key => 'CD-Rom',
Name => 'CD-Rom',

Searchable => 1,
InventoryContentXPath =>
Input => {

Type => 'Text',

Size => 50,

MaxLength => 100,

b
Key => 'FQDN',
Name => 'FQDN',

Searchable => 1,
InventoryContentXPath =>
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
},

"HW/OPTICAL_DRIVE/name',

"HW/COMPUTER_SYSTEM/name"',
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Key => 'NIC',
Name => 'Network Adapter',
InventoryContentXPath => 'HW/NETWORK_CONTROLLER/name',
InventoryContentEvalString => '$Inventory{ipAddress}',
Input => {
Type => 'Text',
Size => 50,
MaxLength => 100,
}s
CountMin => 0,
CountMax => 10,
CountDefault => 1,
Sub => [
{
Key => 'IPoverDHCP',
Name => 'IP over DHCP',
Input => {
Type => 'GeneralCatalog',
Class => 'ITSM::ConfigItem::YesNo',
Translation => 1,

I

Key => 'IPAddress',
Name => 'IP Address',
Searchable => 1,

InventoryContentXPath=> "HW/NETWORK_CONTROLLER/ipAddress',

Input => {
Type => 'Text',
Size => 40,
MaxLength => 40,
}s
CountMin => 0,
CountMax => 20,
CountDefault => 0,
}s
1,

Key => 'GraphicAdapter',
Name => 'Graphic Adapter',
InventoryContentXPath => 'HW/VIDEO_CONTROLLER/name',
InventoryContentEvalString => '$Inventory{deviceId}',
Input => {

Type => 'Text',

Size => 50,

MaxLength => 100,
}s

Key => 'OtherEquipment',
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Name => 'Other Equipment',

Input => {

Type => 'TextArea',
I
CountMin => 0,
CountDefault => 0

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules

Key => 'WarrantyExpirationDate',
Name => 'Warranty Expiration Date',

Searchable => 1,
Input => {

Type => 'Date',
b

Key => 'InstallDate',
Name => 'Install Date',
Searchable => 1,
Input => {

Type => 'Date',
3
CountMin => 0,
CountDefault => 0,

Key => 'Note',
Name => 'Note',
Searchable => 1,
Input => {

Type => 'TextArea',
3
CountMin => 0,
CountDefault => 0,
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6 Inventory Add-On Module, VMWare Backend

] ‘(Ix Issued on: 13.02.2024 Page 61



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
Inventory Add-On Module, VMWare Backend
VMWare Backend Installation

6.1 VMWare Backend Installation

6.1.1 Prerequisites

KIX Professional 17 — current version
Installed vSphere Perl SDK for vSphere 5.5+ on the KIX server

- A vCenter user with read-only permissions (a user with the standard "read-only" role assigned in
datacenter level is usually sufficient)

6.1.2 Package Installation

Install the package "kixpro-inventorysync-vmware" using "Paketverwaltung (Package Administration)" (Menu
"Admin" area "System Administration") or using the command line.
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6.2 VMWare Backend Configuration

+ Basics (see page 63)

+ SysConfig Options (see page 64)

+ Source (see page 64)

+ Source Backend Mapping (see page 64)

+ Source Parameters (see page 64)

+ Alternative ObjectType Mapping (see page 65)

+ ObjectType Fallback (see page 65)

« SSL Verification (see page 65)

+ InventoryContentXPath Structure (see page 66)

+ Example of Configltem Classes for VMWare Backend (see page 81)

6.2.1 Basics

The VMWare backend works on the basis of object types. Each object type has its own set of attributes and
provides the data that is mapped to the Configltem class attributes in the Configltem class definition.

It is always necessary to assign an object type, either at the level of the data source itself, or at the level of
the Configltem class name mapping, or on the basis of the name of the Configltem class itself.

The following object types are possible:

+ Datacenter
+ Datastore

+ Cluster

+ Host

« VM

Example:

If you have a Configltem class with the name "VMWare-Servers", you have to assign the object type because
this provides the data for a VMWare host system.

« Option 1: At the level of the data source

Define a data source and add ";0ObjectType=Host" to the end of the parameter line in SysConfig setting:
ITSMConfigltem::InventorySync###Parameters.

+ Option 2: Define a class name mapping
Create a Configltem class mapping, where the key is "VMWare-Servers" and the value defines the object type.

SysConfig setting: InventorySync::Backend::VMWare###CIClassObjectTypeMapping .
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Option 2: Rename the Configltem class

If you do not want to use option 1 or 2, there is still the possibility to rename the Configltem class of
"VMWare-Servers" in "Host". In this case, the name of the Configltem class represents the object type to be
used.

6.2.2 SysConfig Options

To configure settings for this function, select "KIX Professional" group in SysConfig. After page has reloaded,
select subgroup "ITSMConfigltem:: InventorySync".

6.2.3 Source

SysConfig setting: ITSMConfigltem::InventorySync###Sources

A source requires a named communication point. A hash is used for configuration. The hash key is the
internal name of the source, for example "VMWare". The hash value is the display name for this source, for
example "my VMWare environment". You can add several sources for each external inventory server.

6.2.4 Source Backend Mapping
SysConfig setting: ITSMConfigltem::InventorySync###Backend

This setting defines the backend to be used. A hash is used for configuration. The hash key is the identifier
of the source (in our example "VMWare"). The hash value must be specified as "VMWare" so that the
InventorySync module uses the VMWare backend for this data source.

6.2.5 Source Parameters

SysConfig setting: ITSMConfigltem::InventorySync###Parameters

In this setting, you can configure the parameters for using the VMWare backend. All parameters must be
specified in the following form:

<parameter>=<value>,<value>;...

Paramete Require Description
r d

URL X The URL for the web service interface of the vCenter server (usually http://
<host>:443/sdk/webService)
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User X User name of the database user.
Password  x Password of the database user.

ObjectTyp Optional parameter to restrict the data source as regards a specific object type.
e Possible values are:

Datacenter
Datastore
Cluster
Host

« VM

6.2.6 Alternative ObjectType Mapping
SysConfig setting: InventorySync::Backend::VMWare###CIClassObjectTypeMapping

You can find this setting in the subgroup "ITSM::Configltem::InventorySync::VMWare". If, in the data source
itself, no restrictions regarding a certain object type are configured, you can assign the object type to be used
for each Configltem class here. The hash key represents the name of the Configltem class and the value
represents the object type. Following object types are possible:

Datacenter
Datastore
Cluster
Host

VM

6.2.7 ObjectType Fallback

If the data source has not been restricted to a certain object type, and no class-based mapping exists, the
system uses the name of the Cl class to determine the object type.

6.2.8 SSL Verification

SysConfig subgroup "ITSMConfigltem::InventorySync:.opsi
SysConfig setting: InventorySync::Backend::VMWare###UserAgentVerifyHostname

Using this setting, you can switch on/off the SSL certificate check for the configured host.
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6.2.9 InventoryContentXPath Structure

The expansion of Configltem classes and the use of InventoryContentXPath parameters are described in
Chapter "KIX SysConfig/KIX Professional/InventorySync".

The Xpath for VMWare has the following structure:

+ Hardware XPath: HW/<Container>/<Attribute>
+ Software XPath: No software XPath currently exists

The attributes and containers available depend on the permissions of the user that you use to connect to the
vCenter server. Its also depends on the state of the corresponding objects. Not all of these attributes are
always available.

ObjectType Container Attribute

Datacenter Info configStatus
numVMDKs
numHosts

numClusters

numbDatastores

numVMs

overallStatus

Clusters name
Datastores name
Host name
Network name
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Attribute

LUN

build

capacity

capacityGB

capacityKB

capacityMB

freeSpace

freeSpaceGB

freeSpacekB

freeSpaceMB

instanceUuid

isSSD

numHosts

numVMs

type

url

version

vmfsVersion
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ObjectType Container Attribute
Hosts name
VMs name
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ObjectType Container Attribute

Cluster Info actionHistory
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Attribute

alarmActionsEnabled

apiType

apiVersion

build

configStatus

disableMethod

effectiveCpuGhz

effectiveCpuMhz

effectiveMemory

effectiveMemory

effectiveMemoryGB

effectiveMemoryKB

effectiveMemoryMB

fullName

hBDatastoreCandidatePolicy

instanceUuid

licenseProductName

licenseProductVersion
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Attribute

localeBuild

localeVersion

name

numCpuCores

numCpuThreads

numbDatastores

numEffectiveHosts

numHosts

numVMs

osType

overallStatus

productLineld

resourcePool

totalCpuGhz

totalCpuMhz

totalMemory

totalMemoryKB

totalMemoryMB
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Attribute

totalMemoryGB

vendor

version

admissionControl

configuredFailoverCapacity

dasConfig

daslsolationAddress

defaultVmSettings.daslsolationResponse

defaultVmSettings.restartPriority

defaultVmSettings.vmToolsMonitoringSettings

defaultVmSettings.vmToolsMonitoringSettings.clus
terSettings

defaultVmSettings.vmToolsMonitoringSettings.failu
relnterval

defaultVmSettings.vmToolsMonitoringSettings.max
FailureWindow

defaultVmSettings.vmToolsMonitoringSettings.max
Failures

defaultVmSettings.vmToolsMonitoringSettings.min
UpTime
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Attribute

defaultVmSettings.vmToolsMonitoringSettings.vm
Monitoring

failover.Level

hostMonitoring

status

vmMonitoring

defaultVmBehavior

status

extent.diskName

extent.partition

name

url

name

name

bootTime

build

cluster

datacenter
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Attribute

DNS.dhcp

DNS.hostname

DNS.nameserver

DNS.searchDomains

defaultGateway

cpuMhz

cpuGhz

cpuModel

datacenter

fullname

hostMaxVirtualDiskCapacity

hostMaxVirtualDiskCapacityKB

hostMaxVirtualDiskCapacityMB

hostMaxVirtualDiskCapacityGB

licenseProductName

memorySizeGB

memorySizeKB

memorySizeMB
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model

name

numCpuCores

num CpuPkgs

numCpuThreads

numbDatastores

numHBAs

numNICs

numVMs

port

powerState

uptime

uuid

vendor

version

vmotion.ipAdress

vmotion.subnetMask

Issued on: 13.02.2024

VMWare Backend Configuration

Page 75



ObjectType

Container

vSwitches

NICs

2 http://portgroup.name

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
Inventory Add-On Module, VMWare Backend
VMWare Backend Configuration

Attribute

mtu

name

numPorts

numPortsAvailable

portgroup.name?

portgroup.usedPorts

portgroup.vlanid

usedPorts

autoNegotiateSupported

dhcp

driver

duplex

ipAdress

macAdress

name

pci

resourcePoolSchedulerAllowed
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Attribute

speedMb

subnetMask

wakeOnLanSupported

name

cluster

faultToleranceState

guestld

guestMemoryUsage

guestMemoryUsageKB

guestMemoryUsageMB

guestMemoryUsageGB

guestOS

host

hostMemoryUsage

hostMemoryUsageKB

hostMemoryUsageMB

hostMemoryUsageGB

host
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Attribute

instanceUuid

ipAddress

isTemplate

memorySize

memorySizeKB

memorySizeMB

memorySizeGB

name

numCPU

numEthernetCards

numVirtualDisks

overallStatus

resourcePool

storageFree

storageFreeKB

storageFreeMB

storageFreeGB

storageTotal
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Attribute

storageTotalKB

storageTotalMB

storageTotalGB

storageUsed

storageUsedKB

storageUsedMB

storageUsedGB

toolsStatus

uptime

vmPathName

vmState

label

summary

name

backingObjectld

capacity

capacityKB

capacityMB
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capacityGB

datastore

diskMode

filename

label

size

type

uuid

writeTrough

ipAddress

label

macAdress

network

createTime

description

name

quiesced

state
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() Please note

The vCenter API also defines Virtual Machine Templates as Virtual Machine Objects. You can see
whether a VM is a template or not by looking at the "isTemplate" attribute

6.2.10 Example of Configltem Classes for VMWare Backend

The package contains example Configltem class definitions for all object types. You can find these examples
in the directory:

/opt/kix/var/packagesetup/InventorySyncVMWareBackend

(@ Note

Please note that these are just examples which contain all available attributes, including some
attributes with utilization values (for example, current memory or processor usage) or different units
(kB,MB,GB,Mhz, Ghz,...) . You can adapt these definitions in accordance with your wishes.
Important: Please note that mapped utilization values usually create a new version of a Configltem
because they are subject to frequent changes. You should remove them from your Configltem

class definition if these values are not of interest in your CMDB.

You must also ensure that essential Configltem attributes receive values

These examples use Configltem attribute "CICReference” that is already contained in KIX. It is very useful to
create links between different Configltems automatically.

To make the most of the advantages of these configuration examples, you should first of all import and then
synchronize so that all objects are already available in the synchronization process, and can therefore be
linked.
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7 ITSM Standardworkflows
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7.1 Installation of ITSM-Standard Workflows Add-On Module

7.1.1 Prerequisites

KIX Professional 17 — current version

7.1.2 Package Installation

Install the package "KIXITSMTicketStatusWorkflows" using "Paketverwaltung (Package
Administration)" (Menu "Admin" area "System Administration") or using the command line.
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7.2 Ticket Types

Aim is the mapping of ticket-type-specific state workflows. For each ticket type there are suitable states and
possible state transitions — both automatic as well as manual. The basic function of the ticket state is
provided by KIX. The applicable configurations have been adapted in the add-on package.

Furthermore, additional TicketStateWorkflow ACLs and ticket events not available in KIX have been created.
All ticket states and ticket types not yet available/deactivated are created/activated when the package is
installed. All obsolete or irrelevant ticket types are deactivated/renamed in the process and are no longer
selectable.

7.2.1 Relevant Ticket States

State name State type
closed with workaround closed
done by forwarding closed
finally closed closed
insoluble closed
non-reproductible closed
rejected closed
canceled closed
solved closed
solved at once closed
solved by change implementation closed
new new
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problem candidate

accepted

processing

re-activated

workaround documented

review

pending final closure

waiting for customer

waiting for external supplier

pending reminder

pending for change implementation
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new

open

open

open

open

open

pending auto

pending auto

pending auto

pendig reminder

pending reminder

Issued on: 13.02.2024

ITSM Standardworkflows
Ticket Types

Page 85



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
ITSM Standardworkflows

Ticket Types
7.2.1.1 Workflow "Incident" + "Incident::Disaster"
If a state of type ,closed" is set
incoming email, web-request (except finally closed"), this state is
—— (via customer self service) stored in a freetext field to keep the
or Typeupdate by agent Lclosure code” (all tickets end up in
j state finally closed”
By agent (OwnerAssignment) or Automatically set by follow up
new Aufomafically sef by TickelLock | T D
Automatictransition e
after pending time reached A B
or set by follow up ol
- { insoluble ———| waiting for customer |~— b

—>| waiting for ext. supplier IA—
——>| pending reminder If

{ non-reproducible l‘;

{ done by ferwarding I‘TI

FPhone/Emailticket |
created by agent

Automatic transition
sef pending time fo 58 business hours

=| pending final closure l -------------------------------------------- :

Automatic transistion
after pending time reached

—{ re-activated |L- Iﬁnally closed

state types: | StateType .pending reminder* || StateType .closed" || StateType .open” |

StateType .pending auto®| | StateType .new” |
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7.2.1.2 Workflow "Service Request" + "Information Request"
If a state of type ,closed"” is set
(except .finally closed”), this state is
) . . stored in a freetext field to keep the
incoming email, web-request _closure code” (all tickets end up in
— {via customer self service) state finally closed”
/ or Typeupdate by agent
| Automatic transistion
By agent (OwnerAssignment) or on follow up
new AN By L . | R N e SR S R R P T T e S T S S TR AR i
Automatic transition H
"~ affer pending ime reached T
or set by follow up ] 1
r ; i
; -{ insoluble }-0\——{-| processing jﬂ?———b{ waiting for customer
| N\ / e P
| S ____————-{ waiting for ext. supplier —
: .'I e L g PP .
| \ | / e
1 || 1 " : s
{ done by forwarding }-.-H— \| / o e —— | pending reminder
\| 2 —
\‘.l V
| ]
—— -J| solved at once | | solved
Phone/Emailticket : .
created by agent L____.__4'?1'??7??&??9:‘:@1_"_._]
.?srpsnd' time 5 * 8 business hours
Automatic transition ¥ .
et pending time 5°8 busil h N H
- 7 — -Jl pending final closure }
Ammicéam'sﬁm
Bﬂsrpendmgqmemamm

—[ re-activated I‘ finally closed

state types: [ StateType .pending reminder” | [StateType .closed"| | StateType .open” |[ StateType .pending auto’ | [ StateType .new” |
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7.2.1.3 Workflow "Problem"

problem candidate —____ Phone/Emailticket
rdl or TypeUpdate

/
J

ticket arlicle created in ._.//
this step is forwarded fo ﬂccﬂ)le"

aill child-tickets of type

Incident” linked with i -
i Autornatiq transifion
this problem ticket 1 —-I waiting for customer |

|I processing e 7 -leaiting for ext. suppliar‘
H or automatically set by
! (1) follow up or —-I nding remin
[EJpeﬂdi'ry:mmacmd P i 9 nides |

Automatically *el by creation
of article of type .note-workaround-external”

——| waiting for customer |

'leaiiing for ext. supplierJ

v
[ waiting for change implementation |+——— workaround documented |«

Manually
or automatically set by . n
(1) follow up or pending reminder |
(2) pending lime reached

| rejected | | solved by change implementation | | closed with workaround

Automatid transition

: : if a gate of type .closed” is set
e e T ﬂnnllydosad SSeSIEsemssammrs sz mansassss] {except finally closed™). this state is
Automatic i n Automatic fransition e t i the
Jclosure code” (all lickets end up in
state finally closed”

state types: [ StateTye pending reminder” | [StateType .closed"|| StateType .open” |[ StateType ,pending auto"| | StateType .new

Alx Issued on: 13.02.2024 Page 88



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
ITSM Standardworkflows

‘ Ticket Types

7.2.1.4 Workflow "RfC::Standard"

Phone-Ticket /

Emailticket by agent Incoming email

or TypeUpdate

Automatic transition
after pending time reached
or sef by iollewup. ... g

== —— + waiting for customer }

e n—
== ll processing waiting for ext. supplier
| ‘
review ; R pending reminder

" Aitomabeally sef by follow up

canceled | | e s | | = -
| Autormatic transition

set pendihg time 5°8
business hours

[ If & state of type .closed” is set

R T fexcept finally closed"), this state is
—| pending final closure } stored in a froatext okl to keap the

' <Closure code” (all lickets end up in
state fnally closed”

Automatically sel
" by faBawap" " T ek

Automatic transistion
after pending time reached

 J
re-activated finally closed

state types: [ StateType ,pending reminder” |[ StateType ,closed”| | StateType .open” || StateType pending auto” || StateType .new™

7.2.2 Saving the Closure Code

When a ticket state of the type "closed" ("geschlossen") is reached, this is written as a closure code to a
dynamic field. The state "finally closed" is excluded from this automatism. You can configure which dynamic

field is used for the application of the closure code.

() Please note

The closure code is shown in the ticket view without translation, just as it was saved. If a translation
is desired, a so-called CallMethod can be configured for the ticket view in SysConfig.

Example:
Expansion of setting: "Ticket::Frontend::AgentTicketZoom###TicketDataKeys"

with "Key" = 2000 and value = "CallMethod:: TicketObject::GetClosureCodeTranslated"

IX Issued on: 13.02.2024 Page 89



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
ITSM Standardworkflows
Ticket Types

Expansion of setting: "Ticket::Frontend::AgentTicketZoom###TicketDatalLabel"

with "Key" = "CallMethod::TicketObject::GetClosureCodeTranslated" and value = ClosureCode

7.2.3 Ticket Action "Record Workaround"

This ticket action only appears for the ticket type "Problem" in the specific state (see configuration for
Match::ExcludedAction::HideWorkaroundNote) and enables an article to be created in the same way as the
"Note" function, with the difference in the assigned article type and a separate ticket action. The article types
"Workaround (extern) (external)" / "Workaround (intern) (internal)" indicate notes/articles in which a
workaround is described.

Furthermore, this article is forwarded to linked child tickets of a configurable ticket type. Here, the forwarded
article obtains the type of an internal note. In this way, workarounds that are created in a problem ticket are
forwarded to linked fault tickets.

7.2.4 Ticket Action "Close"

This ticket function is only shown when a follow-on state of the type "Geschlossen" (closed) is assigned to
the current ticket state. This is defined in the applicable ticket state workflow.
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7.3 Configuration of ITSM-Standard Workflows

Key name

Ticket::Acl::Module###950_TicketStateWorkflow

TicketStateWorkflow

TicketStateWorkflow::FallbackForPreviousState

TicketStateWorkflow::DefaultTicketState

Ticket::CreateOptions::DefaultTicketType

Ticket::EventModulePost###1-
ForceStateChangeOnLock

Ticket::EventModulePost###700-
TicketStateWorkflowTypeUpdate

TicketStateWorkflow::PostmasterFollowUpState

Ticket::PendingAutoStateType

Issued on: 13.02.2024

Explanation

Ticket ACLs to define the possible follow-on state.

Settings for the ticket state workflow, to define the
possible follow-on state. States have to be comma
separated. Placeholders are ANY, PREVIOUS, and
NONE.

Ticket state used if "PREVIOUS" could not be
determined.

Settings for DefaultTicketState, to define the
possible follow-on state. States have to be comma
separated. Placeholders are ANY, PREVIOUS, and
NONE.

Vorausgewahlter Tickettyp in AgentTIcketPhone
und AgentTicketEmail

Ticket Event module for automatically setting a
new ticket state after the ticket has been locked.

The key is ticket type + ":::" + current state; the
content is state after locking.

Updates ticket state, if configured or necessary,
after a change to the ticket type.

State of a ticket for which a follow-up applies (use
PREVIOUS as a placeholder for the last state in the
ticket history before the current one).

Defines possible state types for pending tickets.
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Key name

TicketStateWorkflow::PostmasterFollowUpCheckC
ustomerIDFrom

TicketStateWorkflowPostmasterFollowUpCheckAg
entFrom

Ticket::EventModulePost###701-
TicketStateWorkflowAutomaticStateAction

TicketStateWorkflowAutomaticStateAction###Nex
tStateSet

TicketStateWorkflowAutomaticStateAction###Nex
tStatePendingOffset

Ticket::StateAfterPending

Ticket:: Type

Ticket::Frontend::AgentTicket*###StateType

Ticket::EventModulePost###650-
TicketWriteClosureCodeToDynamicField

TicketWriteClosureCodeToDynamicField###Dyna
micField

TicketWriteClosureCodeToDynamicField###NoClo
sureStates
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Explanation

Checks whether the sender of a message is a
customer user and whether they have the same
customer ID as the one saved on the ticket. If this
is the case, the email is considered to be "email-
external”, otherwise "email-internal”. Default
behavior if deactivated.

Checks whether sender is saved as agent in the
database; if so, sets sender type to "Agent”.

Performs ticket actions following state update -
currently restricted to state or queue change.

Enables automatic setting of state when another
state is achieved.

If the automatically set state is of the type "warten
(wait)", the time configured here is used as waiting
time.

Defines which state is to be set once the waiting
time has been reached.

Activates the ticket type features.

Possible state types for certain ticket actions.

De-/activates event handler to save the closure
code in a dynamic field.

Defines which dynamic field is to be used for
saving the closure code (default is "ClosureCode").

Defines which "close" state is not to be considered
as the closure code for saving in the dynamic field.
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Ticket::EventModulePost###800-
ProblemWorkaroundNote

Frontend::Module###AgentTicketNoteWorkaround
External

Ticket::Frontend::MenuModule### 420-Note-
Workaround-External

Ticket::Frontend::AgentTicketNoteWorkaroundExte
rnal###
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Explanation

Workflow module which forwards workaround
articles and updates to ticket state of problem
tickets to linked tickets.

Parameters:

+ Event: triggering ticket event

+ LinkType: Link type to be followed

+ LinkDirection: Link direction to be followed

+ TargetTicketType: Ticket types to which the
article should be forwarded

+ TriggerTicketType: Ticket type for which this
action is performed

+ TriggerArticleType: Article type for which this
action is performed

« TriggerTicketNewState: State of problem ticket
after a workaround has been created

Frontend module registration for ticket action
"AgentTicketNoteWorkaroundExternal" in agent
interface

Display ticket action for a workaround note in ticket
preview

All of the configurations necessary for the screen
"AgentTicketNoteWorkaroundExternal" such as
entry of note field, article type, state update,
change of owner, etc. as far as these are
necessary.

Relevant parameters:

+ ArticleTypes
* Note
+ State and StateDefault
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Ticket::Frontend::AgentTicketNotWorkaroundExter

nal::KIXSidebarBackend

Ticket::ArticleTypelcon

Ticket::Acl::Module###803-

MatchActionRestrictions

Match::ExcludedAction::HideWorkaroundNote

Ticket::Acl::Module###880-HideAgentTicketClose
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Explanation

De-/activation of text modules, customer info,
linked persons for screen
"AgentTicketNoteWorkaroundExternal”

Defines which icons are used for certain article
types.

Ticket ACL to deactivate certain ticket actions
based on ticket data.

Defines under which conditions the ticket action
"Workaround erfassen (Record Workaround)" is
NOT visible. The key contains the ticket properties
for which the action should not be possible.

Ticket ACL to restrict "close" functions on the basis
of the current ticket state.
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8 Kanban Board
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8.1 Installation of Kanban Board Add-On Module

8.1.1 Prerequisites

KIX Professional 17 — current version

8.1.2 Package Installation

Install the package "Kanban-Board" using "Paketverwaltung (Package Administration)" (Menu "Admin" area
"System Administration") or using the command line.

8.1.3 New Groups

During installation, two new groups are created. The "kanbanview" group enables access to the Kanban
Board and configuration of the Kanban Board. The Kanban Board can be viewed with read-only rights (ro).
The tickets can be moved in the Kanban Board with writing rights (rw).

The group "kanbanview_dispatchSidebar" enables access to the "Tickets to dispatch" widget. The initial user
(default: root@localhost) automatically has writing rights for both groups.

8.1.4 New Tables

During installation, two new tables are created. The table "kanban4kix_shared_sets" contains all views which
users share with other agents. The table "kanban4kix_subscribed_sets" contains the view subscriptions.
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8.2 Configuration of Kanban Board Add-On Module

Once you have installed the package, if necessary, you can set the default values in the Admin area/
SysConfig. Select SysConfig group "Kanban4KIX".

After page has reloaded, select one of the subgroups "Frontend::Agent::KanbanView" or "Frontend::Agent::
AgentKanbanActionCommonPopup".

Default configuration is already contained in the package. You can adapt this in accordance with your
wishes. The SysConfig settings are explained in the following sections.

+ Widget "Tickets to dispatch" in Kanban Sidebar (see page 98)

« Normalization of Column Widths (see page 98)

+ Ticket Attributes in Head Area of a Ticket Card (see page 98)

+ Ticket Attributes in Content Area of a Ticket Card (see page 98)

« Dynamic Links for Ticket Attributes (see page 99)

+ Dummy Attributes (see page 99)

+ Progress Bar for Ticket Attributes (see page 99)

+ Meta States as Columns (see page 99)

+ Ticket Type Colors (see page 100)

+ Ticket-Type-Specific CSS Classes (see page 100)

« Dynamic Fields as Swimlane Attributes (see page 100)

« Number of Tickets in Kanban Board (see page 101)

+ Access to "Change" Popup (see page 101)

+ Setting the Required Lock (see page 101)

+ Showing the "Incident State" of Ticket Service (see page 101)

+ Changing Different Ticket Attributes and Dynamic Fields when Moving a Ticket in the Kanban
Board (see page 102)

+ Next Possible State Types (see page 102)

+ Adding a Note when Moving a Ticket in the Kanban Board (see page 103)

+ Note Field as Mandatory Field (see page 103)

+ Default Values for Note Subject and Note Body (see page 103)

+ Size of the Note Input Field (see page 104)

+ Default Article Type (see page 104)

+ Possible Article Types (see page 104)

+ History Type (see page 105)

+ History Comment (see page 105)
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8.2.1 Widget "Tickets to dispatch" in Kanban Sidebar

+ SysConfig setting: Frontend::KanbanSidebarBackend###Dispatch

This setting activates "Tickets to dispatch” widget in the Kanban sidebar. Using the key "Group" you can
determine which group a user has to be in to be able to use the widget. To display the tickets to dispatch in
the widget, the user must also have rights for the pop-up that appears when moving tickets. (Key: "Frontend::
Module###AgentKanbanActionCommonPopup").

() Please note

Default value for "Group" is "kanbanview_dispatchSidebar".

8.2.2 Normalization of Column Widths

+ SysConfig setting: AgentKanbanView::NormalizeColWidth

This setting determines whether the columns should have the same width.

() Please note

This setting is required and default value is "No".

8.2.3 Ticket Attributes in Head Area of a Ticket Card

+ SysConfig setting: AgentKanbanView::CardContent::HeadArea

This setting specifies which and in what sequence the ticket attributes are visible in the head area of a ticket
in the Kanban Board. The number by "Key" determines the sequence. The value by "Content" is the
information to be shown, e.g. "Queues". Dynamic fields must be specified in the style "DynamicField*"_.

8.2.4 Ticket Attributes in Content Area of a Ticket Card

+ SysConfig setting: AgentKanbanView::CardContent::ContentArea

This setting specifies which and in what sequence the ticket attributes are visible in the content area of a
ticket (in "L" ticket view) in the Kanban Board. The number by "Key" determines the sequence. The value by
"Content” is the information to be shown, e.g. "Owner". Dynamic fields must be specified in the style
"DynamicField*"_.
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8.2.5 Dynamic Links for Ticket Attributes

SysConfig setting: AgentKanbanView::CardContent::AttributeAsLink

Using this setting, you can define a specific link for the ticket attributes in the head and content area of a
ticket card. For example, to open the relevant ticket:

"index.pl?Action=AgentTicketZoom;TicketID="

<TICKET_*> for ticket attributes
<CONFIG_*> for SysConfig options
<ENV_*> for environment variables.

External links require the protocol http://www.somesite.com for example

8.2.6 Dummy Attributes

SysConfig setting: AgentKanbanView::CardContent::DummyAttribute

Using this setting, you can define a dummy attribute, for example, for ticket-independent links. "Key" is the
dummy identifier and "Content" the visible text on the ticket card. The relevant dummy key must be used in
"AgentKanbanView::CardContent::HeadArea" or "AgentKanbanView::CardContent::ContentArea" in order to
be visible.

8.2.7 Progress Bar for Ticket Attributes

SysConfig setting: AgentKanbanView::CardContent::ProgressBar

Using this setting, you can specify additional ticket attributes which are displayed as a progress bar in the
content area of a ticket card. The number by "Key" determines the sequence. The value by "Content" is the
information to be shown.

8.2.8 Meta States as Columns

SysConfig setting: AgentKanbanView::TicketMetaStates

Using this setting, you can define the columns and their corresponding states. The states are only default
options; they can be replaced by personal settings during Kanban configuration. All states should exist and
are separated by commas (without an additional space). A state that is assigned once can only appear in
one column, not in several (the first appearance counts).
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() Please note

This setting is required.

8.2.9 Ticket Type Colors

SysConfig setting: AgentKanbanView::TicketType::Colors

Using this setting, you can define the colors for the ticket types. This setting overwrites the color
declarations from CSS class "AgentKanbanView:: TicketType:CSSClass".

() Please note

This setting is required.

8.2.10 Ticket-Type-Specific CSS Classes

SysConfig setting: AgentKanbanView::TicketType::CSSClass

Using this setting, you can configure a CSS class for a specific ticket type. The color declarations are
overwritten by "AgentKanbanView:TicketType:Colors".

8.2.11 Dynamic Fields as Swimlane Attributes

SysConfig setting: AgentKanbanView::DynamicFieldsAsSwimlanes

Using this setting, you can define dynamic fields as further swimlanes (lines) in the Kanban Board. Dynamic
fields of the type: "Article" / "Date" / "Time" / "Multiselect", and "Text area" cannot be used.
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8.2.12 Number of Tickets in Kanban Board

+ SysConfig setting: AgentKanbanView::SearchLimit

This setting defines how many tickets are shown as a maximum in the lists (sidebar and ticket type groups)
and as Kanban tickets in the Kanban Board.

() Please note

This entry is required. Only numbers are possible as a value.

8.2.13 Access to "Change" Popup
+ SysConfig setting: Ticket::Frontend::AgentKanbanActionCommonPopup###Permission

This setting defines the rights required to make changes to the configured ticket attributes if the ticket is
moved in the Kanban Board.

() Please note

This setting is required.

8.2.14 Setting the Required Lock

+ SysConfig setting: Ticket::Frontend::AgentKanbanActionCommonPopup###RequiredLock

This setting defines whether a ticket has to be locked to be able to use the "Change” popup. If the ticket has
not yet been locked, it is locked and the agent currently logged in is set as the owner.

() Please note

This setting is required.

8.2.15 Showing the "Incident State" of Ticket Service

+ SysConfig setting: Ticket::Frontend::AgentKanbanActionCommonPopup###ShowlIncidentState

This option determines whether the service incident state is to be displayed during service selection in the
"Change pop up".
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8.2.16 Changing Different Ticket Attributes and Dynamic Fields when Moving
a Ticket in the Kanban Board

The following settings determine whether changes to the following ticket attributes are possible in the
"Change" popup when moving a ticket in the Kanban Board:

SysConfig key Explanation

Ticket::Frontend::AgentKanbanActionCommonPopu  The owner of the ticket can be changed.
p###Owner

Ticket::Frontend::AgentKanbanActionCommonPopu  Selection of the owner is a mandatory field.
p###0wnerMandatory

Ticket::Frontend::AgentKanbanActionCommonPopu  The ticket type can be changed.
p###TicketType

Ticket::Frontend::AgentKanbanActionCommonPopu  The queue of the ticket can be changed.
p###Queue

Ticket::Frontend::AgentKanbanActionCommonPopu  The ticket service can be changed.
p###Service

Ticket::Frontend::AgentKanbanActionCommonPopu  The person responsible for the ticket can be
p###Responsible changed.

Ticket::Frontend::AgentKanbanActionCommonPopu  The ticket state can be changed.
p###State

Ticket::Frontend::AgentKanbanActionCommonPopu  The ticket priority can be changed.
p###Priority

Ticket::Frontend::AgentKanbanActionCommonPopu  The ticket title can be changed.
p###Title

8.2.17 Next Possible State Types

SysConfig setting: Ticket::Frontend::AgentKanbanActionCommonPopup###StateType
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Using this setting, you can define which next possible state types can be selected for a ticket in the "Change"
popup.

() Please note

This setting is required.

8.2.18 Adding a Note when Moving a Ticket in the Kanban Board

+ SysConfig setting: Ticket::Frontend::AgentKanbanActionCommonPopup###Note

This setting defines whether adding a note is possible in the "Change" popup.

8.2.19 Note Field as Mandatory Field

+ SysConfig setting: Ticket::Frontend::AgentKanbanActionCommonPopup###NoteMandatory

Using this setting, you define whether the note field in the "Change" popup is a mandatory field.

() Please note

Default setting is "No". This setting only has an effect if the setting
"Ticket::Frontend::AgentKanbanActionCommonPopup###Note" is set to "Yes".

The setting can be overwritten by the setting "Ticket::Frontend::NeedAccountedTime".

8.2.20 Default Values for Note Subject and Note Body

+ SysConfig setting: Ticket::Frontend::AgentKanbanCommonPopup###Subject
+ SysConfig setting: Ticket::Frontend::AgentKanbanCommonPopup###Body

These settings define the default values for the subject and body of a note which appears in the "Change"
popup when moving a ticket in the Kanban Board.
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8.2.21 Size of the Note Input Field

SysConfig setting: Ticket::Frontend::AgentKanbanCommonPopup::TextAreaNoteCols
SysConfig setting: Ticket::Frontend::AgentKanbanCommonPopup:: TextAreaNoteRows

These two settings define the default size of the note input field. If rich text is deactivated, then the values
stand for the number of rows or columns (letters per row). If rich text is activated, then the values are
calculated in pixels (columns x 10 and rows x 20).

() Please note

These settings are required. Default values are 60 and 10.

8.2.22 Default Article Type

SysConfig setting: Ticket::Frontend::AgentKanbanActionCommonPopup###ArticleDefault

Here you can define the default type for the article which is created with the "Change" popup when moving a
ticket in the Kanban Board.

() Please note

Default value is "note-internal”.

8.2.23 Possible Article Types

SysConfig setting: Ticket::Frontend::AgentKanbanActionCommonPopup###ArticleTypes

Using this setting, you can define the available note types for the article which is created with the "Change”
popup when moving a ticket in the Kanban Board. If this setting is deactivated, the setting from
"Ticket::Frontend:: AgentKanbanActionCommonPopup###ArticleDefault" is used as the article type.
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8.2.24 History Type

SysConfig setting: Ticket::Frontend::AgentKanbanActionCommonPopup###HistoryType

Using this setting, you can define the created history type for the ticket history when a ticket is moved in the
Kanban Board.

() Please note

Default value is "AddNote".

8.2.25 History Comment

SysConfig setting: Ticket::Frontend::AgentKanbanActionCommonPopup###HistoryComment

Using this option, you can define the created history comment for the ticket history when a ticket is moved in
the Kanban Board.

@ Please note

Default value is "%%Note".
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9 KIX Connect
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9.1 Installation of KIX Connect Add-On Module

The "KIX Connect" module provides you with pre-configured web services for data exchange via HTTP(S)
with external backends. In doing so, the package uses the functionality of the web services and provides you
with defined invokers and operations for communicating with the external backends. From KIX as the leading
system (requester), it is therefore possible to use services from an external backend (provider), for example
to create a ticket in an external KIX. The package currently offers you the following interfaces:

KIX2KIX for communicating with an external KIX/OTRS as a backend
KIX2JIRA for communicating with JIRA as a backend

9.1.1 Prerequisites

KIX2KIX: requester system: KIX17.4 and above / response system: KIX17.x / OTRS 5.x
KIX2JIRA: The package was tested with JIRA V7.3.2, JIRA REST API version 2

9.1.2 Installation

Install "KIX Connect" module with your operating system's package manager. The package name is "kixpro-
connect".

9.1.3 New Dynamic Fields

The following dynamic fields are created during installation:

Name Label Function

KIX2JIRATyp = Type of JIRA-Issue = Selection of the JIRA issue type.

€ Displayed in: "Create New Ticket" dialog
KIX2JIRAPro  Project of JIRA- Designation of the JIRA project
ject Issue

Displayed in: "Create New Ticket" dialog after selecting the JIRA
issue

KIX2JIRAKey  Key of JIRA-Issue Indicates the ID of the JIRA-Issue.

Displayed in: is not displayed
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Name

KIX2JIRASen
d

KIX2KIXCrea

te

KIX2KIXKey

KIX2KIXSend

Label

Send to JIRA

Create external
ticket

Key of external
ticket

Send to external

ticket

9.1.4 New ACLs

The following ACLs are created during installation:

Name

000_KIXConnect_HideSendFields

001_KIXConnect_HideKIX2JIRAPr

oject

010_KIXConnect_ShowKIX2JIRAS

end

011_KIXConnect_ShowKIX2KIXSe

nd
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Function

Checkbox to transfer articles including attachments to JIRA

Displayed in: "New Note" tab in ticket zoom view. (If the ID of the
JIRA issue has been saved in the dynamic field "KIX2JIRAKey").

Checkbox to create an external ticket

Displayed in: "Create New Ticket" dialog

Indicates the ID of the external ticket.

Displayed in: is not displayed

Checkbox to transfer articles including attachments to an external
ticket

Displayed in: "Add note" dialog / "New note" tab in ticket zoom view.
(If the ID of the JIRA issue has been saved in the dynamic field
"KIX2KIXKey").

Function

Hides the fields IX2JIRASend and KIX2KIXSend in the agent frontend
(actions which correspond to RegExp /Agent.*/)

Hides the field IX2JIRAProject in the agent frontend (actions that
correspond to RegExp /Agent.*/).

Shows KIX2JIRASend when a value is saved in KIX2JIRAKey. The
value is entered by the web service.

Shows KIX2KIXSend when a value is saved in KIX2KIXKey. The value
is entered by the web service.
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Name Function

012_KIXConnect_ShowKIX2JIRAP  Shows KIX2JIRAProject when a value has been selected in
roject KIX2JIRAType.

() Please note

During package de-installation, the delivered web services, ACLs, and dynamic fields are also
deleted.
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9.2 Generic Invoker

When setting up web services, you can use the "generic invoker" to call up invokers based on schedules even
without being dependent on KIX objects.

Application scenarios

Application scenarios include:

+ Creating SessionIDs or tokens for web services which do not accept username and password
authentication in each call-up.

+ As the basis for alternative InventorySync

+ Bi-directional interface KIX-2-Jira, which means active collection of JIRA issues and creation of
tickets

9.2.1 Use

Running possibilities

The following running possibilities are available:

+ Time-based with schedule configuration as with Generic Agent
+ Event-based with access to event data
+ Manually in administration of the invoker

(@ Note

Notes: Invoker 'Generic::MethodCall' does not process data itself.

Creating an invoker

Create a new web service and save it. You can then select the generic invoker via "Generic::MethodCall" for
"KIX as requester".

a KIX as requester

Settings

Network transport:

Invokers

Configltem: :Generic

NAME DESCRIPTION conl INBOUND MAPPING OUTBOUND MAPPING
Generic::Simple
No data found
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General configuration

Prepare

If nothing is configured here, the request is successfully completed at this point. If a method is saved here,
the hash key 'Data’ is transferred to the configured method of the configured module together with the
configured 'PrepareParameters’. The configured 'RunAs' is used as UserlID. A hash is expected as the
response from the call-up. This is to be used for 'Data’ in the request.

Validate

If nothing is configured here, the response from 'Prepare’ is forwarded. If a method is saved here, the
response from 'Prepare’ is transferred to the configured method of the configured module together with the
configured 'ValidateParameters'. The configured 'RunAs' is used as UserID. A hash is expected as the
response from the call-up. If this is not populated, or if the key 'StopCommunication’ is set with a true value,
the request is successfully completed at this point.

Response

If nothing is configured here, the data of the response is simply forwarded on. If a method is saved here, the
data of the response is transferred to the configured method of the configured module together with the
configured 'ResponseParameters'. The configured 'RunAs' is used as UserID. A hash is expected as the
response from the call-up. This is to be used for 'Data’ in the response.

Static values

If 'Parameter (Statisch)' (Parameters (static)) are configured, these are taken over from the response from
'Prepare’, as long as they are defined and are available in the mapping in 'Response'.

a Invoker Details

* Name: | ConfigitemGreate

Description:

Prepare Module: | Kernel::System::KIXConnect::ITSMConfigitem
Prepare Method: |Prepare
Prepare Parameter:

Add value: &

Validate Module: | Kernel::System::KIXConnect..TSMConfigltem
Validate Method: | Validate
Validate Parameter:

Add value: &

Response Module: | Kernel::System-KIXConnect:[TSMConfighiem
Response Method: |Respanse
Response Parameter
Add value:
Static Parameter:

Add value: &

Runas: | Admin KIX

Figure: First Part of Screen for Generic::MethodCall
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Mappings
Mappings can be saved on the invoker for the following data:

+ Mapping for preparation data

+ Mapping for outgoing request data

+ Mapping for incoming response data
+ Mapping for feedback data

+ Mappings
Mapping for prepare method data. -
Mapping for outgoing request data: | XSILT -
Mapping for incoming response data: | Simple -
Mapping for error response data: -
Mapping for response method data: -

Figure: Mappings for Data

You can choose between the options "Plain”, "Ticket template”, or "XSLT" for each mapping. Once you have
clicked "Save" at the end of the form, a button appears next to the newly selected mapping type that you can
use to adapt the mapping, or re-save it.

If you do not want to use a mapping, click the small cross on the entry already selected.

Genericlnterface Requester

Invoker Generic::MethodCall Transport

I el
Invoker Call | Mapping | Parameter
data in | Prepare | Prepare

Method
Prepare
Method
Validate

Parameter
Validate

T |
Data returned by | Mapping |
‘Method Prepare' | > Outbound | HTTP request
d
Static s
S Pl Remote System

e |
Parameter | Mapping I, | Mapping | Body/Payload of
Response | Response ] | Inbound | HTTP response

! l !

StopCommunication
= Theck data returned
by 'Method Validate'

Data returned by
'Method Prepare’

Data returned by Method
'Method Response} Response

Figure: Interaction between Mappings and Data

Automatic execution

Enter minutes, hours, or days here, thereby controlling the point in time when the invoker is to be executed.
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Event-based execution

Here select the event that is to trigger the invoker.

 Event based execution

Event Triggers:
TYPE EVENT ASYNCHRONOUS DELETE

Add Event Trigger: | Ticket ~ EscalationResponseTimeNolifyBefore v =]

() Note

Click the PLUS to the right of the "Add event trigger" fields to select a trigger. Then it appears at the
top of the list.

If you do not see an event selection, it is due to changes that have not yet been saved. Apply this
with "Save".

Issued on: 13.02.2024 Page 113




KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
KIX Connect
Expanded Transport Options

9.3 Expanded Transport Options

9.3.1 Additional Headers

In administration for transport for 'REST' and 'SOAP', additional HTTP headers can be specified. This is not
available for LWP as the header for LWP must be defined in the data.

9.3.2 Proxy Settings

In administration for transport for 'LWP', 'REST', and 'SOAP', the use of a proxy can be specified. For 'REST'
and 'SOAP', a proxy authentication can be specified. This is not available for LWP as this authentication is
sent in the header, and the header for LWP must be defined in the data. The configured proxy is used for
HTTP and HTTPS. A configuration 'NO_PROXY' is NOT implemented.

Use proxy: | Yes -

* Proxy:

Proxy User:

Proxy Password:

9.3.3 Configuration SSL

In the administration for the transport for 'LWP', 'REST' and 'SOAP’, the hostname check for SSL can be
deactivated and other SSL configurations can be made.
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Disable SSL Hostname Verification: | Mo | - |

Disable SSL hostname verification (e.g. self signed certificates, or proxy servers with improper SSL setup).

Useproxy:||~.|o |v|

Show or hide proxy options to connect to the remote system.

Use SSL Options: | Yes |- |

Show or hide SSL options to connect to the remote system.

* Certificate File:

The full path and name of the SSL certificate file.
e.g. fopt/kix/var/certificates/REST/ssl.crt

* Certificate Password File: | |

The full path and name of the SSL key file.
e.0. foptikixivaricertificates/REST/ssl.key

Certification Authority (CA) File:

The full path and name of the certification authority certificate file that validates the SSL certificate.
e.g. fopt/kix/var/certificates/REST/CA/ca file
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9.4 Dealing with Large Data Volumes

KIXConnect provides certain optimization mechanisms in order to be able to work more quickly and
efficiently when synchronizing data from the interface to KIX.

9.4.1 Caching Processed Datasets

Using a cache, the system should be able to assess whether the processing of data is necessary for a
configltem entry, or whether it can be skipped. This applies when using the invoker 'Generic::MethodCall' with
the methods from 'Kernel::System::KIXConnect::ITSMConfigltem'.

The following should be noted in the process:

+ The element to be used as CacheKey is saved in the mapping.

+ A CacheKey is valid globally in the entire web service.

+ To have a cache entry created, a TTL (validity period) must be defined. If no TTL is defined, no cache
entry is created.

+ No TTL has to be defined to check a cache entry.

+ If a cache entry is present, data processing including PreCall and PostCall is skipped.

+ The cache can be emptied using the command kix.Console.pl Maint::Cache::Delete

Mapping using CacheKeys can look like the following:

# Part of Configltems-Entry
Configltems => {
Cache => {
Key => 'Testl123', # Identifier for cache entry, valid for every 1invoker of
current webservice.
TTL => '14400' # Time the cache entry 1is valid in seconds. 14400 seconds => 4
hours.
# If TTL is not given, check for cache entry 1is performed, but
no cache entry will be created.
# Cache entry is created after sucessful processing of config
item entry
s
Configltem => {
# Known structure for this part

}
}
# or as array

Configltems => [
{
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Cache => {
Key => 'Testl123', # Identifier for cache entry, valid for every 1invoker of
current webservice.
TTL => '14400' # Time the cache entry 1is valid in seconds. 14400 seconds =>
4 hours.
# If TTL is not given, check for cache entry is performed,
but no cache entry will be created.
# Cache entry is created after sucessful processing of config
item entry

}s
Configltem => {
# Known structure for this part

}

I

9.4.2 Delaying/Omitting IncidentStateRecalc

With respect to Config Items, IncidentStateRecalc is a function in KIX which is used to recalculate the
incident state when updating an object, based on the LinkTypes and their direction.

During the data processing of 'Kernel::System::KIXConnect: ITSMConfigltem' as module for invoker
‘Generic::MethodCall', 'InciStateRecalc' is not to be executed to avoid unnecessarily slowing down the system
due to constantly changing data. Once processing is complete, an 'InciStateRecalc' can be executed or
completely ignored for all updated Configltems.

To control this process, adapt your mappings as follows:

# Delay recalc of processed config items till all entries are done

DelayInciStateRecalc => '1',

Configltems => [...], # or ConfigItems => {...} for only one entry
}
# Skip recalc for every processed config item
{

SkipInciStateRecalc => '1',

Configltems => [...], # or ConfigItems => {...} for only one entry
}
# To add processed config items of a PreCall or PostCall to the relevant list for
DelayInciStateRecalc
{

DelayInciStateRecalc => '1',

Configltems => [ # or ConfigItems => {...} for only one entry

{

PreCall => {
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ExtendConfigItemList => 1

1,
Configltem => {...},
PostCall => {

ExtendConfigItemList => 1
}
I

9.4.3 Asynchronous Execution of Calls

During data processing of 'Kernel::System::KIXConnect: ITSMConfigltem' as module for invoker
'‘Generic::MethodCall', for 'PreCall' and 'PostCall' it should be possible to execute the calls asynchronously as
independent tasks.

+ In the processed entry, {PreCall}->{Asynchronous}" defines with a true value (1, 2...etc) that the call is
executed as an independent task by the scheduler
+ Parameters which evaluate the response (SkipOnFailure and ExtendConfigltemList) are not
processed
+ In the processed entry, "{PostCall}->{Asynchronous}" defines with a true value (1, 2...etc) that the call
is executed as an independent task by the scheduler
« Parameters which evaluate the response (ExtendConfigltemList) are not processed

A mapping can be adapted as follows:

# Run calls asynchronous

{
Configltems => [ # or ConfigItems => {...} for only one entry
{
PreCall => {
Asynchronous => 1,
1,
Configltem => {...},
PostCall => {
Asynchronous => 1,
}
1,
]
}
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9.5 Pre-Configured Web Services

KIX Connect comes with certain web services already pre-configured. These can be activated as required. In
the process, they should be adapted to the applicable circumstances, however.
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9.5.1 KIX2KIX

With "KIX2KIX" you have the option of connecting two KIX instances with one another. One KIX system is a
requester here and the other KIX system is a provider. It is therefore possible to perform the following
actions from KIX in another KIX system:

+ Create tickets
+ On the ticket that has been created:
+ To create articles
+ To change the priority
+ To add attachments (when creating an article)

To do so, the "KIXConnect" package has to be installed on both systems. The package provides the
configuration of the web services for KIX as a requester and KIX as a provider.
The package also provides a new sidebar widget "External ticket information” in the ticket zoom view.

In this widget, information about the external ticket is displayed.

(® Note

The widget is still inactive after installation. If you would like to activate it, place a in the SysConfig
key "Frontend::KIXSidebarBackend###KIXSBGIltem002".

9.5.1.1 Prerequisites

+ Inthe "leading” KIX system, the web service "KIX2KIXRequester" has to be activated.
+ Inthe "led" KIX system, the web service "KIX2KIXProvider" has to be activated.

+ The queue designation has to be identical in both systems.

+ The login name for the contact person has to be identical in both systems.

9.5.1.2 Activating "KIX2KIXRequester" Web Service on Requester System

+ In main menu, click "Admin" entry.
+ In "System Administration" area, click "Web Services" option.

Web Service Management - Overview opens.
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Genericinterface Web Service Management - Overview

You are here: Web Services
Actions. Web Service List
I NAME DESCRIPTION REMOTE SYSTEM PROVIDER TRANSPORT  REQUESTER TRANSPORT  VALIDITY
ClTest - - - HTTP:REST walid

GenericCMDBConnectorREST ITSM Configuration Management Connector HTTP:REST - valid
GenericTicketConnectorREST Ticket Connector REST Sample HTTP:REST - valid
GenericTicketConnectorSOAP Ticket Connector SOAP Sample HTTP:S0AP - valid
1DoitSync_Workshop HTTP:REST valid
KIX172KIX18 HTTP:REST valid
KIX172KIX 1BLogin-2 HTTP:REST walid

I " I

IRA T I

I

I
KIXZRedmine-4 HTTP:REST walid

Fig.: Web Service Management - Overview
+ Click entry "KIX2KIXRequester" in the list.

"Web Service Management - Change" area opens.

Genericinterface Web Service Management - Change

You are here Web Services KIX2KIXRequester
Actions General
‘ ! o o overview ‘ * Name: | KIX2KIXRequester Debug threshold: | Error -
‘ * LI D LA ‘ Description: | Connection from KIX to KIX as Rec Validity: | valid -
[8coemebure | Remote system:
Hint « KIX as provider

L . Settings
Network transport: -
Operations
Operations are individual system functions which re stems can request
NAME DESCRIPTION CONTROLLER INBOUND MAPPING OUTEBOUND MAPPING
No data found

= KIX as requester

Settings
Network transport: | HTTP:REST -
Invokers
wokers prepare data for a request to a remote web service, and process it
NAME DESCRIPTION CONTROLLER INBOUND MAPPING OUTBOUND MAPPING
ArticleCreate Sends article to external ticket Ticket::Generic - XSLT

ConfigitemsTest Configlitem::Generic - -

TicketCreate Create new external ticket Ticket::Generic XSLT XSLT
TicketGet Get information of external ticket Ticket::Generic XSLT XSLT
TicketUpdate Update external ticket Ticket::Generic - XSLT

IE' or | Save and finish | or Cancel

+ In the drop-down menu "Validity", select value "valid".
+ Finally, click "Save" button.
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Genericinterface Transport HTTP::REST for Web Service KIX2ZKIXRequester

‘You are here: Web Services KIX2KIXRequester Requester Transport HTTP:REST
Actions Network transport
. Go back to web service Properties

Type: HTTP:REST

*Host:

* Controller mapping for Invoker 'ArticleCreate”: | ikixinph-genericinterface. pliWebservice/KIX2KIXProvider/ Ticket/: Ticket!

Valid request command for Invoker 'ArticleCreate’. | POST

* Controller mapping for Invoker "ConfigitemsTest’

Valid request command for Invoker ‘ConfigltemsTest"

* Controller mapping for Invoker TicketCreate": | kix/nph. iericinterface. ice/KIX2KIXProvider/Ticket?UserL

Valid request command for Invoker "TicketCreate": | POST

*Controller mapping for Invoker TicketGet": | /kixfnph-genericinterface. ice/KIX 2K XProvider/Ticket/ Ticket|

Valid request command for Invoker TicketGet": | GET

* Controller mapping for Invoker TicketUpdate": |fkixinph. iericinterface. ice/KIX 2K XProvider/Ticket/: Ticket|

Fig.: "Network transport" Widget

+ In "Host" field, enter the URL of the remote host (URL of provider KIX).

* In the fields:

+ Controller mapping for Invoker 'ArticleCreate’
+ Controller mapping for Invoker 'TicketCreate'
+ Controller mapping for Invoker 'TicketGet'

+ Controller mapping for Invoker 'TicketUpdate'

enter the login name and the password for the provider KIX for <USERNAME> and <PASSWORT

(PASSWORD)>.

+ Finally, click "Save" button.
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9.5.1.3 Activating "KIX2KIXProvider" Web Service on Provider System

+ In main menu, click "Admin" entry.
+ In "System Administration" area, click "Web Services" option.

Web Service Management - Overview opens.

Genericlnterface Web Service Management - Overview
You are here: Web Services

Actions Web Service List

Add web service NAME DESCRIPTION REMOTE SYSTEM PROVIDER TRANSPORT  REQUESTER TRANSPORT  VALIDITY

ClTest = = = HTTP:REST walid
GenericCMDBConnectorREST ITSM Configuration Management Connector - HTTP=REST - wvalid
GenericTicketConnectorREST Ticket Connector REST Sample - HTTP:REST - valid
GenericTicketConnectorSOAP Ticket Connector SOAP Sample - HTTP:SOAP - valid

HTTP:REST valid

HTTP:REST walid
KIX1T2KIX1BLogin-2 - - - HTTP:REST walid
KIXZRedmine-4 - - - HTTP:REST valid

Fig.: Web Service Management - Overview

+ Click entry "KIX2KIXProvider" in the list. "Web Service Management - Change" area opens.
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Genericinterface Web Service Management - Change
‘You are here: ‘Web Services KIXZKIXProvider
Actions General
‘ Go to overview
|EEI B Sz ‘ Description: | Connection fram KIX to KIX as Provider validity: l:E
: nualid
nalid-temporarily
| s Import wab serice ‘
| @ Configuration history ‘ & KIX a5 provider
[@ Delete web service |
| ] Debugger ‘ Settings
network transport: || prrerREST [~ [conigure|
Hint.
Operations
NAME DESCRIPFTION CONTROLLER INBOUND MAPPING CUTBOUND MAPPING
AnticleCreate Create article for existing ickee Ticket:TicketUpdate
TicketCreate Create new ticket Ticket:TicketCreate
Tickeget Send informaton of ticket Ticket:TicketGet
Ticketpdate Update ticket TicketTicketUpdate
« KX s requester
Settings
Invokers
NAME DESCRIPTION CONTROLLER INBOUND MAPPING OUTBOUND MAPPING
No data found!
save
or | Save andfinish | or cancel

Fig.: Web Service Management - Change

* In the drop-down menu "Validity", select value "valid".
+ Finally, click "Save" button.

(@ Note

The maximum message length is defined as 24000000 bytes by default. This setting is especially
relevant for the transmission of attachments. Requests that are larger than this setting are rejected
with a message in the provider's debugger. If you want to change the default value, click "Configure”
button in "KIX as provider" widget. "Network transport” widget then opens. In "Maximum message
length", specify the desired value and click "Save".

9.5.1.4 Creating a New Ticket from Requester KIX in Provider KIX

+ In"Tickets" menu, select "New ticket" entry.

+ Fill'in the input fields as when creating a ticket.
+ Place ain "Create external ticket" field.

+ Finally, click button "Create".

The ticket has now been created with the specified data by requester KIX in provider KIX.
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In the standard version of the package, the following ticket/article attributes are transmitted during ticket
creation:

Ticket Article Attachment

Title ArticleType Filename

Type Sendertype ContentType
Queue From Content (Base64)
State To Disposition
Priority Subject ContentID

CustomerUserlD  Body
CustomerlID ContentType

HistoryType

The attributes to be set during ticket creation have to have the same designation in both systems. If they do
not have the same designations, there will be an error message in the provider system's debugger.

9.5.1.5 Creating a New Article in an External Ticket
If you want to add an article to an external ticket, you have two options:

+ Using "Edit" button or
Using "Note" tab in the ticket zoom view

If you click "Edit" button, the dialog "Add Note to Ticket#.... " opens.
Here you have the option of drafting the article via "Subject"/"Text".

Fill out the fields in the dialog and place a by "Send to external ticket". Finally, click button "Submit".

In this dialog, you can also change the state and priority of the external ticket. However, this option is subject
to the limitation that a new article is always generated via this dialog. If you want to change the priority or the
state without generating a new article, then the method described below under "Changing the Priority in an
External Ticket" is recommended.

If you use the note tab, you only have the option of creating an article in an external ticket by filling out the
fields "Subject"/"Text". There is not the option of changing the state and priority here.
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9.5.1.6 Changing the Priority in an External Ticket
You can change the priority in the external ticket by using the "Ticket Core Data" tab in the requester KIX.

Change the priority here and, finally, click button "Submit". The priority is changed accordingly in the external

ticket.
The changed value of the external ticket can be seen in the sidebar widget "External ticket information".
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9.5.2 KIX2JIRA

With "KIX2JIRA" you have the option of connecting KIX with JIRA. Here, KIX as the requester functions as the
active/leading system, whilst JIRA functions as the provider. It is therefore possible to perform the following
actions in JIRA from KIX:

- To generate a new process (issue) in JIRA if a ticket has been created in KIX.
+ To add a comment to a process in JIRA.

+ To update an existing JIRA process.

+ To transmit an attachment to JIRA.

Consists of the web services:

« KIX2JIRA
+  KIX2JIRA_Attachment

() Please note

If attachments are to be transmitted, attachments must be permitted for processes for the relevant
project in JIRA.

(@ Note

In the event of specific changes that deviate from the standard configuration, this may result in an
error message from the system. We recommend you contact our support team to rectify the error.

9.5.2.1 Activating "KIX2JIRA" Web Service

+ In main meny, click "Admin" entry.
+ In "System Administration" area, click "Web Services" option.

Web Service Management - Overview opens.
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Genericinterface Web Service Management - Overview
You are here: Web Services
Actions Web Service List
Add web service NAME DESCRIPTION REMOTE SYSTEM PROVIDER TRANSPORT  REQUESTER TRANSPORT  VALIDITY
ClTest HTTP:REST walid
GenericCMDBConnectorREST ITSM Configuration Management Connector HTTP:REST valid
GenericTicketConnectorREST Ticket Connector REST Sample HTTP:REST valid
GenericTicketConnectorSOAP Ticket Connector SOAP Sample HTTP:S0AP valid
1DoitSync_Workshop HTTP:REST valid
KIX172KIX18 HTTP:REST valid
KIX172KIX 1BLogin-2 HTTP:REST walid
I " I
IRA T I
I
I
KIXZRedmine-4 HTTP:REST walid

Fig.: Web Service Management - Overview

+ Click entry "KIX2JIRA" in the list. The "Web Service Management - Change" area opens

Genericinterface Web Service Management - Change

You are here: Web Services KIX2JIRA

Actions General

Gao to overview ‘

* Name: |KIX2JIRA

| & O G G ‘ Description: | Connection from KIX to JIRA
| ) Delete web service ‘ Remote system: [JIRA
Hint a KIX as provider

et o g —— Settings
v " bt
Network transport: |:
Operations
rations are individual system functions which rem ten an request
NAME DESCRIPTION CONTROLLER
No data found.

4 KIX as requester

El or | Save and finish | or Cancel

INBOUND MAPPING

Debug threshold: | E; -
Validity: -

invalid
invalid-temporarily

OUTBOUND MAPPING

Settings
Network transport: | HTTP:REST -
Invokers
Wokers prepare data for a request to a remote web se and process it
NAME DESCRIPTION CONTROLLER INEGUND MAPPING CUTBOUND MAPPING
IssueCommentCreate Sends article as comment to JIRA issue Ticket::Generic Template XSLT
IssueCreate Create a new JIRA issue Ticket::Generic XSLT XSLT
IssueGet Get information of JIRA issue Ticket::Generic Template XsLT
Issuellpdate Update JIRA issue Ticket:Generic XSLT
Save

Fig.: Web Service Management - Change

+ In the drop-down menu "Validity", select value "valid".
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+ Finally, click "Save" button.
+ In"KIX as requester" widget, click "Configure" button.

KIX Connect

Pre-Configured Web Services

| - |Cnnﬁgure|

CONTROLLER
Ticket:Generic
Ticket::Generic
Ticket:Generic

Ticket::Generic

« KIX as requester
1 requeste X USE remof T
Settings
Metwork transport: | HTTP::REST
Invokers
wokers prepare data emote web service, and process its response data
NAME DESCRIPTION
IssueCommentCreate Sends article as comment to JIRA issue
IssueCreate Create a new JIRA issue
IssueGet Get information of JIRA issue
|ssuelUpdate Update JIRA issue
Add Invoker: |

INBOUND MAPPING
Template
XSLT

Template

OUTBOUND MAPPING
XELT

X5LT
XELT

X5LT

Fig.: "KIX as requester” Widget

"Network transport” widget opens.

Genericinterface Transport HTTP::REST for Web Service KIX2JIRA

You are here Web Services KIXZJIRA Requester Transport HTTP:REST
Actions Netwaork transport
‘ Go back to web service Properties

Type: HTTP:REST

*Host:

Valid request command for Invoker | POST -

“IssueCommentCreate’:
A cific HTTP nmand to use for

*Controller mapping for Invoker ‘lssueCreate’: | irestapii2iissue

equest, (e.g. Micket/: serl
Valid request command for Invoker "IssueCreate’: | POST -

cific HTTP nmand to use for

ould send request bles marked
serLogingPassword=:Pass

* Controller mapping for Invoker ‘lssueGet': | irestiapi2fissuel IssueKey/2fields=issuetype, prioritysummary,status

hould send requests to. V;
Jserl

request, {=.g. Micket/ TickelD?L L
Valid request command for Invoker 'IssueGet':
A cific HTTP command to use for the reques nvoker (c T
* Controller mapping for Invoker 'IssueUpdate": ‘{resh’apitzfissuei IssueKey
t tha T should send request T will ¢
request. (e.g. (Tick tD?UserL serLogin&Pas =P
Valid request command for Invoker 'IssueUpdate’: ﬂ
A or

ecific HTTP imand to use

Default command: | POST

HTTP command to use for the reques

Authentication: | BasicAuth -

gin&Password=:Pas:

Fig.:

"Network transport” Widget

- In "Host" field, specify URL of remote host (in this case JIRA).

(X
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+ Specify the user name with which you want to log into the remote host in "User" field. (In this case the
JIRA user name).

+ Specify the password with which you want to log into the remote host in "Password" field. (In this
case the JIRA password).
All other settings have already been made through "KIX Connect” module and do not have to be
changed.

+ Finally, click "Save" button.

9.5.2.2 Activating "KIX2JIRA_Attachment" Web Service

+ In main menu, click "Admin" entry.
+ In "System Administration" area, click "Web Services" option.

Web Service Management - Overview opens.

Genericlnterface Web Service Management - Overview

You are here: Web Services
Actions Web Service List
R etE NAME DESCRIPTION REMOTE SYSTEM PROVIDER TRANSPORT  REQUESTER TRANSPORT  WALIDITY

ClTest = = = HTTP:REST walid

GenericCMDBConnectorREST ITSM Configuration Management Connector - HTTP=REST - wvalid

GenericTicketConnectorREST Ticket Connector REST Sample - HTTP:REST - valid

GenericTicketConnectorSOAP Ticket Connector SOAP Sample - HTTP:SOAP - valid

oilSync_Workshop - - - HTTP-REST valid

IX18 - - - HTTP:REST walid

KIX1T2KIX1BLogin-2 - - - HTTP:REST walid

KIXZRedmine-4 - - - HTTP:REST valid

Fig.: Web Service Management - Overview

+ Click entry "KIX2JIRA" in the list. "Web Service Management - Change" area opens.
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Genericinterface Web Service Management - Change

You are here: Web Services KIX2JIRA
Actions General
[« Ga to overiew |
| F 3 Import web service ‘ Descri
| L) PAAECED TR ‘ Remote system:
Hint = KIX as provider

ler mode, KIX offer

Settings

Operations
rations are individual syste
NAME DESCRIFTION

No data found

~ KIX as requester

Settings

Invokers.

NAME
IssueCommentCreate
IssueCreate

IssueGet

Issuelpdate

* Name: | KIXZJIRA
Connection from KIX to JIRA

Network transport: -

T systems can request

CONTROLLER

equester mode, KIX uses web services of remote syster

Network transport: | HTTP:REST -

emote web service, and process its response datz
DESCRIPTION

Sends article as comment to JIRA issue

Create a new JIRA issue

Get information of JIRA issue

Update JIRA issue

El or | Save and finish | or Cancel

Debug threshold: | Error -
Validity: -

INBOUND MAPPING

CONTROLLER
Ticket::Generic
Ticket::Generic
Ticket::Generic

Ticket:: Generic

invalid
invalid-temporarily

OUTBOUND MAPFING

INBOUND MAPPING
Template
XSLT

Template

OUTBOUND MAFPING

XSLT
XSLT
XSLT
XSLT

Fig.: Web Service Management - Change

* In the drop-down menu "Validity", select value "valid".

+ Finally, click "Save" button.

+ In"KIX as requester” widget, click "Configure" button.

« KIX as requester

1 requester mode, KIX uses web services of remote systems

Settings
Network transport: | HTTP:-REST | - |Cnnﬂgure|

Invokers

wokers prepare data for a request to a remote web service, and pr i = d:

NAME DESCRIPTION CONTROLLER

IssueCommentCreate Sends article as comment to JIRA issue Ticket::Generic

IssueCreate Create a new JIRA issue Ticket::Generic

IssueGet Get information of JIRA issue Ticket:Generic

|ssueUpdate Update JIRA issue Ticket::Generic

Add Invoker: |

INBOUND MAPPING
Template
XSLT

Template

OUTBOUND MAPPING
XSLT
KSLT
KSLT
X5LT

Fig.: "KIX as requester" Widget

(X
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"Network transport” widget opens.

KIX Connect
Pre-Configured Web Services

Genericlnterface Transport HTTP::REST for Web Service KIX2JIRA

You are here: Web Services KIX2JIRA Requester Transport HTTP=REST
Actions Network transport
1 Go back to weh service Properties

Type: HTTP:REST

*Host:

* Controller mapping for Invoker "IssueCommentCreate”: | rest'api/2/issuesIssueKey/comment

Valid request command for Invoker | POST
‘IssueCommentCreate’

* Controller mapping for Invoker 'lssueCreate’: | restiapi/2/issue

Valid request command for Invoker 'IssueCreate": | POST

* Controller mapping for Invoker 'lssueGet': | Irest/api2fissuel IssueKey/?fields=issuetype, priority. summary, status

Valid request command for Invoker 'IssueGet': | GET

* Controller mapping for Invoker 'IssueUpdate’: | irest/apii2fissuel:Issuekey

Valid request command for Invoker 'IssueUpdate”: | PUT

Default command: | POST

Authentication: | BasicAuth

Fig.: "Network transport" Widget

+ In"Host" field, specify URL of remote host (in this case JIRA).

+ Specify the user name with which you want to log into the remote host in "User" field. (In this case the

JIRA user name).

+ Specify the password with which you want to log into the remote host in "Password" field. (In this

case the JIRA password).

All other settings have already been made through "KIX Connect" module and do not have to be

changed.
+ Finally, click "Save" button.

9.5.2.3 "JIRA information" Sidebar Widget

By installing the "KIX Connect” module, a new sidebar widget "JIRA information" has been created for the

ticket zoom view. The widget shows the following information:

« "Title" = the name of the process in JIRA
+ "Key" = designation of the JIRA project key
« "Type" = type of JIRA process (JIRA issue)
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+ "State" = state of the JIRA process
+ "Priority" = priority of the JIRA process

In the delivery state, the widget is still set to inactive. Carry out the following steps if you want to activate it:

+ In main meny, click "Admin" entry.

+ In "System Administration" area, click "SysConfig" entry.
+ In the drop-down menu, click "KIXConnect" group.

+ Select subgroup "Frontend::Agent::KIXSidebarGIView".

+ Seta l by the entry "Frontend::KIXSidebarBackend###KIXSBGIItem001" and click "Update" button.

Edit Config Settings in KIXConnect —~ Frontend::Agent::KIXSidebarGIView

0| Frontend::KIXSidebarBackend###KIXSBEGIltem001

Sidebar module registration for the agent interface. K

ey Content
Actions AgentTicketZoom B
Callback iH(S#KIXSEGItemD01 KIXSBGIemO01Page’) length){S(#| &
Description Shows data of JIRA issue B
Group B
Identifier KIXSBGItem001 =]
InitialCollapsed B
Imvoker IssueGet B
MaxResultSize 25 B
Module Kernel::Output:: HTML-:KIX Sidebar:: GlView B
Prio 0570 (=]
SortedAttribute::000 Title B
SortedAttribute:: 001 Key B
SortedAttribute::002 Type B
SortedAttribute::003 State B
SortedAttribute::004 Priority B
Title JIRA Information B
Webservice KIX2ZIIRA (=]

Fig.: SysConfig — Key "Frontend::KIXSidebarBackend###KIXBGlltem001"

9.5.2.4 Creating a Ticket in KIX and Transmitting Data to JIRA

+ In"Tickets" menu, select "New ticket" entry.

+ Fill in the input fields as when creating a ticket.

+ In the drop-down menu "Type of JIRA issue’, select a value from the list.
+ In"Project of JIRA issue" field, enter project key of JIRA project.

+ Finally, click button "Create".
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The ticket has now been created in KIX with the specified data and a process has been created in JIRA
according to the specified data. When you retrieve the ticket zoom view of the ticket that has just been
created (for example by clicking the ticket number in the green system message ), you can see in the "JIRA
information" widget that the data has been successfully transmitted to JIRA. You can also open the process
in JIRA to check.

(@ Note

If the new ticket was created in the KIX, the button "Send to JIRA" can still be seen on the first article
of the ticket, although the data has already been transferred to JIRA.

Background: The text content of the KIX ticket, and thus of the first article, is identical to the
description of the process in the JIRA issue. Therefore, no further comment with the same content
needs to be created in Jira.

9.5.2.5 Changing a JIRA Process Title

+ Call up the ticket zoom view for the ticket in KIX.

+ Click the "Ticket Core Data" tab.

+ Specify the changed designation for the process title in "Title" field.
+ Finally, click button "Submit".

Process title has now been updated in KIX and JIRA. In "JIRA information" widget, you can see the changed
title.

9.5.2.6 Transmitting a Note in KIX as a JIRA Comment

+ Call up the ticket zoom view for the ticket in KIX.
+ Click "Edit" button or "New Note" tab.

If the package has been set up correctly and a reference to JIRA is available, then a checkbox "An JIRA
senden (Send to JIRA)" now appears in the editing mode.

+ Fill out the fields "Subject" and "Text" and mark "Send to JIRA" with . Optionally, you have the
possibility here to transmit an attachment with the note to JIRA.

+ Finally, click button "Submit".

The data is transmitted from KIX to JIRA. The "Subject" is shown in JIRA as the first line in the comment
field. After a line break, the content from "Text" field is then shown in the comment field. The attachment is
placed in JIRA in the "Attachments" area. When transmitting attachments, you can also select and transmit
multiple attachments.
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9.5.3 X2i-doit

i-doit (I document IT) is a web-based free software that is intended to document complex IT infrastructures
and which is supplemented with additional functions from a configuration management database (CMDB).
The elements of the IT infrastructure are created as objects and provided with attributes.

KIX Connect provides integration of the i-doit device database (i-doit CMDB) in ticket processing in KIX. This
is carried out by setting up a form field which draws its selection values from the i-doit CMDB. The field can
contain multiple entries. The number of permissible entries can be configured.

In the input screen and "Dynamic Fields" ticket tab in the ticket view, you can see a field '‘Betroffene Cls
(Affected Cls)'. Using autocomplete, you can search for entries from i-doit here and select them. The
‘Betroffene Cls (Affected Cls)' saved for the ticket are then displayed accordingly in the '‘Betroffene Cls
(Affected Cls)' sidebar in the ticket view. In the case of multiple selections being made, the individual inputs
are shown as pages in the sidebar. The attributes displayed can be configured.

& Note

No Configltem information is synchronized in the KIX CMDB.

With "KIX2i-doit", you have the option of providing data from i-doit for ticket processing in KIX.
In doing so, it is possible:

+ To note objects from i-doit as '‘Betroffene Cls (Affected Cls)' on a ticket
+ To display information concerning noted objects on the ticket

Consists of the web services:

+ KIX2i-doit

9.5.3.1 Activating "KIX2i-doit" Web Service
In the delivery state, the widget is still set to inactive. In order to activate it, carry out the following steps:

+ In main menu, click "Admin" entry.

+ In "System Administration" area, click "SysConfig" entry.

+ In the drop-down menu, click "KIXConnect" group.

+ Select "KIX2i-doit" subgroup.

+ Fill out the configuration items on this page and click "Update".
+ Then, in main menu, click "Admin" entry.

+ In "System Administration" area, click "Web Services" option.
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Web Service Management - Overview opens.

KIX Connect

Pre-Configured Web Services

Genericinterface Web Service Management - Overview

You are here: Web Services
Actions
Add web service

Web Service List

NAME DESCRIPTION REMOTE SYSTEM
ClTest
GenericCMDBConnectorREST ITSM Configuration Management Connector

GenericTicketConnectorREST Ticket Connector REST Sample
GenericTicketConnectorSOAP Ticket Connector SOAP Sample
IDoitSync_Workshop

KIX1T2KIX18

KIX172KIX1BLogin-2

KIX2Redmine-4

PROVIDER TRANSPORT

HTTP:REST

HTTP=REST
HTTP::SOAP

REQUESTER TRANSPORT  VALIDITY

HTTP:REST

HTTP:REST
HTTP:REST
HTTP:REST

HTTP:REST

valid

wvalid

wvalid
valid
wvalid
valid

valid

valid

Fig.: Web Service Management - Overview

+ Click entry "KIX2i-doit" in the list. The "Web Service Management - Change" area opens
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Genericinterface Web Service Management - Change

You are here: Web Services
Actions
1 Go to overview
& Import weh service
) Delete web service
Hint

KIX2i-doit

General

* Name: | KIX2i-doit

Description: | Connection from KIX to i-doit

Remote system: |i-doit

= KIX as provider

Settings

Operations

NAME DESCRIPTION

No data found

~ KIX as requester

Settings

Invokers:

NAME
DynamicFieldCMDBObjectRead
DynamicFieldCMDBObjects

SidebarCMDBObjectRead

Save

Network transport:

CONTROLLER

Network transport: | HTTP:LWP

DESCRIPTION

Debug threshold: | Ermror

INBOUND MAPFING

Get data of an i-doit cmdb object for dynamic field

Search for i-doit cmdb objects

Get data of an i-doit cmdb object for sidebar

Save | or | Save and finish

or Cancel

Validity:

CONTROLLER

Generic: Simple
Generic: Simple

Generic:: Simple

invalid
invalid-temporarily

OUTBOUND MAFPING

INBOUND MAPPING
Template
Template

Template

OUTBOUND MAPPING
Template
Template

Template

Fig.: Web Service Management - Change

In the drop-down menu "Validity", select value "valid".
Finally, click "Save" button.

No changes have to be made in the web service when HTTP is used. If HTTPS is to be used, in the web

service 'KIX2i-doit'

« [ http://' must be changed to '[ https://' in the transport configuration for 'Host'.
+ [ http://' must be changed to [ https://' in the mapping for incoming response data of the invoker

'SidebarCMDBObjectRead' in the row with 'SYSID'.

9.5.3.2 "Affected Cls" Sidebar Widget

By installing the "KIX Connect" module, a new sidebar widget "Affected Cls" has been created for the ticket

General information

zoom view. The widget shows the following information:

+ "Category" — category of the object in i-doit (infrastructure, software, contacts, other)
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« "Type" - type of the object in i-doit (building, server, telephone, monitor, etc.)
+ "SYSID" - the system ID of i-doit, with a link to the object
+ "Title" — name of the object
+ "State" — CMDB state of the object
+ "Use" — what the object is being used as (productively, quality assurance)
+ "Tags" — keywords assigned to the object
+ "Description”
+ "Created" — creation date of the object
+ "Changed" — date on which the object was last changed
+ Model information
+ "Manufacturer”
+ "Model"
+ "Product ID"
+ "Serial number"
+ Address information

+ "Street"

+ "Number" — house number on the street
« "ZIP code"

« "City"

+ "Region"

+ "Country"

In the delivery state, the widget is still set to inactive. Carry out the following steps if you want to activate it:

+ In main meny, click "Admin" entry.

+ In "System Administration" area, click "SysConfig" entry.
+ In the drop-down menu, click "KIXConnect" group.

+ Select subgroup "Frontend::Agent::KIXSidebarGIView".

+ Place a by the entry "Frontend::KIXSidebarBackend###KIXSBGIltem003" and click "Update"
button.
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|§| Frontend::KIXSidebarBackend##KIX SBGIitem003
Sidebar module registration for the agent interface. Key Content
|Ac(inn5 | |Agent‘|’||:ket200m | B
|catback | [if3(#KIXSBGIItemD03 KIXSBGlitem003Page) length)is(#1| B
|Desc:iplinn | |Shuw5 data of i-doit object | =]
D | E
|Identiﬁer | |K|x53G||:em003 |E]
|IniliaICDIIapsed | | | =]
[Invoker | |sidebarcMDEObjectRead I=]
[MaxResultSize | [z I=]
[Module | [Kemet:-Output: HTML:KIXSidebar.:GlView I=]
[Prio | [os72 I=]
|Hequesr.l<ey | |T|cketAttnhute DynamicField_KIX2idoitkeys | B
| SortedAttribute::000 | |category I=]
| SortedAttribute::001 | [Type I=]
| Sortedatribte::002 | [svsiD:zHTML I=]
| Sortedattribute::003 | [Tite I=]
|SonedAﬁribme::oo4 | |sme | =]
|SonedAﬁribme::1oo | |Purpnse | =]
|SonedAﬁribme::101 | |T | =]
|Sor‘tedAﬂribute::2{)0 | |Manufa|:u.|ler | B
|SonedAﬁribme::201 | |Mndel | =]
|SonedAﬁribme::202 | |Pmdu|:LID | B
|SonedAﬁribme::203 | |Ser|a] | =]
| SortedAttribute::300 | [street [=]
| SortedAttribute::301 | [Number I=]
| SortedAttribute::302 | [Postaicade I=]
| SortedAttribute::303 | [city I=]
| SortedAttribute::304 | [Region I=]
| Sortedatribiste::305 | |country I=]
| SortedAttribute::900 | [ DescriptionzHTML I=]
| SortedAttribute::901 | [created I=]
| SortedAttribute::902 | [Updated I=]
|'I'|lie | |Aﬁe:led Cls | =]
|Webser\.rice | |KIX2|—durt |EJ

Fig.: SysConfig — Key "Frontend::KIXSidebarBackend###KIXSBGIlltem003"

There is also a sidebar for the customer frontend for this connection; this is also inactive upon delivery. Take
the following steps to activate it:

+ In main menu, click "Admin" entry.

+ In "System Administration" area, click "SysConfig" entry.
+ Inthe drop-down menu, click "KIXConnect" group.

+ Click subgroup "Frontend::Customer::KIXSidebarGIView".

+ Placea by the entry "CustomerFrontend::KIXSidebarBackend###KIXSBGIltem003" and click
"Update” button.
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9.5.3.3 Noting Affected Cls from i-doit on the Ticket

+ In main menu, click item "New ticket".

+ You can find the "Betroffene Cls (Affected Cls)" field when filling out the content. This is an
autocomplete field. Enter a search term or part of one here. You can also use * as a wildcard. In the
standard version, the field requires at least three characters before a search is started.

+ Once the ticket has been created, the affected Cl is saved on the ticket.

In order to note an affected Cl from i-doit on an existing ticket, open that ticket and click "Dynamic Fields"
tab. You can find the field "Betroffene Cls (Affected Cls)" here. Filling this out can be carried out in line with
the procedure for creating a new ticket.
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9.5.4 BaramundiSync

With BaramundiSync, you can synchronize devices (Device) and their installed software (Software) from
Baramundi to the KIX CMDB. For this, a web service template is available that is inactive when delivered. This
can request data from the Baramundi interface "bConnect" via REST.

+ Clclass "Device" is created when KIX Connect is installed.
+ Cl class "Software" is used by BaramundiSync with the available default attributes.

9.5.4.1 Activating "BaramundiSync" Web Service

In the delivery state, the web service is still set to inactive. In order to activate it, carry out the following
points:

+ In main meny, click "Admin" entry.
+ In "System Administration" area, click "Web Services" option.

The "Web Service Management - Change" area opens

Genericlnterface Web Service Management - Overview
You are here: Web Services

Actions Web Service List

Add web service NAME DESCRIPTION REMOTE SYSTEM PROVIDER TRANSPORT  REQUESTER TRANSPORT  VALIDITY

ClTest - - - HTTP:REST walid
GenericCMDBConnectorREST ITSM Configuration Management Connector - HTTP:REST - valid
GenericTicketConnectorREST Ticket Connector REST Sample - HTTP:REST - valid
GenericTicketConnectorSOAP Ticket Connector SOAP Sample - HTTP:S0AP - wvalid

HTTP:REST valid

HTTP:REST wvalid
KIX1T2KIX1BLogin-2 - - - HTTP:REST walid
KIX2Redmine-4 = = = HTTP:REST valid

Fig.: Web Service Management - Overview

+ Click entry "BaramundiSync" in the list. The "Web Service Management - Change" area opens
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Genericinterface Web Service Management - Change

You are here Web Services BaramundiSync

Actions General

‘ < ot CEb R e ‘ Description: | Sync mobile devices and software *
‘ ) Delete web service ‘ Remote system: | Baramundi with bConnect V1.0

Hint « KIX as provider

After you sa l nfiguration you will be d ier mode, KIX offe rvices which are used t mote syste

edi 1 again to the edit screer

R M Seitings

Operations
erations are individual system functions w em tems can request
NAME DESCRIPTION CONTROLLER INBOUND MAPPING
Neo data found

~ KIX as requester

Seitings
Network transport: | HTTP:REST -
Invokers
wokers prepare data for a request to a remote web service, and process its resy
NAME DESCRIPTION
001_GetDevices Fetch and prepare device data. Call software list for every device.

002_GetDeviceSoftware Fetch and sync software of device. Add software list to device data. Call device sync

003_SyncDevice Sync device data

IE' or | Save and finish | or Cancel

Validity: -

invalid
invalid-temporarily

OUTBOUND MAPPING

CONTROLLER INEOUND MAPPING  OUTBOUND MAPPING
Generic::MethodCall XSLT XSLT
Generic:MethodCall XSLT XSLT

GenericMethodCall

Fig.: Web Service Management - Change

+ In the drop-down menu "Validity", select value "valid".
+ Finally, click "Save" button.

To adapt "BaramundiSync" to your circumstances, make the applicable modifications to the network

transport.

+ In"KIX as requester" area, click "Configure".

« KIX as requester
1 request ode, KIX uses web senvic of remot stems.

Settings

Network transport: | HTTP-REST | - |Cnnﬂgure|

Invokers
wokers prepare data for a request to a remote web service, and process its response data
NAME DESCRIPTION CONTROLLER INEOUND MAPPING OUTBOUND MAPPING
001_GetDevices Fetch and prepare device data. Call software list for every device. Generic:MethodCall XSLT XSLT
002_GetDeviceSoftware Fetch and sync software of device. Add software list to device data. Call device sync Generic:MethodCall XSLT XSLT
003_SyncDevice Sync device data Generic:MethodCall - -

Add Invoker: | | - |

Fig.: Changing Transport Properties
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+ Fill out the required fields
+ Finally, click "Save" button.

Genericinterface Transport HTTP::REST for Web Service BaramundiSync

Type: HTTP:REST

*Host:

= e by the dat vl pessed long with th reques, .5, Ticket TikedD?UserLogin=UserLogngPessord=P
Vald request eommand forInvoker ‘001 Getbevicss': [GETE 7]
A Speciic HTTP command 1o use fo lh requests wih s Ivoker (oponal)
*Controller mapping for Invoker 002 [1oConnecva oiagps
Vald request command forInvoker 002 GelDeviceSofoware’ [ET B

specific HTTP

* Controller mappin fo Invoker 013 SyncDevice' [BUMYY

The controller that the invoker should ser sts to. Variables marked by a " will get replaced by the data value and pas: along with the request. (e.g. T
Valid request command for Invoker 003 SynebDevice: [[GET E
- —

The default HTTP command to use for the requesis;

prs—

The

s the remole system.

* users |

The user name 10 be used to access the remole system.

pa—

fo the privieged user.

Addvions eader: * ey [Aszet v

Add header:

< enclosed by

will get replaced in the valuz field by the data value. (e.0. ‘Sessio

-
Disable 551 Hostname Vertcaton:

Disable SSL hostname verification (¢.0

Use proxy: [[No -

Self signed certficates, or proxy servers with improper SSL setup)

nowar h 0 connect o the remote system

e s oo

Show or hide SSL opiions to connect to the remote syster

e

Fig.: Adapting Transport Properties

The mapping provided corresponds to certain default specifications. Here, you may also have to make
adjustments to the circumstances of your environment.

Here, select the applicable invoker in "KIX as Requester" area.

« KIX as requester

In requester mode, KIX uses web services of remote systems.

Settings

Network transport: | HTTP:REST |‘ |Cﬂnﬂgufel

Invokers

Invokers prepare data for & request to a remote web service, and proc:

NAME DESCRIPTION

CONTROLLER INEOUND MAPPING OUTBOUND MAPPING
001_GetDevices E ch and prepare device data. Call software list for every dewvice.

002_GetDeviceSoftware Fetch and sync software of device. Add software list to device data. Call device sync

Generic:MethodCall XSLT X5LT
003_SyncDevice Sync device data

Generic:MethodCall

Add Invoker: | | - |

Fig.: Selecting Invoker for Mapping Adjustments
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+ Here click "Configure" button under "Mappings" by "Incoming response data" and adapt the available

mapping to your requirements.

+ Finally, click "Save" button.

- Mappings

Mapping for prepare method data:

Mapping for outgoing request data: | XSLT

Mapping for incoming response data: | XSLT

Mapping for error response data:

Mapping for response method data:

= | |‘Configure

= | |‘Configure

Fig.: Adapting Mappings

Proceed in the same way for the other invokers and mappings.
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With VMWareAirWatchSync, you can synchronize devices (Device) and their app list (Software) to the KIX
CMDB. For this, a web service template is provided that is inactive when delivered.
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+ Clclass "Device" is created when KIX Connect is installed.
+ Cl class "Software" is used by VMWareAirWatchSync with the available default attributes.

9.5.5.1 Activating "VMWareAirWatchSync" Web Service

In the delivery state, the web service is still set to inactive. In order to activate it, carry out the following
points:

The "Web Service Management - Change" area opens

+ In main menu, click "Admin" entry.
+ In "System Administration" area, click "Web Services" option.

You are here:

Actions

Add web service

Weh Services

Genericinterface Weh Service Management - Overview

Web Service List

HAME

ClTest

GenericCMDBConnectorREST

GenericTicketConnectorREST

GenericTicketConnectorSOAP

IDoitSync_Workshop

KIX2Redmine-4

DESCRIPTION

ITSM Configuration Management Connect

Ticket Connector REST Sample

Ticket Connector SOAP Sample

REMOTE SYSTEM PROVIDER TRANSPORT

HTTP:REST

HTTP:REST
HTTP::SOAP

REQUESTER TRANSPORT  VALIDITY

HTTP:REST

HTTP:REST
HTTP:REST

HTTP:REST

HTTP:REST

wvalid

valid
valid
valid
valid
valid

Fig.:

Web Service Management - Overview
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Genericinterface Web Service Management - Change

“fou are here Web Services VMWareAirWatchSync
Actions General
| c L ‘ * Name: | VMWareAirWatchSync
2 Import web service | Description: | Sync mabile devices and apps fron
| w Delete web service ‘ Remote system: |\VMWareAirWalch with APl v1
Hint

~ KIX as provider

Debug threshold: | Notice -

Validity:

INBOUND MAPPING

Jick Settings
Operations
Operations are individual system functions w mote systen 3 Juest.
NAME DESCRIPTION CONTROLLER
No data found.

 KIX as requester

Settings
Network transport: | HTTP:REST -
Invokers
wokers prepare data for a request to a remot b serv and process its re
NAME DESCRIPTION

001_GetDevices
002_GetDeviceApps

003_SyncDevice Sync device data

Fetch and prepare device data. Call app list for every device. Handle device pagination

Fetch and sync apps of device. Add app list to device data. Call device sync

invalid
invalid-temporarily

OUTEOUND MAFPING

CONTROLLER
Generic::MethodCall XSLT
Generic::MethodCall XSLT

Generic::MethodCall

El or | Save and finish | or Cancel

INBOUND MAPPING

OUTBOUND MAPPING
X5LT

X5LT

Fig.: Web Service Management - Change

+ Inthe drop-down menu "Validity", select value "valid".
+ Finally, click "Save" button.

To adapt "VMWareAirWatchSync" to your circumstances make the applicable modifications to the network

transport.

+ In"KIX as requester" area, click "Configure".

4 KIX as requester
1 reguest

Settings

Invokers

NAME
001_GetDevices
002_GetDeviceApps

003_SyncDevice

Network transport: | HTTP-REST | - |Cnnﬂgure|

DESCRIPTION
Fetch and prepare device data. Call app list for every device. Handle device pagination
Fetch and sync apps of device. Add app list to device data. Call device sync

Sync device data

Add Invoker: | | - |

CONTROLLER
Generic::MethodCall
Generic::MethodCall

Generic::MethodCall

INBOUND MAPPING
XSLT

XSLT

OUTBOUND MAPPING

X5LT
XS5LT

Fig.: Changing Transport Properties

(X
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+ Finally, click "Save" button.
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Genericinterface Transport HTTP::REST for Web Service VMWareAirWatchSync

e e

Type: HTTP:REST

*Host:

A'speciic HTTP command to use for the requests with this Invoker (optional).

) ihout g backelash)
Paced byt data vali. (-5 P RemotelP-Xixingh-genericintriac.piebsenvce ke Connector)
apping  GetDevices: |
The controller that the invoker should send requests to. Variables marked by a ' will get replaced by the data value and passed along with the request. (.. MMicket/:TicketiD?UserLogin="UserLogin&Password=:Password
Valid request command for Invoker ‘001 GetDevices' [ GET 5

*Controller mapping [

The controler that the invaker showld send requests fo. Variables marked by a
Valid request command for Invoker ‘002 GetDevice Apps': [|GET.

Aspecific HTTP command to use for the requests with this Invoker (opfional)

i value and passed along with the request. (e.g. Micket/TicketID?UserLogin=-UserLogin&Password=Passwor

*Controller mapping for Invoker '003_SyncDevice's [DUMMY

Vel requst command fr Invoker 803 Syncevice

Aspecific HTTP command to use for the requests with this Invoker (optional).

(p—

‘The default HTTP command to use for the requests.

Authentication: | BasicAuth -
R ss

wil g replaced by the daiz value and passed along with the request. (e.g. Micket TicketD?UserLogin=Userl

* users |

The user name (o be used o access the remote system.

|

The password for the privileged user.

AionalHeader:* Ko [Roest [#etve:[ppheatontem

Ja

i [ tonantoode Jevae

2]

Add heade

Variables enclosed by :'will get replaced in the value field by the data value. (e.g. SessionID:).

Disable SSL Hostname Veriicaton

Disable SSL hostname verification (e.g. self signed certiicates, of proxy servers with

Show or hide praxy options to connect to the remote systerm
Use SSL Options: [ No -
Show or hide SSL options to connect to the remote syster

[oore] o camel

Fig.: Adapting Transport Properties

The mapping provided corresponds to certain default specifications. Here, you may also have to make

adjustments to the circumstances of your environment.

+ Here, select the applicable invoker in "KIX as Requester" area.

« KIX as requester

In requester mode, KIX uses web services of remote systems

Settings

Network transport: | HTTP:-REST | B |Cnnﬂgure|
Invokers
Invokers prepare data for a request to a remote web service, and process its response data

NAME DESCRIPTION
001_GetDevices

i Fetch and prepare device data. Call app list for every device. Handle device pagination

002_GetDeviceApps Fetch and sync apps of device. Add app list to device data. Call device sync

003_SyncDevice Sync device data

Add Invoker: | | - |

CONTROLLER

Generic.::MethodCall XSLT XSLT
Generic::MethodCall -

INBOUND MAPPING OUTBOUND MAPPING

Fig.: Selecting Invoker for Mapping Adjustments

KIX
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A new form opens.

- Here click "Konfigurieren (Configure)" button under "Mappings" by "eingehende Antwortdaten
(Incoming response data)" and adapt the available mapping to your requirements.
+ Finally, click "Save" button.

4 Mappings

Mapping for prepare method data:

Mapping for outgeing request data: | XSLT = | | Configure

Mapping for incoming response data: | XSLT ~ | | Configure

Mapping for error response data:

Mapping for response method data:

Fig.: Adapting Mappings

Proceed in the same way for the other invokers and mappings.
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10 KPI Dashboard
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10.1 Installation of KPl Dashboard Add-On Module

10.1.1 Prerequisites

« KIX Professional 17 — current version
+ Microsoft Excel 2010 or 2013 with PowerPivot Plugin

If you would like to use a direct link from the computer on which Microsoft Excel and PowerPivot are
installed and the KIX Professional database, the following prerequisite must be met:

+ An ODBC driver and configured data source for the KIX Professional database.

() Please note

Using an ODBC connection for the KPI database view is not recommended as this is the last flexible
option to use the "KPI Dashboard" add-on. It could be necessary when you have to work with a large
amount of data.

10.1.2 Installation

Install the package "KPI-Dashboard" using "Paketverwaltung (Package Administration)" (Menu "Admin" area
"System Administration") or using the command line.

© Important

If you use KIX with mod_perl, you must ensure that the script /opt/kix/bin/cgi-bin /KPIDashboard.pl
is not executed by mod_perl. To configure this, please add the following lines (marked in red) to the
applicable section in the Apache configuration for KIX (please correct the ScriptAlias "kix" in line
with your current KIX installation).

<IfModule mod_perl.c>
# Setup environment and preload modules
Perlrequire /opt/kix/scripts/apache2-perl-startup.pl

# Reload Perl modules when changed on disk
Per1lModule Apache2::Reload
PerlInitHandler Apache2::Reload

# general mod_perl2 options

<Location /otrs>
# ErrorDocument 403 /kix/customer.pl
ErrorDocument 403 /kix/index.pl
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SetHandler perl-script
Per1ResponseHandler ModPerl::Registry
Options +ExecCGI
PerlOptions +ParseHeaders
PerlOptions +SetupEnv
Order allow,deny
Allow from all
</Location>

# mod_perl2 options for GenericInterface
<Location /kix/nph-genericinterface.pl>

PerlOptions -ParseHeaders
</Location>

# deactivate mod_perl for KPIDashboard.pl
<Location /kix/KPIDashboard.pl>
SetHandler cgi-script
</Location>
</IfModule>

() Please note

In certain older Apache versions and Linux distributions, you have to replace "perl-script" with "cgi-
script" if you get an error message when loading the data stream.
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10.2 Configuration of KPI Dashboard Add-On Module

Once you have installed the package, if necessary, you can set the default values in the Admin area/
SysConfig. Here, select SysConfig group "KPIl-Dashboard".

After page has reloaded, select one of the subgroups "Core".

Default configuration is already contained in the package. You can adapt this in accordance with your
wishes. The SysConfig settings are explained in the following sections.

(@ Please note

If you have changed one of the settings and are using prepared KPI data, you have to run the KIX
console command
+ Maint::KPIDashboard::Rebuild

to rebuild the entire KPI database.

+ KPI Area — Years Analyzed (see page 153)

+ Default Dashboard File (see page 153)

+ State Type Restriction (see page 153)

+ Archive Flag Restriction (see page 153)

+ Ignored Queues (see page 154)

+ Ignored Ticket Types (see page 154)

+ Ignored Services (see page 154)

+ Ignored SLAs (see page 155)

+ Escalation Base (see page 155)

+ Escalation Time Base (see page 156)

+ Data Stream - Directory for Data Preparation (see page 156)
+ Data Stream — Dynamic Fields (see page 156)

+ List of Available Ticket Attributes (see page 156)

+ List of Available KPI Attributes (see page 157)

+ List of Attributes Selected by Default (see page 157)

« Database View (see page 157)

+ List of Available Database View Attributes (see page 158)

+ Symbols for the OutOfSLA Percentage (see page 158)

+ Settings for Elements in Online KPI Dashboard (see page 159)
+ Explanation of Default KPI Data (see page 159)

Hx Issued on: 13.02.2024 Page 152



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
KPI Dashboard
Configuration of KPI Dashboard Add-On Module

10.2.1 KPI Area — Years Analyzed
SysConfig setting: KPIDashboard###ShownYears
Using this setting, you can define the number of years to be analyzed for the KPI report.

Default value "3" means that the current year and the last two years are analyzed.

() Please note

This setting can only be applied to KPI dashboards which are not based on search templates.

10.2.2 Default Dashboard File

SysConfig setting: KPIDashboard###TemplateXML
SysConfig setting: KPIDashboard###TemplateODBC

These settings define the location of the files for dashboard templates. If these settings are configured, it is
necessary to rebuild the KPI database.

© Attention

Please only change if absolutely necessary.

10.2.3 State Type Restriction

SysConfig setting: KPIDashboard###StateTypes

Using this setting, you can restrict the tickets that are analyzed according to their state. The default setting is
that only tickets with the "closed” state are analyzed. If required, you can add additional ticket states here.

() Please note

This setting can only be applied to KPI dashboards which are not based on search templates.

10.2.4 Archive Flag Restriction

SysConfig setting: KPIDashboard###ArchiveFlags

Using this setting, you can define which archive flag the tickets must have so they are included in the
analysis for the KPI database. The default setting is for all tickets — whether archived or not — to be included
in the analysis.
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() Please note

This setting can only be applied to KPI dashboards which are not based on search templates.

10.2.5 Ignored Queues

SysConfig setting: KPIDashboard###lgnoredQueues

Using this setting, you can define which queues are to be ignored when tickets are analyzed for the KPI
database.

This setting is a list. Each entry can contain a search pattern (regex).

() Please note

This setting can only be applied to KPI dashboards which are not based on search templates.

10.2.6 Ignored Ticket Types
SysConfig setting: KPIDashboard###IgnoredTicketTypes

Using this setting, you can define which ticket types are to be ignored when tickets are analyzed for the KPI
database.

This setting is a list. Each entry can contain a search pattern (regex).

() Please note

This setting can only be applied to KPI dashboards which are not based on search templates.

10.2.7 Ignored Services

SysConfig setting: KPIDashboard###IgnoredServices

Using this setting, you can define which services are to be ignored when tickets are analyzed for the KPI
database.

This setting is a list. Each entry can contain a search pattern (regex).

() Please note

This setting can only be applied to KPI dashboards which are not based on search templates.
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10.2.8 Ignored SLAs

+ SysConfig setting: KPIDashboard###Ignored SLAs

Using this setting, you can define which SLAs are to be ignored when tickets are analyzed for the KPI
database.

This setting is a list. Each entry can contain a search pattern (regex).

() Please note

This setting can only be applied to KPI dashboards which are not based on search templates.

10.2.9 Escalation Base
+ SysConfig setting: KPIDashboard###EscalationBase

This setting defines which basis should be used for escalation data when it comes to KPI analysis (e.g.
solution time).

Here, depending on your configuration and ticket process, you can choose between three different values:
Option Description

All All tickets are analyzed. If a ticket is linked to an SLA, the escalation times are
calculated based on the SLA settings. If a ticket is not linked to an SLA, the queue
settings are used for analysis.

only Queue Only tickets not linked to an SLA are analyzed. The escalation times are calculated
based on the queue settings.

only SLA Only tickets linked to an SLA are analyzed. The escalation times are calculated
based on the SLA settings.
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10.2.10 Escalation Time Base

SysConfig setting: KPIDashboard###EscalationTimeBase

This setting defines the escalation times to be used to calculate KPI attribute "OutOfSLA". In the default
setting, the solution time is used for the calculation.

You can choose between three different values:

Option Description

All The "OutofSLA" attribute is set when one of the ticket escalation times is
reached.

only First Response Time The "OutofSLA" attribute is set when only the first response time is
reached.

only Solution Time The "OutofSLA" attribute is set when only the solution time is reached.

10.2.11 Data Stream — Directory for Data Preparation
SysConfig setting: KPIDashboard###DataStreamPreparedDataDir

This setting defines the directory in the local file system in which the prepared data is to be saved.

10.2.12 Data Stream — Dynamic Fields

SysConfig setting: KPIDashboard###DataStreamincludeDynamicFields

Using this setting, you can define whether dynamic fields should be available when selecting the data stream
attributes. Default value is "Yes".

10.2.13 List of Available Ticket Attributes

SysConfig setting: KPIDashboard###TicketAttributes

This setting defines the list of available attributes of the ticket data hash (including the expanded ticket
attributes). All configured entries are listed in the attribute selection for dashboard administration. "Key" is
the ticket data hash attribute and "Content" the name of the element in the data stream.
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(@ Note

An element in the list must start with a letter and must not contain spaces or special characters.

10.2.14 List of Available KPI Attributes

SysConfig setting: KPIDashboard###KPIDataAttributes

This setting defines the list of available KPI attributes of the calculated KPI data hash. All configured entries
are listed in the attribute selection for dashboard administration. "Key" is the KPI data hash attribute and
"Content” the name of the element in the data stream. This configuration can be expanded by KPI dashboard
plugins if SysConfig setting "KPIDashboard::KPIDataAttributesExtension###..." is used.

() Note

An element in the list must start with a letter and must not contain spaces or special characters.

10.2.15 List of Attributes Selected by Default

SysConfig setting: KPIDashboard###DefaultSelectedAttributes
Defines the list of attributes to be selected by default during the creation of a new dashboard.

Please note: The entry for "Key" has to be identical to the entries in the "Key" field in configuration options
"KPIDashboard###TicketAttributes" and "KPIDashboard###KPIDataAttributes". The entry in the "Content”
field must be "0" (not selected) or "7" (selected).

© Important

This configuration can be expanded by KPI dashboard plugins if SysConfig option
'KPIDashboard::KPIDataAttributesExtension###..." is used.

10.2.16 Database View

SysConfig setting: KPIDashboard###DBView

This setting defines the database view that contains the primary KPI data.
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10.2.17 List of Available Database View Attributes

SysConfig setting: KPIDashboard###DBViewAttributes

This setting contains all available attributes of the calculated KPI data in the KPI database view. All
configured entries are listed in the attribute selection for dashboard administration. The entry in the "Key”
field is the column name of the database view. The entry in the "Content" field represents the name of the
element in the data stream. Important: An element in the list must start with a letter and must not contain
spaces or special characters.

() Please note

This setting is ignored by KPI dashboards that are based on search templates.

10.2.18 Symbols for the OutOfSLA Percentage

SysConfig setting: KPIDashboard###0utOfSLAPercentage

This setting defines the symbols used for individual percentages in the overview table of the online KPI
dashboard.
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10.2.19 Settings for Elements in Online KPI Dashboard

SysConfig settings:

« KPIDashboardBackend###-0000-FirstSolutionRate
KPIDashboardBackend###-0001-IncidentDurationTopTen
KPIDashboardBackend###-0002-IncidentDuration
KPIDashboardBackend###-0003-OutOfSLA
KPIDashboardBackend###-0004-Overview
KPIDashboardBackend###-0005-QueueMove
KPIDashboardBackend###-0006-TicketTrendBasedOnTicketType
KPIDashboardBackend###-0010-Filters

These SysConfig settings describe the elements available in the online KPI dashboard, and define the
settings for an element. Here, the values in the "Key" and "Content" fields each mean the following:

Key Description of "Content" field
Block ContentLarge or ContentSmall.

CacheTTLLoca Cache time for the plugin in minutes.
I

Default Defines whether the plugin is active by default or whether the user has to manually
Description activate it.

Group Description of the element

Module Restricts access to the groups entered.

Title Title shown in the online dashboard.

Type Javascript function used to generate the display data.

10.2.20 Explanation of Default KPI Data

In the following table, you can see descriptions of the KPI attributes of the default KPI data hash. If required,
the KPI data hash can be expanded by user-defined calculation modules. The table does not include the
ticket hash attributes as these are fundamental KIX attributes that are not part of the KPI dashboard add-on.
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KPI attribute

Calendar week

FirstResponseTimeTotal

FirstResponseTimeBusiness

FirstTimeResolution

FirstTimeResolutionText

Month

OutOfSLA

OutOfSLAFirstResponseTimeBusiness

OutOfSLASolutionTimeBusiness
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Description

Calendar week in which the ticket was created.

Total time in minutes between the ticket being created and
first reaction.

Value of the attribute "FirstResponseTimeTotal" minus the non-
relevant times (for example, time spent waiting for a reply from
the customer).

This attribute is set to "1" if a ticket is resolved during first
contact. This means that it was created in a closed state/or
there is only one outgoing message or article (email, telephone
call, external note).

This is the content of the attribute "FirstTimeResolution" that a
person can read, for example "yes" and "no".

Month used for filtering the KPI dashboard in PowerPivot.

This value is set to "1" if the ticket has been escalated in its life
cycle. The value depends on the configuration of the KPI
dashboard. (See SysConfig "EscalationTimeBase").

If the attribute "OutOfSLA" = "1", this attribute contains the
number of minutes for which "FirstResponseTimeBusiness"
exceeds "FirstResponse"-escalation time. The value depends
on the configuration of the KPI dashboard.

(See SysConfig "EscalationTimeBase")

If the attribute "OutOfSLA" = "1", this attribute contains the
number of minutes for which "SolutionTimeBusiness" exceeds
"FirstResponse"-escalation time. The value depends on the
configuration of the KPI dashboard.

(See SysConfig "EscalationTimeBase")
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Queue_Levell..x

QueueMoves

Service_Level1..x

SolutionTimeTotal

SolutionTimeBusiness

TicketPriorityTranslated

TicketStateTranslated

Year
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Description

The ticket queue is divided by " :: " and each part is returned as
a separate column.

Number of ticket moves in different queues.

The ticket service is divided by " :: " and each part is returned
as a separate column.

Total time in minutes between the ticket being created and
being closed.

Value of the attribute "SolutionTimeTotal" minus the non-
relevant times. (For example, time spent waiting for a reply
from the customer).

Translated ticket priority for filtering the KPI dashboard in
PowerPivot.

Translated ticket state for filtering the KPI dashboard in
PowerPivot.

Calendar year in which the ticket was created.
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10.3 Administration of KPl Dashboard Add-On Module

If you want to create new KPI dashboards or edit existing ones, in the "Reports” menu, select the item "KPI
Dashboard".

The user must have read/writing rights for the "KPI Dashboard" group to create or edit new KPI dashboards.
In the "KPI Dashboard" area, you can see a list of the configured KPI Dashboards (if KPI dashboards have

already been configured). In the list, in the column "Use prepared data" a symbol is shown when a KPI
Dashboard is configured for prepared data, and prepared data is available for this KPI dashboard. If no

prepared data is available, a Asymbol is shown in the column instead.

KPI Dashboard

Actions. List of configured dashboards.
ONLINE | TOKEN DESCRIFTION | SEARCH TEMPLATE | KPI DATA CALCULATION | USE PREPARED DATA | #PROCESSES | FILENAME CREATED | CHANGED | DELETE |
03/16/2017 | 03(19/2019
1 KpiDashboardDafaulxL dsx L}
1856

TIHERLEXLW

7 | 03hof2019

ks BGLIRGI 5T3 KPIDashboardDefaultXML.xisx

18:55
7 | 0301912019

i XTivay_LmuQG2istisAl Allezm

i J90OEMzOBZLEZ_COWGON Allem

You can click to see data information. If data preparation processes are running in the background, a
progress display is shown with a stop symbol.

If you click the stop symbol, data preparation is stopped. It will take a few seconds to stop the process. In

addition, a symbol is shown alongside the progress display on the left.

If you click the symbol, a popup displays information on each background data preparation task.

Information x

XML Data

Create Time

Data Size

JSON Data

Create Time

Data Size

: 03192019 19:00

1 178.0 KB

: 03192019 19:00

1 90.7 KB

oK

Please note: If errors occur while creating or editing KPI dashboards, messages appear in the information
bar below the menu bar.
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10.3.1 Creating New KPI Dashboards

If you create a new dashboard using the "Add Dashboard" button, the following widget is shown:

KPI Dashboard

Actions Add KPI Dashboard

Dashboard URL: | hitp:i/kixpro-docu.vm.devel.cape-it.de/kix/KPIDashboard. pI?Dashboard Token=puXx8v331jNShnHIwlkZ

* Name:

Description:

enable online dashboard

o
Search template:
KPI data calculation: | calculate dead on time / live

use prepared data:

no

#Processes: | 1

selected attributes: | CalendariWesk and 32 more.

D Select Defaults

Permission:

*
Attachment: Durchsuchen.. Keine Datei ausgewahit

+ Submit | or Cancel

The widget contains the following options:

Term

Dashboard URL

Name*

Description

Enable Online Dashboard

Explanation

This is the URL of the XML data feed connection.

Name of KPI-Dashboard.

Descriptions for the KPI dashboard can optionally be entered here.

Here you can select whether an online version of this KPI dashboard
should be made available.

Please note: If you want to make the online dashboard available, you

must ensure that your online configuration is compatible with the dataset
of this dashboard.
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Term

Search Template

KPI Data Calculation

Use Prepared Data

#Process

Selected Attributes
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Explanation

This option makes it possible to select one of your own ticket search
profiles for searching for relevant tickets. If no search profile can be
assigned, the KPI database view is used.

Here you can specify whether live calculation of KPI data should be used,
or whether pre-calculated data should be used.

Please note: Changing this option also changes the available attributes in
the attribute list. If you select the option "use pre-calculated data from
DBView", the calculated values are removed, and the values from the KPI
database view used instead.

Using this option, you can define whether prepared data should be used.
(This requires certain automated jobs to regularly prepare the necessary
data). If "no" is selected for this option, the data is generated
immediately, which usually takes more time. The data is always then up
to date, however.

Here you can define how many parallel processes should be used to
calculated the KPI data. The more processes, the higher the system load
on the KIX server. If the number of tickets to be analyzed is relatively
small, always only use 1 process. In the event of higher numbers of
tickets, more processes are recommended.

Please note: This option always generates the selected number of
parallel processes, irrespective of the actual physical CPU number of
your KIX server. If the number of processes is higher than the CPU
number, this will have a substantial impact on the system performance
during the calculation.

Depending on the setting for "Search template” and "KPI data calculation”
and depending on the settings in SysConfig, here you can select the
attributes that should be contained in the data.

Please note: When creating a new KPI dashboard, certain attributes are
pre-selected by the system. These attributes are defined in SysConfig.
You can revert back to the default setting at any time by clicking the
"Select Defaults" button.
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Term Explanation

Permission For users to be able to access a KPI dashboard, you have to select one or
more groups here. Users with read/write rights in these groups can view
and edit KPI dashboards. Users with read rights can only view KPI
dashboards.

Attachment* Here you can upload the XLS file that contains the PowerPivot
dashboard. The data connection in line with your type of access to KIX
data (XML data feed or ODBC connection) must already be configured
within this XLS file.

Fields marked with * must be filled out.

10.3.2 Configuring KPI Data Source in PowerPivot

In PowerPivot you have to configure a data source in order to be able to display the KPI data. Here, you can
either use an XML data feed or an ODBC connection.

XML data feed:

This is the preferred data source for use as no database connections, open ports, or extended database
tables have to be configured to transfer more attributes.

To connect PowerPivot with a dashboard XML data feed, you have to specify the data source in PowerPivot.
Use the following URL to incorporate the XML data feed in PowerPivot:

http://<FQDN KIX Server>/kix/KPIDashboard.pl?DashboardToken=<Token>

You can find the token to use in the list of configured dashboards. A random token is generated for each new
KPI dashboard. The token is used to identify the specific KPI dashboard in the URL.

List of configured dashboards

MAME | ONLINE TOKEM DESCRIFTION SEARCH TEMPLATE KFI DATA CALCULATION = USE PREPARED DATA | #PROCESSES FILENAME

Neue

n il KT 3y_LmUOG2iEfsAL Alle::mustermann ive yes & | KPIDashboardDefaultXML.xlsx
2018

New

tickets Lol JoooEMzqBZLEZ_CBwgDN Alle:mustermann live yes & 1 Financial Sample xlsx

2019

If you use HTTPS links, you have to change the URL as appropriate.
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ODBC:

The ODBC connection can be used when XML data feeds cannot be used. This enables you to transfer data
from the KIX database directly to PowerPivot. This provides certain advantages when it comes to
performance. A disadvantage, however, is that you generally have to open firewall ports to access the DBMS.
You can find information on how to create an ODBC data source in your Excel documentation.

10.3.3 Preparing Data Feeds

If you have configured the KPI dashboards using the option "use prepared data", you must ensure that the
necessary data feeds are prepared in the background. An XML data feed is necessary to use the data in
PowerPivot. A JSON data feed is necessary to use the data in the online KPI dashboard. There are three
possibilities to prepare the data:

Preparation of the data in the KIX GUI
Preparation of the data using KIX console scripts
Preparation of the data using cron job

10.3.4 Preparing Data Feed using KIX GUI

If you have permission to edit a KPI dashboard and the settings are configured so that prepared data is used,

a IE symbol is shown in the list of configured KPI dashboards. If you click the III
symbol, data preparation is started in the background.

Once data preparation has been started, in the list you can see a progress display with a .symbol. If you
click the .symbol, data preparation is stopped. It takes a while for the process to stop.

In addition, a symbol is shown alongside the progress display. If you click the symbol, a popup
displays information on each background data preparation task.

10.3.5 Preparing Data Feed using KIX Console Script

Here, use the console command:

Maint: :KPIDashboard: :Prepare

If you call up this command without parameters, an XML data feed and a JSON data feed is created for each
KPI dashboard that requires preparation. The same number of parallel processes are used as specified for
the creation of the KPI dashboard.

Optionally, you can specify the parameter "-type" with the values "XML" or "JSON" in order to prepare the
desired data format.
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10.3.6 Preparing Data Feed using Cron Jobs

If you regularly prepare data, you can define a cron job for this purpose. The necessary cron job template is
already installed in the var/cron directory.
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10.4 Data Plugins for KPI Dashboard

The KPI dashboard core enables you to expand and/or overwrite the available KPI data using plugin
modules.

These plugin modules have to be registered in SysConfig (SysConfig key "KPIDashboard :: CustomModule").
The plugin modules must be located in the path /opt/kix/Kernel/System/KPIDashboard/. The plugin module
must only provide two methods: "new" and "Run".

The method "Run’ receives two parameters:
"TicketlD" and "Data”

and must return a hash with data attribute keys and values. The parameter "Data" contains the KPI data
already calculated for a ticket. The list of the new attributes of a plugin module can be made available using
SysConfig add-ons (see SysConfig keys "KPIDashboard###KPIDataAttributes" and
"KPIDashboard###DefaultSelectedAttributes" ).
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10.5 Online KPI Dashboard

The online KPI dashboard provides the possibility to display standard diagrams without using PowerPivot. It
works like the standard ticket dashboard. Each dashboard element is an individual widget that can be
activated/deactivated in SysConfig group "Frontend::Agent::OnlineDashboard". Agents can also switch on/
off the widget for themselves.

10.5.1 Opening Online KPI Dashboard

The online KPI dashboard is only available if it has been configured applicably in the "Add KPI Dashboard"
widget.

Add KPI Dashboard

Dashboard URL:  http://kixpro-docu.vm.devel.cape-it.defkix/KPIDashboard. pI?Dashboard Token=s3bMClofztZ -vGBcRv (2

*Name:

Description:

enable online dashboard: -

no
Search template:

KPI data calculation: | calculate dead on time { live =

Fig.: "Add KPI Dashboard" Widget

If an online KPI dashboard is available, a symbol is shown in the list of available dashboards. Clicking
this symbol opens the online KPI dashboard.

A new browser tab opens and the online KPI dashboard opens. A small popup informs the user of this. It is
displayed for as long as data processing is running.

If the online KPI dashboard uses prepared data, the entire JSON data feed is loaded into the browser. If the
online KPI dashboard is configured so that no prepared data is used, data calculation starts. The JSON data
feed is loaded into the browser afterward.

() Please note

As the complete JSON data feed is loaded into the browser, it can take a few minutes for the loading
of the data to finish. The memory requirements of the browser are also increased significantly.
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10.5.2 Settings for the Online KPI Dashboard

In the online KPI dashboard, the data is shown in widgets. In the left area of the browser you can find the
"Settings" widget. Here there is a list of all the widgets activated by the KIX administrator.

Here, the agents can hide or show widgets as they prefer and save the settings. Each widget has a
predefined position on the screen, but can be moved using drag&drop. The position of the widgets is saved
when you log out of KIX.

10.5.3 Filter for the Online KPI Dashboard

If active, the "Filter" widget is shown on the left side of the browser. Using this, the data can be filtered and
displayed in the online KPI dashboard.

SysConfig setting "KPIDashboardBackend###010-Filters" is used to define which attributes are filtered. You
can find the filter attributes in the "Filters" key.

The values shown in the filter are taken over live from the JSON data feed and represent all the possible
values in the current data feed. All active filters are linked to each other with a logical AND.

No filters are set once the online KPI dashboard has loaded. To filter the data, select the applicable values in
the "Filters" widget and click "Apply".
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11 Maintenance Planner
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11.1 Installation of Maintenance Planner Add-On Module

11.1.1 Prerequisites

KIX Professional 17 — current version

11.1.2 Package Installation

Install the "Maintenance Planner" package using the package manager of the operating system or the
command line: kixpro-maintenanceplan.

If the class "Maintenance plan" is not available, you can find the class definition under "<KIXHome>/var/
packagesetup/InitialCIClassDefinitions/" .

11.1.3 New Access Control Lists (ACL)

During installation, three new ACLs are created in the system.

"500_TicketTypeMaintenance_OnlylnAgentf =~ Means ticket type "Maintenance Task" is not shown in
rontend" customer frontend.

"500_TicketTypeMaintenance_ActionAgent 13 ticket actions (menu items in ticket overview). Exactly

TicketX" which these are can be found in the ACL directly: Click
Admin - ACL Management—- ACL
"500_TicketTypeMaintenance_ActionAgentTicketX".

"500_TicketTypeMaintenance_ActionAgent  If a ticket is not of the type "Maintenance Task", the
TicketMaintenance" maintenance tab is not shown and action "Maintenance
Documentation” is not available.

11.1.4 Adapting the CI Classes

Adapt the Cl classes for the Maintenance Planner as applicable: "<KIXHome>/var/packagesetup/
InitialCIClassDefinitions/MaintenanceCl.def".

11.1.5 New Ticket Type

During installation, a new ticket type "Maintenance Task" is created. It is used to identify maintenance
tickets.
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11.1.6 New Dynamic Fields

The dynamic fields that are newly available are relevant for maintenance tickets that are automatically
created when the maintenance time has been reached.

Field name

MaintenancePlan

MaintenanceDate

MaintenanceCl

MaintenanceClIClass

MaintenancePlanTime

MaintenanceClLocation

MaintenanceCostCenter

MaintenanceClContact

MaintenanceClType

MaintenanceSupplier

MaintenanceDueDate

MaintenanceThreshold

Explanation

Contains the ID of the relevant MaintenancePlan Configltem.

Contains the date of the maintenance.

Contains the ID of the relevant Configltem that is to undergo
maintenance.

Contains the class of the relevant Configltem that is to undergo
maintenance.

Contains the planned time for this maintenance.

Contains the location ID of the relevant Configltem that is to undergo
maintenance.

Contains the applicable cost center ID of the relevant Configltem that is
to undergo maintenance.

Contains the ID of the contact of the relevant Configltem that is to
undergo maintenance.

Contains the type of the relevant Configltem that is to undergo
maintenance.

Contains the customer/supplier performing the maintenance.

Contains the due date of time-based maintenance.

Contains the threshold value of threshold-based maintenance.
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Field name

MaintenanceThresholdAttrib
ute

MaintenanceReachedValue

MaintenanceSupplier

MaintenanceDueDate

MaintenanceThreshold

MaintenanceThresholdAttrib
ute

MaintenanceReachedValue

MaintenanceType

MaintenanceCosts

RepairCosts

MaintenancePlannedStart

MaintenancePlannedEnd

MaintenanceActualStart

MaintenanceActualEnd
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Explanation

Contains the attribute name with the current operating count value of the
Configltem to undergo maintenance.

Contains the current operating count value of the Configltem to undergo
maintenance.

Contains the customer/supplier performing the maintenance.

Contains the due date of time-based maintenance.

Contains the threshold value of threshold-based maintenance.

Contains the attribute name with the current operating count value of the
Configltem to undergo maintenance.

Contains the current operating count value of the Configltem to undergo
maintenance.

Contains the type of the relevant Configltem that is to undergo
maintenance.

Contains the costs of the relevant Configltem that is to undergo
maintenance.

Contains the repair costs of the relevant Configltem that is to undergo
maintenance.

Contains the planned start time.

Contains the planned end time.

Contains the actual start time.

Contains the actual end time.
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MaintenanceType

MaintenanceCosts

RepairCosts

MaintenancePlannedStart

MaintenancePlannedEnd

MaintenanceActualStart

MaintenanceActualEnd
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Explanation

Contains the type of the relevant Configltem that is to undergo
maintenance.

Contains the costs of the relevant Configltem that is to undergo
maintenance.

Contains the repair costs of the relevant Configltem that is to undergo
maintenance.

Contains the planned start time.

Contains the planned end time.

Contains the actual start time.

Contains the actual end time.
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11.2 Configuration of Maintenance Planner Add-On Module

To configure settings for this function, select "KIX Pro" group in SysConfig.
After page has reloaded, select one of the subgroups:

Core::CMDBMaintenanceCheckScheduler
Core:ITSMConfigltem

Core::Ticket

Frontend::Agent::KSBSimilarTicketList
Frontend::Agent::Ticket::ViewMaintenanceDocumentation
Frontend::Agent::Ticket::ViewTicketZoomTabMaintenance

Classes for Time-Based Maintenance (see page 176)
Classes for Threshold-Based Maintenance (see page 177)
Relevant Deployment States (see page 177)

Checking Threshold-Based Maintenance (see page 177)
Link Types (see page 178)

Replacing the Current Configltem Version (see page 178)
Default Ticket Data (see page 178)

Ticket Attributes — Configltem-Attribute Mapping (see page 178)
Default Article Data (see page 179)

Scheduler Registration (see page 179)

Event for Validity Check (see page 179)

+ Validity Check — Parameters for Maintenance Planner (see page 180)
Validity Check — Parameters for Maintained Configltems (see page 180)
Event for Checking Value Update for Threshold-Based Maintenance (see page 181)
Writing Back Ticket Data to a Configltem (see page 181)

Configltem Attributes — Mapping of Dynamic Fields (see page 181)
Parameters for Searching for Similar Tickets (see page 181)
Permission for "Change" Popup (see page 181)

Setting Required Lock (see page 181)

Creating Maintenance Tickets (see page 181)

11.2.1 Classes for Time-Based Maintenance

SysConfig setting: CMDBMaintenanceCheckScheduler::CIClassesTimeBased

Using this setting, you define the Configltem classes relevant for time-based maintenance. The entry in the
field "Key" is the class name. The entry in the field "Content” can be "1" or "0". With the value "1",
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"NextCheckDateReminder" is used to check whether a maintenance ticket has to be created. With the value
0", "NextCheckDate" is used to check whether a maintenance ticket has to be created.

() Please note
This setting is required. This setting is initially delivered empty, so it is essential it is completed

before first use.

11.2.2 Classes for Threshold-Based Maintenance

SysConfig setting: CMDBMaintenanceCheckScheduler::CIClassesThresholdBased

Using this setting, you define the Configltem classes relevant for threshold-based maintenance. The entry in
the field "Key" is the class name. The entry in the field "Content” can be "1" or "0". With the value "1",
"NextCheckDateReminder" is used to check whether a maintenance ticket has to be created. With the value
"0", "NextCheckDate" is used to check whether a maintenance ticket has to be created.

() Please note
This setting is required. This setting is initially delivered empty, so it is essential it is completed
before first use.

11.2.3 Relevant Deployment States
SysConfig setting: CMDBMaintenanceCheckScheduler::ClCassesDeploymentStates

Using this setting, you define which deployment states are relevant for the respective class in order to check
whether a maintenance ticket has to be created. The entry in the field "Key" is the class name. The entry in
the field "Content" is the deployment state. Here you can specify several deployment states separated by

commas or semicolons.

(@ Note

Please note: This setting is also required. If no state is saved here, the Cls are not checked.
Attention: The English name of the deployment state must be entered.

11.2.4 Checking Threshold-Based Maintenance
SysConfig setting: CMDBMaintenanceCheckScheduler::CheckThresholdBased

Issued on: 13.02.2024 Page 177



KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
Maintenance Planner
Configuration of Maintenance Planner Add-On Module

Using this setting, you define whether threshold-based maintenance should also be checked by the
Scheduler. This can result in multiple tickets for the same maintenance if the check is run again. Default
value is "Yes".

11.2.5 Link Types

SysConfig setting: CMDBMaintenanceCheckScheduler::TicketLinkType

Using this setting, you define the link type between a maintenance ticket and the applicable Configltem.
Default value is "RelevantTo".

() Please note

This setting is required.

11.2.6 Replacing the Current Configltem Version
SysConfig setting: CMDBMaintenanceCheckScheduler::ReplaceClVersion

Using this setting, you define whether a change to the value for "Datum letzte Wartung (Date of last
maintenance)" or "Nachste Priifung (NextCheck)" replaces the current version of a Configltem ("Yes") or a
new version is created ("No"). Default value is "Yes".

11.2.7 Default Ticket Data

SysConfig setting: CMDBMaintenanceCheckScheduler::NewTicket###TicketData

Using this setting, you define the ticket data for new maintenance tickets. The entry in the field "Key" can be a
Configltem class followed by ":::" and a ticket attribute. The setting also serves as a fallback.

() Please note

This setting is required.

11.2.8 Ticket Attributes — Configltem-Attribute Mapping

SysConfig setting: CMDBMaintenanceCheckScheduler::NewTicket###TicketDataClAttributeMapping

Using this setting, you define the mapping as to which ticket attribute (entry in field "Key") receives its value
from which Configltem attribute (entry in field "Content"). The entry in the field "Key" can be a Configltem
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class followed by ":::" and a ticket attribute or a dynamic field. For dynamic fields, please use the syntax
"DynamicField_Fieldname". The entry in the field "Content" must start with "Maintenance:::", followed by an
attribute, if the attribute is a sub-attribute of a maintenance attribute in the relevant Configltem classes.

() Please note

This setting is required. It is recommended that you use a Configltem reference attribute (e.g.
"ServiceReference"), if the relevant ticket attribute is not a dynamic field. Only dynamic fields of the
type "Ticket" are possible.

11.2.9 Default Article Data
SysConfig setting: CMDBMaintenanceCheckScheduler::NewTicket###ArticleData

Using this setting, you define the article data for a newly created maintenance ticket. The setting also serves

as a fallback. The entry in the field "Key" can be a Configltem class followed by ":::" and an article attribute.

() Please note

This setting is required.

11.2.10 Scheduler Registration

SysConfig setting:
Daemon::SchedulerCronTaskManager:: Task###CMDBMaintenanceCheckScheduler

This setting is the registration of the Scheduler. When the Scheduler is running, all maintenance of relevant
Configltems is checked and maintenance tickets created if necessary. The value in the field "Content" for the
key "Scheduler" is a cron notation.

() Please note

This setting is required. Please only deactivate the setting if absolutely necessary. It is also
necessary for the daemon to be running.

11.2.11 Event for Validity Check

SysConfig setting: ITSMConfigltem::EventModulePre###100-CheckAttributes
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This setting is the registration for a Configltem event module that checks the content of Configltem
attributes BEFORE a new version of the Configltem is created. Use the following settings
"CheckClAttributes###ClAttributeValuesMaintenancePlan" and
"CheckClAttributes###CIAttributeValuesMaintenanceCl" to determine the parameters for the check. This
event also ensures that each maintenance plan is only used once in a Configltem to be maintained.

11.2.12 Validity Check — Parameters for Maintenance Planner

+ SysConfig setting: CheckAttributes###ClAttributeValuesMaintenancePlan

Using this setting, you define the Configltem attributes of Configltem class "MaintenancePlan" for the validity
check. The entry in the field "Key" is the attribute followed by ":::" and a specific value of the applicable
attribute. The entries in the field "Content" are other attributes that are obligatory when the special value is

used. If the check provides a negative result, an error message is displayed.

() Please note

This setting is required. The default setting specifies that, for time-based maintenance, the attribute
"Interval" must have a value. The default setting also specifies that the attribute "Contact" must have
content when the customer user type is set to "fixed".

11.2.13 Validity Check — Parameters for Maintained Configltems
+ SysConfig setting: CheckClAttributes###ClAttributeValuesMaintenanceCl

Using this setting, you define the Configltem attributes of the given Configltem class for the validity check.
The entry in the field "Key" is the class followed by "###" and a maintenance sub-attribute followed by ":::"
and a specific value of the respective attribute. The entries in the field "Content" are other attributes that are
obligatory when the special value is used. Use "Maintenance:::" in front of the obligatory attribute to identify it
as a sub-attribute of the respective Configltem class. If a class is not specified, the specific entry is used for
"CMDBMaintenanceCheckScheduler::CiClasses...". If a Configltem does not have a value for the specified
sub-attribute, the applicable attribute of the relevant maintenance plan Configltem is checked. If this also

fails, an error message appears.

() Please note

This setting is required. The default setting specifies that, for the maintenance currently being
considered, the attributes "Interval” and "NextCheckDate" must have a value if "time-based" has been
specified for the maintenance type. If "threshold-based" has been specified as the maintenance
type, the attributes "Maintenance" and "NextCheck" must have content.
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11.2.14 Event for Checking Value Update for Threshold-Based Maintenance

+ SysConfig setting: ITSMConfigltem::EventModulePost###100-ThresholdCheck

This is the registration of a Configltem event module for threshold-based maintenance. The module checks
whether a maintenance ticket should be created for a Configltem for threshold-based maintenance. The
relevant options from "Core::CMDBMaintenanceCheckScheduler" are used.

11.2.15 Writing Back Ticket Data to a Configltem

+ SysConfig setting: Ticket::EventModulePost###600-WriteMaintenanceTicketDatalntoCl

11.2.16 Configltem Attributes — Mapping of Dynamic Fields

+ SysConfig setting: UpdateMaintenanceClData###CIAttributeMapping

11.2.17 Parameters for Searching for Similar Tickets

+ SysConfig setting: KIXSideBarSimilarTickets###000 (010, 020)

11.2.18 Permission for "Change" Popup

+ SysConfig setting: Ticket::Frontend::AgentTicketMaintenance###Permission

11.2.19 Setting Required Lock

+ SysConfig setting: Ticket::Frontend::AgentTicketMaintenance###RequiredLock

11.2.20 Creating Maintenance Tickets

Checking whether maintenance tickets have to be created is performed either by the daemon in the
background or via this console script:

sudo -u www-data bin/kix.Console.pl Admin::MaintenancePlan::Check
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Here you will find different approaches to make using the module easier for you.

11.3.1 Adapting CI Classes for the Maintenance Planner

To save a maintenance plan for a Configltem, the ClI class of the Configltem has to be adapted as applicable
beforehand (path in installation "<KIXHome>/var/packagesetup/ InitialCIClassDefinitions/
MaintenanceCl.def").

11.3.1.1 Adapting for Time-Based Maintenance

If you would like to create time-based maintenance, adapt the code as follows:

Key

Name
Sear
Inpu

1,

Key

Name
Sear
Inpu

1,

Key

Name
Sear
Inpu

1,

=> 'AssignedCostCenter',

=> 'Assigned Cost Center',
chable => 1,
t => {
Type =>
ReferencedCIClassName =>
ReferencedCIClassLinkType =>

ReferencedCIClassLinkDirection =>
Required => 0,

=> 'CILocation',

=> 'Asset Location',
chable => 1,
t => {
Type =>
ReferencedCIClassName =>
ReferencedCIClassLinkType =>

ReferencedCIClassLinkDirection =>
Required => 0,

=> 'ResponsibleUser',

=> 'Responsible user',
chable => 1,
t => {
Type => 'Customer',

'CIClassReference’,
'Cost Center',
'RelevantTo',

'CIClassReference’,
'Location',
'RelevantTo',
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Key => 'Maintenance',
Name => 'Maintenance',
Searchable => 1,
Input => {
Type => 'CIClassReference',
ReferencedCIClassName => 'MaintenancePlan',
ReferencedCIClassLinkType => 'Includes',
ReferencedCIClassLinkDirection => 'Reverse',
Required => 1,
}s
Sub =>
{
Key => 'MaintenanceType',
Name => 'Maintenance type',
Input => {
Type => 'GeneralCatalog',
Class => 'ITSM::Configltem::Maintenance::Type',
Translation => 1,
Required => 0,
}s
}s
{
Key => 'TimeBased',
Name => 'Time based',
Input => {
Type => 'Dummy',
Required => 0,
}s
Sub => [
{
Key => 'Interval',
Name => 'Interval',
Searchable => 1,
Input => {
Type => 'GeneralCatalog',
Class => 'ITSM::ConfigItem::Maintenance::Interval',
Translation => 1,
Required => 0,
},
},
{

Key => 'NextCheckDate',
Name => 'Next check date',
Searchable => 1,
Input => {
Type => 'Date',
Required => 1,
},
CountMin => 0,
CountMax => 1,
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CountDefault => 1,

Key => 'NextCheckDateReminder',
Name => 'Next check date reminder',
Searchable => 1,
Input => {
Type => 'Date',
Required => 1,
},
CountMin => 0,
CountMax => 1,
CountDefault => 1,
},
1,
CountMin => 0,
CountDefault => 0,
CountMax => 1,

Key => 'TicketTemplate',
Name => 'Ticket-Template',
Searchable => 1,
Input => {
Type => 'TicketTemplateReference',
Required => 0,
}s
CountMin => 0,
CountDefault => 0,
CountMax => 1,
Key => 'MaintenanceSupplier',
Name => 'Maintenance supplier',
Input => {
Type => '"CIACCustomerCompany',
Required => 0,
}s
CountMin => 0,
CountMax => 1,
Key => 'PlannedMaintenanceTime',
Name => 'Planned maintenance time (min)',
Searchable => 1,
Input => {
Type => 'Text',
}s
CountMin => 0,
CountMax => 1,

CountDefault => 0,
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Key => 'LastMaintenanceDate',
Name => 'Last maintenance date',
Searchable => 1,
Input => {
Type => 'Date',
Required => 1,
}s
CountMin => 0,
CountMax => 1,
CountDefault => 0,

Key => 'MaintenanceNote',
Name => 'Maintenance note',
Searchable => 1,
Input => {
Type => 'TextArea',
Required => 1,
}s
CountMin => 0,
CountMax => 1,
CountDefault => 0,
}s

tMin => 0,
tMax => 10,

11.3.1.2 Adapting for Threshold-Based Maintenance

If you would like to create threshold-based maintenance, adapt the code as follows:

Key

Name
Sear
Inpu

1,

Key
Name

=> 'AssignedCostCenter',

=> 'Assigned Cost Center',
chable => 1,
t => {
Type => 'CIClassReference',
ReferencedCIClassName => 'Cost Center',
ReferencedCIClassLinkType => 'RelevantTo',

ReferencedCIClassLinkDirection => '',
Required => 0,

=> 'CILocation',
=> 'Asset Location',
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Input => {
Type => 'CIClassReference',
ReferencedCIClassName => 'Location',
ReferencedCIClassLinkType => 'RelevantTo',
ReferencedCIClassLinkDirection => '',
Required => 0,
}s
Key => 'ResponsibleUser',
Name => 'Responsible user',
Searchable => 1,
Input => {
Type => 'Customer',
}s
Key => 'Maintenance',
Name => 'Maintenance',
Searchable => 1,
Input => {
Type => 'CIClassReference',
ReferencedCIClassName => 'MaintenancePlan',
ReferencedCIClassLinkType => 'Includes',
ReferencedCIClassLinkDirection => 'Reverse',
Required => 1,
}s
Sub => [
{
Key => 'MaintenanceType',
Name => 'Maintenance type',
Input => {
Type => 'GeneralCatalog',
Class => 'ITSM::Configltem::Maintenance::Type',
Translation => 1,
Required => 0,
}s
}s
{
Key => 'ThresholdBased',
Name => 'Threshold based',
Input => {
Type => 'Dummy"',
Required => 0,
}s
Sub => [
{
Key => 'ThresholdAttribute',
Name => 'Threshold attribute',
Input => {
Type => 'Text',
Size => 50,
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Name =>
Input => {
Type
Size
MaxLength
Required

I

Key =>
Name =>
Input => {
Type
Size
MaxLength
Required

I
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=> 50,
=> O’

'"NextCheckThreshold',
'"Next check threshold',

=> 'Text',
=> 50,
=> 50,
=> 0,

'"NextCheckThresholdReminder"',
'"Next check threshold reminder (%)',

=> 'Text',
=> 50,
=> 50,
=> @’

Key => 'NextCheckThresholdIncrease',
Name => 'Automatic threshold increase by',

Searchable =>
Input => {

1,

Type => 'GeneralCatalog',

Class =>

'ITSM::Configltem::Maintenance: :ThresholdIncrease',
Translation => 1,
Required => 0,

I
1,

},
Sub => [
{
Key => 'ManualThresholdIncrease',
Name => 'Manual value for threshold qincrease',
Input => {
Type => 'Text',
Size => 50,
MaxLength => 50,
Required => 0,
RegEx => 'M\d+$',
},
},

1,

CountMin => 0,
CountDefault => 0,
CountMax => 1,
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Key => 'TicketTemplate',
Name => 'Ticket-Template',
Searchable => 1,
Input => {
Type => 'TicketTemplateReference',
Required => 0,
}s
CountMin => 0,
CountDefault => 0,
CountMax => 1,
Key => 'MaintenanceSupplier',
Name => 'Maintenance supplier',
Input => {
Type => '"CIACCustomerCompany',
Required => 0,
}s
CountMin => 0,
CountMax => 1,
Key => 'PlannedMaintenanceTime',
Name => 'Planned maintenance time (min)',
Searchable => 1,
Input => {
Type => 'Text',
}s
CountMin => 0,
CountMax => 1,

CountDefault => 0,

Key => 'LastMaintenanceDate',
Name => 'Last maintenance date',
Searchable => 1,
Input => {
Type => 'Date',
Required => 1,
}s
CountMin => 0,
CountMax => 1,
CountDefault => 0,

Key => 'MaintenanceNote',
Name => 'Maintenance note',
Searchable => 1,
Input => {
Type => 'TextArea',
Required => 1,
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b
CountMin => 0,
CountMax => 1,
CountDefault => 0,
b

1,

CountMin => 0,

CountMax => 10,

b
13

If required, you can also combine both types of maintenance with each other within a Cl class.

11.3.2 Composition of the Maintenance Intervals

In the following, you will find short examples of how the maintenance intervals are composed, and how
exactly they are used.

(@ Examples
‘WeekdayPerMonth'":
« Enter the following in the interval data: '[Every]::[Weekdays]'
- [Every] is a comma-separated list of the nth weekday in the month.
+ [Weekdays] is a comma-separated list of the days of the week.
+ Example showing every second Tuesday in the month: 2:::2

'‘Week', 'Month', 'Year"
+ Here you only have to enter a number in the interval data.
+ Example showing 2nd month: 2

Please note: For 'Onetime’ and 'Weekday', nothing is saved in the interval data.
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12 MRO Bundle Add-On Module
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12.1 Prelude

This manual is aimed at administrators who are going to work with KIX Professional MRO (Maintenance,
Repair, Overhaul).

As a standard system, the software supports your entire maintenance and repair process for building
services engineering, machines, systems, tools, and affected equipment.

Operational safety and processes become more structured. All processes required as part of regular
certifications (1SO, TUV) are facilitated.

Right after installation, the following basic functions that are often used in a service context are available to
you, among others

Device database/CMDB
Job management
Workflow management
Maintenance planner
Reporting

In addition to this manual, you can find further documents at: www.kixdesk.com?

3 https://www.kixdesk.com/en/
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12.2 Installation

To be able to use KIX MRO, KIX must already be installed on your system. If this is not the case, you can find
the applicable installation instructions at kixdesk.com®.

12.2.1 Installation under Debian / Ubuntu

Please add the following line to file /etc/apt/sources.list:

deb http://packages.kixdesk.com/customers/xxxxxxxxxxx/debian kixpro2017 stable

Once you have integrated your personal repository and have met the requirement, install KIX MRO as follows:

apt-get update
apt-get install kixpro kixpro-bundle-mro

12.2.2 Installation under OpenSUSE / SLES

Add the repository of KIX Professional:

zypper addrepo http://packages.kixdesk.com/customers/xxxxxxxxxxx/suse/kixpro2017/
stable kixpro

Once you have integrated your personal repository and have met the requirement, install KIX MRO as follows:

zypper refresh

zypper install kixpro kixpro-bundle-mro

12.2.3 Installation under CentOS / Red Hat

Create a new repository file /etc/yum.repos.d/kixpro.repo with the following content:

[kixpro]

name=kixpro

4 http://www.kixdesk.com
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baseurl=http://packages.kixdesk.com/customers/xxxxxxxxxxx/redhat/kixpro2017/stable
gpgcheck=1

enabled=1

gpgkey= proxy=_none_

Once you have integrated your personal repository and have met the requirement, install KIX MRO as follows:

yum check-updates

yum install kixpro kixpro-bundle-mro

12.2.4 Notes on Upgrade
Please note the following for all versions before KIX 17.7 which are upgraded to a higher version:

To transfer selected values from assigned objects to tickets, the package
"DFITSMConfigltemReferenceFetchClAttributes® has been integrated. If the object provides several attribute
values, only the first attribute value is taken over.

For the object classes "Computer”, "Hardware", and "Network" there is now the option to assign a location to
an object. These object classes have been expanded by the optional attribute "Location”

(@ Note

+ Object class definitions that are not present in the previous delivery state (if, for example,
there is more than one version of the object class definition) are NOT changed by the update.
The administrator must perform this manually themselves.

+ Object class definitions that do not exist are not created by the update.

If you have adapted Sysconfig keys yourself, added translations independently, or created your own fields in
the Ticketinfo sidebar, check these manually for the new wording. If errors occur in the interface, this is an
indication that SysConfig keys may still have to be adapted. Here, check your ZZZAuto.pm in the config
directory of your KIX for "old" terms. Here you can also find information for the SysConfig keys that have to
be adapted.

Due to the new wording, the translation for ticket type "Incident" is delivered as "Wartung (reaktiv)
(Maintenance (reactive))". +++ At certain points on the interface, the ticket type is not translated, however
example: Sidebar). If you would like consistent wording here, too, you should adapt the name of the affected
ticket type in the admin area. This impacts any ACLs and workflows that already exist, however. These then
also have to subsequently be adapted at the points where this ticket type is used.

5 http://git.intra.cape-it.de/Customerprojects/Generic/DFITSMConfigltemReferenceFetchClAttributes
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(@ Conclusion

All adaptations/additions/add-ons you have carried out yourself have to be checked and
manually adjusted.
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12.3 Components of KIX MRO Bundle

KIX MRO includes the modules Kanban Board, Maintenance Planner, and Field Service, along with certain
specific MRO add-ons.

+ Kanban Board (see page 195)

+ Maintenance Planner (see page 195)
+ Field Service (see page 195)

+ KIX MRO Add-Ons (see page 196)

Generating Cl Name (see page 196)

Event handler registration (see page 196)

Event handler configuration (see page 196)

Generating CI Number from Unique Attribute (see page 197)
Event handler registration (see page 197)

Event handler configuration (see page 197)

12.3.1 Kanban Board

The digital development of a sticky-note board: Visualize your work items, and create your own organization
and project structure.

+ Facilitates optimum deployment planning thanks to the fast and individually customizable
assignment of jobs
+ Permanent overview of availability and workload of your employees

12.3.2 Maintenance Planner

The purpose of maintenance work is to maximize the service life and planning of your technical equipment.
Due to regular, event-based maintenance that can be planned, you minimize device and machine downtimes.

+ Cyclical and threshold-based maintenance is supported
+ ltis possible to save templates (e.g. checklists) or maintenance contracts for each maintenance plan

(paperless documentation)

+ According to the maintenance plans, the system automatically creates the appropriate maintenance
jobs for the equipment and the teams

+ You are provided with an overview of all deadlines as the maintenance jobs are shown on a calendar

12.3.3 Field Service

Make the management, planning, and processing of jobs within technical field service easier.

Field Service optimizes all work steps from dispatching right up to the final documentation.
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+ Tour planning and management in a clear Kanban Board
+ Map view of geographically distributed work orders and error reports
+ End-to-end paperless documentation of the remediation, maintenance/repair orders
+ Intuitive Field Service app for Android-based mobile devices including:
+ Offline mode with automatic synchronization,
+ Checklist function
+ Digital signature and
+ Multiple encryption

You can find further information and configuration options at docs.kixdesk.com®.

12.3.4 KIX MRO Add-Ons

Once you have installed the MRO bundle, you can adapt the basic parameters of this add-on package as
required.

To configure the add-on, open "SysConfig" in the Admin area. Select SysConfig group "MROExtensions". A
default configuration is already contained in the package. You can change this as required. The relevant
SysConfig options are listed in the following sections.

12.3.4.1 Generating Cl Name

The automatic creation of a Cl name is activated for all new Cls of the class "CostCenter" by default.

12.3.4.2 Event handler registration
SysConfig: ITSMConfigltem :: EventModulePre # ## 200-GenerateNameFromAttributes

+ Registration of Cl event handler.

() Please note

If you do not want to automatically create the name of a new Cl, deactivate this registration option.

12.3.4.3 Event handler configuration
SysConfig: MRO ::GenerateNameFromAttributes###...

+ These configuration options are required if you use the event handler. The descriptions outline what
you have to do and how you configure it.

6 http://docs.kixdesk.com
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12.3.4.4 Generating Cl Number from Unique Attribute

By default, the automatic creation of a unique Cl number on the basis of a unique attribute value of a new Cl
is activated for all new Cls of the class "CostCenter".

12.3.4.5 Event handler registration
SysConfig: ITSMConfigltem :: EventModulePost ### 100-SetCINumberByUniqueAttribute

* Registration of Cl event handler.

() Please note

If you do not want to automatically create the Cl number from an attribute of a new Cl, deactivate
this registration.

12.3.4.6 Event handler configuration
SysConfig: MRO ::SetCINumberByUniqueAttribute :: ...

+ These configuration options are required if the event handler is used. The descriptions outline what
you have to do and how you must configure.
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13 Security Management
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13.1 General Information on Security Management

Security Management makes it possible to map the CMDB of KIX (as leading system) in external Security
Management systems (e.g. verinice.PRO) as far as possible. The security officer using the external system
can then, for example, apply the IT-Grundschutz (IT Baseline Protection) to the transferred Cls.

Using the REST interface of verinice.PRO and KIX, the measures to be implemented that are necessary to
comply with the Baseline Protection are subsequently recorded as individual tickets in KIX.

The IT department, which also uses KIX, can then process these tickets accordingly and implement the
associated measures, as well as log them on the ticket.

The process of collaboration between the two departments in the company is thereby supported and a
seamless and structured handover and documentation of tasks is ensured.

The module supports the following three aspects in verinice.PRO through the backends that are already
integrated. It is possible to use several backends at the same time.

Aspect Responsible backend

German Federal Office for Information Security Baseline BSI
Protection (BSI Grundschutz)

Information Security Management ISM
Modernized BSI Baseline Protection BSIModern
Please note

The relevant text data is already provided to display the description texts for the measures from verinice.PRO
("BSI-Grundschutz" aspect) in the article content. This comes from the "15. Erganzungslieferung" of the IT-
Grundschutz Katalog (15th Version of the IT Baseline Protection Catalog), which should also be used in
verinice.PRO (the catalog can be downloaded for free at "verinice.com”").

If there is a more up-to-date version (not the "IT-Grundschutz-Kompendium" (IT Baseline Protection
Compendium) - this is for modernized BSI Baseline Protection), the new texts can be used by unpacking the
updated catalog (zip) and saving the "m" folder contained therein in "kix-home/SecurityManagement/var/
verinice_BSI".

7 https://verinice.com/
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13.2 Installation of Security Management Add-On Module

13.2.1 Prerequisites

+ KIX Professional 17.x — same major and minor version as SecurityManagement. If your Security
Management has version 17.11.1, KIX Professional 17.11.0 at the least must be installed.
+ verinice.PRO 1.2x with applicable REST APl is available

13.2.2 Package Installation
Installation on Debian / Ubuntu

Please add the following line to file /etc/apt/sources.list:
deb http://packages.kixdesk.com/customers/xxxxxxxxxxx/debian kixpro2017 stable

Once you have integrated your personal repository and have met the requirement, install Security
Management as follows:

apt-get update apt-get install kixpro-security-management

Installation under OpenSUSE / SLES
Add the repository of KIX Professional:

zypper addrepo http://packages.kixdesk.com/customers/xxxxxxxxxxx/suse/kixpro2017/stable® kixpro
Once you have integrated your personal repository and have met the requirement, install
Security Management as follows:

zypper refresh zypper install kixpro-security-management

Installation on CentOS / Red Hat

Create a new repository file /etc/yum.repos.d/kixpro.repo with the following content:

[kixpro] name=kixpro baseurl=http://packages.kixdesk.com/customers/xxxxxxxxxxx/redhat/kixpro2017/
stable® gpgcheck=1

Once you have integrated your personal repository and have met the requirement, install Security
Management as follows:

yum check-updates yum install kixpro-security-management

8 http://packages.kixdesk.com/customers/xxxxxxxxxxx/suse/kixpro2016/stable
9 http://packages.kixdesk.com/customers/xxxxxxxxxxx/redhat/kixpro2016/stable
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13.2.3 Migration of Version 17.4.x

SecurityManagement 17.4.x was operated under the old name "verinice4KIX". From version 17.5.x, it is now
operating under "Security Management". When updating verinice4KIX, the following adjustments have to be
made so that everything works seamlessly together:

13.2.3.1 Changes to Relevant SysConfig Settings

+ Core:Verinicelnterface###RESTServiceURL
+ Reset to default, as key has been renamed. The following connection settings may also have
to be checked and modified.
+ Core:Verinicelnterface###SOAPServiceURL
+ Reset to default, as key has been renamed. The following connection settings may also have
to be checked and modified.

The following keys have to be reset due to regular changes in the configuration of dynamic fields:

+ Ticket::Frontend::KIXSidebarVeriniceTaskMainData###DynamicField
+ Ticket::Frontend::AgentTicketZoomTabVeriniceTaskData###DynamicField
+ Daemon::SchedulerCronTaskManager:: Task###CheckForVeriniceTask
+ Reset to default, as key has been renamed. The interval may have to be modified here.

13.2.3.2 Modifications in Admin Area

New dynamic fields are created due to changes in backend structure:

New field Content

TaskChapter Contains the measures title from verinice.PRO for the task.
Depending on the backend used, not all fields are relevant or
have a counterpart in verinice.PRO.

TaskConfigltemID Contains IDs of Cls involved from KIX.

TaskDescription Contains the measures chapter from verinice.PRO for the task.
TaskExternalCIName Contains Cl names of external system.

TaskID Contains the ID for the task of the external system (e.g. "dbid"

of a measure from verinice.PRO).
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Content

Contains the date of the measure from verinice.PRO for task
implementation.

Contains the explanation of the measure from verinice.PRO for
task implementation.

Contains the state of the measure from verinice.PRO for task
implementation. Depending on the backend used, not all fields
are relevant or have a counterpart in verinice.PRO.

Contains the measures title from verinice.PRO for the task.
Depending on the backend used, not all fields are relevant or
have a counterpart in verinice.PRO.

The mapping for KIX attributes to verinice attributes should always be checked.
Only update relevant — old dynamic fields can thereby be set as invalid:

« TaskVeriniceCIName
+ TaskMeasureTitle
+ TaskMeasureChapter

+ TaskMeasureDescription

+ TaskMeasurelmplementationlmplementation
+ TaskMeasurelmplementationByDate
+ TaskMeasurelmplementationExplanation

+ TaskMeasureVerinicelD
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13.3 Administration of Security Management

You can configure settings for using your Security Management in the Admin area of KIX via SysConfig. The
individual keys are explained in more detail in the following chapters.

13.3.1 Calling up Tasks in KIX

If you would like to manually synchronize modified objects from verinice.PRO to KIX, in a console, execute
the following command:

bin/kix.Console.pl Maint::Ticket::CheckForTasks

This command will otherwise be executed by the KIX daemon every 5 minutes.
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13.3.2.1 New Access Control List (ACL)

During installation, a new ACL is entered in the Admin area as a configuration. This hides the new ticket tab
"verinice Aufgabeninformationen (verinice task information)" if a ticket is not a verinice.PRO task ticket.

13.3.2.2 New Ticket Type

During installation, a new ticket type ("veriniceTask") is created. This is used by default to create new

verinice.PRO task tickets.

13.3.2.3 New Dynamic Fields

New dynamic fields are created during installation:

Name

TaskConfigltemID

TaskExternalCIName

TaskID

Task...

Tasklmplementation...

Function

Contains IDs of Cls involved from KIX.

Contains Cl names of external system.

Contains the ID for the task of the external system (e.g. "dbid" of a
measure from verinice.PRO).

Contains general values for the task (e.g.: the measures title from
verinice.PRO). Depending on the backend used (see Chapter ), not
all fields are relevant or have a counterpart in verinice.PRO.

Contains values for task implementation (e.g.: implementation
date of the measure from verinice.PRO). Depending on the
backend used (see Chapter ), not all fields are relevant or have a
counterpart in verinice.PRO.

"TaskConfigltemID", "TaskExternalCIName", and "TaskID" are set automatically as far as possible. All other
fields are populated through configured assignments.
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13.3.2.4 New ClI Classes

During installation, new Cl classes are created:

Name Function

Server Serves to represent a Configuration Item in verinice (e.g. of the server
category of the BSI-Grundschutz aspect).

ClientGroup Serves to represent the client category of the BSI-Grundschutz aspect
of verinice.PRO. A "Client" in verinice.PRO is a group of Cls with
identical properties.

13.3.2.5 New Ticket States

During installation, six new ticket states are created. A simple state workflow is also available.

Name Function

Task new Is set by default for new task tickets.

Task assigned Can be used to show that the task ticket has been assigned to an owner.
Task Can be used to show that the task ticket is being implemented.

implementation

Task rejected Can be used to show that the task ticket is not being implemented or that it is no
longer relevant or that the incorrect owner was selected.

Task done Can be used to show that the task ticket has been completed and the measure
implemented.

Task Can be used to show that the measure of the task ticket has been implemented

implementation satisfactorily and has therefore been accepted.

accepted
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13.3.3 Configuration of Security Management

SysConfig Options (see page 207)
SOAP Interface — URL (see page 207)
SOAP Interface — User Name (see page 207)
SOAP Interface — Password (see page 207)
SOAP Interface — SSL (see page 208)
REST Interface — URL (see page 208)
REST Interface — User Name (see page 208)
REST Interface — Password (see page 208)
REST Interface — SSL (see page 208)
Source Name (see page 209)
+ verinice Backends (see page 209)
Synchronization — Relevant Cl Classes (see page 209)
Synchronization — Attribute Mapping (see page 209)
Synchronization — Attribute Value Mapping (see page 210)
Synchronization — Link Type Mapping (see page 210)
Event Module for Ticket Changes (see page 210)
Ticket Type (see page 210)
Ticket State Workflow (see page 211)
Task Ticket — BSI Backend — Core Data (see page 211)
Task Ticket — BSI Backend — Article (see page 211)
Task Ticket — BSI Backend — Dynamic Fields — Mapping (see page 211)
Task Ticket — BSI Backend — Dynamic Fields — For Ticket Change (see page 212)
Task Ticket — BSIModern Backend — Core Data (see page 212)
Task Ticket — BSIModern Backend — Article (see page 212)
Task Ticket — BSIModern Backend — Dynamic Fields — Mapping (see page 213)
Task Ticket — BSIModern Backend — Dynamic Fields — For Ticket Change (see page 213)
Mapping KIX Identifier / verinice Identifier (see page 213)
Task Ticket — ISM Backend — Core Data (see page 213)
Task Ticket — ISM Backend — Article (see page 214)
Task Ticket — ISM Backend — Dynamic Fields — Mapping (see page 214)
Task Ticket — ISM Backend — Dynamic Fields — For Ticket Change (see page 214)
Task Ticket — Creation by Scheduler Module (see page 214)
Sidebar — Dynamic Fields (see page 215)
Ticket Tab — Dynamic Fields (see page 215)
Ticket Tab — Further Settings (see page 215)
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13.3.3.1 SysConfig Options

Following installation, you can configure certain settings in SysConfig.

For this, open SysConfig in the Admin area of KIX. Select the "Security Management" main group and one of
the following subgroups:

Core::Ticket
Core::Verinicelnterface
Daemon::SchedulerCronTaskManager::Task
Frontend::Agent::KIXSidebarBackend
Frontend::Agent::Ticket::ViewTicketZoomTabVeriniceTaskData

+ VeriniceSync::BSlI

+ VeriniceSync::BSIModern

+ VeriniceSync::ISM

+ VeriniceTask::BSI

+ VeriniceTask::BSIModern

+ VeriniceTask::ISM

Default configuration is already provided. You can adapt this in accordance with your requirements. The
following chapters explain the SysConfig options that can be configured.

(@ SysConfig option "Ticket::EventModulePost###ITSMConfigltemLinkAdd" is activated by installation.

13.3.3.2 SOAP Interface — URL

SysConfig option: Core::Verinicelnterface###SOAPServiceURL

Defines the service URL for SOAP requests for Cl synchronization with verinice.PRO.

@ This option is required and must be adapted.

13.3.3.3 SOAP Interface — User Name
SysConfig option: Core::Verinicelnterface###SOAPAuthenticationName

Defines the user name for accessing the SOAP interface of verinice.PRO.

(@ This option is necessary and default value is "admin".

13.3.3.4 SOAP Interface — Password

SysConfig option: Core::Verinicelnterface###SOAPAuthenticationPassword
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Defines the password for accessing the SOAP interface of verinice.PRO.

(@ This option is necessary and default value is "secret".

13.3.3.5 SOAP Interface — SSL
SysConfig option: Core::Verinicelnterface###SOAPNoSSLVerify

Deactivates SSL certificate validation for the SOAP interface, e.g. if a transparent HTTPS proxy is used.

(@ Activate this option at your own risk!

13.3.3.6 REST Interface — URL
SysConfig option: Core::Verinicelnterface###RESTServiceURL
Defines the service URL (Host) for the REST API of verinice (with port "8081" by default).

(@ This option is required and must be adapted.

13.3.3.7 REST Interface — User Name
SysConfig option: Core::Verinicelnterface###RESTAuthenticationName

Defines the user name for accessing the REST API of verinice.PRO.

(@ This option is necessary and default value is "verinice".

13.3.3.8 REST Interface — Password
SysConfig option: Core::Verinicelnterface###RESTAuthenticationPassword

Defines the password for accessing the REST API of verinice.PRO.

(@ This option is necessary and default value is "verinice".
13.3.3.9 REST Interface — SSL

SysConfig option: Core::Verinicelnterface###RESTNoSSLVerify

Deactivates SSL certificate validation for the REST API, e.g. if a transparent HTTPS proxy is used.
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@ Activate this option at your own risk!

13.3.3.10 Source Name

SysConfig option: Core::Verinicelnterface###SourceName

Defines the name of the source. The name is used for synchronization of the KIX CMDB with verinice.PRO.
This means Cls that were created with the same source name through a previous synchronization can be
determined and updated in verinice.PRO. Furthermore, the name serves to link verinice.PRO task tickets to
synchronized Cls in KIX.

(@ This option is necessary and default value is "KIX".

13.3.3.11 verinice Backends
SysConfig option: Core::ActiveBackends

Defines which backends are active for verinice. Only active backends are taken into account for
synchronization, task ticket creation, and the feedback of ticket changes to verinice.PRO.

(@ This option is required.

13.3.3.12 Synchronization — Relevant Cl Classes
SysConfig option: VeriniceSync::[Backend_Name]###RelevantCIClasses

Defines which Cl classes can be used in the synchronization view. The key must be the Cl class and the

content the ID of the corresponding object in verinice (e.g. "server”, "asset’, or "it-system").

This option is required. The values which are possible from verinice.PRO can be found in the file
"SNCA.xml" from verinice.PRO.

13.3.3.13 Synchronization — Attribute Mapping
SysConfig option: VeriniceSync::[Backend_Name]###AttributeMapping

Defines the mapping for the synchronization of Cl attributes with the applicable object attributes in
verinice.PRO. The key must be the Cl class, followed by three colons and the CI attribute. The content should
be the ID of the applicable object attribute in verinice.PRO.

(@ This option is required. The values which are possible from verinice.PRO can be found in the file
"SNCA.xml" from verinice.PRO.
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13.3.3.14 Synchronization — Attribute Value Mapping
SysConfig option: VeriniceSync::[Backend_Name]###AttributeOptionMapping

Defines the mapping for synchronization of the available options of a Cl attribute (dropdown) with the
options of the applicable object attribute in verinice.PRO. The key must be the Cl class followed by three
colons and the Cl attribute, followed by a further three colons and the option itself. The content should be the
ID of the applicable object attribute option in verinice.PRO.

(@ The values which are possible from verinice can be found in the file "SNCA.xml" from verinice.PRO.

13.3.3.15 Synchronization — Link Type Mapping
SysConfig option: VeriniceSync::<BackendName>###LinkTypeMapping

These options determine how the mapping of the link types is to look from KIX to verinice.PRO. The keys
have the form <Source-Cl-Class>::<Target-Cl-Class>::<Link-Type>. Fixed values from verinice.PRO are the
content (see SNCA.xml there)

) VeriniceSync:: | SM#EHLINkTypeMapping  key Content
Defines the mapping for the synchronization of the
links. Key must be the classes involved in the link
(seperated by a triple colon) followed by a triple Server::Server::Includes rel_asset_asset_raum B
colon and the lin... Show more

Semver::Server::DependsCn rel_asset_asset =]

Figure: Link Type Mapping

13.3.3.16 Event Module for Ticket Changes
SysConfig option: Ticket::EventModulePost###444-VeriniceTaskTicketForwarding

Event module to transfer changes to a task ticket to verinice.PRO. Under
"SetKIXWorkflowOfTaskOnTicketState" you can define which ticket state sets which KIX workflow state in
verinice.PRO.

() By default, when the task is assigned ("Task assigned"), the KIX workflow state in verinice.PRO is set
to "Ongoing" and when the task implementation is accepted ("Task implementation accepted"), it is
set to "Ended".

13.3.3.17 Ticket Type

SysConfig option: VeriniceTicketType

Ticket type for verinice task tickets.
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(@ This option is necessary and default value is "veriniceTask".

13.3.3.18 Ticket State Workflow

SysConfig option: TicketStateWorkflowExtension###veriniceTask
Defines the ticket state workflow for verinice task tickets.

(@ So that the workflow is applied and the ticket states restricted applicably, SysConfig option
"Ticket::Acl:Module###950_TicketStateWorkflow" must be activated.

13.3.3.19 Task Ticket — BSI Backend — Core Data
SysConfig option: VeriniceTask::BSI###TicketData

Defines the core data of a new verinice.PRO task ticket. For "Titel (title)" placeholders such as
"<VERINICE_mnums_id>" or "<VERINICE_server_name>" are possible for verinice attributes. The possible
attribute placeholders for measures ("mnums"), modules ("bstumsetzung"), and Cls ("server" or "client") can
be found in the file "SNCA.xml" from verinice.PRO.

@ This option is required.

13.3.3.20 Task Ticket — BSI Backend — Article
SysConfig option: VeriniceTask::BSI###ArticleData and VeriniceTask::BSl###ArticleDataBody

Article data of a newly created verinice task ticket. For "Subject" or the body text, placeholders such as
"<VERINICE_mnums_id>" or "<VERINICE_server_name>" are possible for verinice.PRO attributes. The
possible attribute placeholders for measures ("mnums"), modules ("bstumsetzung"), and Cls ("server" or
"client") can be found in the file "SNCA.xml" from verinice.PRO.

(@ This option is required. For the body text, the special placeholder
"<VERINICE_mnums_bsi_description>" is also possible (already entered by default). The description
text of the measures from the BSI Baseline Protection Catalog (see Chapter ) is thereby entered at
the applicable point.

13.3.3.21 Task Ticket — BSI Backend — Dynamic Fields — Mapping

SysConfig option: VeriniceTask::BSI###TicketDataDynamicFieldMapping
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Defines the mapping for dynamic fields of new verinice.PRO task tickets. The key is the dynamic field and the
content the verinice.PRO attribute. Possible verinice.PRO attributes can be found in the file "SNCA.xml" from
verinice.PRO.

(@ This option is required.

13.3.3.22 Task Ticket — BSI Backend — Dynamic Fields — For Ticket Change
SysConfig option: VeriniceTask::BSI###DynamicFieldsForResponse

Defines which dynamic fields are transferred to verinice.PRO by the event module (see Chapter ) in the event
of changes to task tickets (1 = active, 0 = inactive). Mapping (see Chapter ) must be configured for the
dynamic fields.

@ This option is required.

13.3.3.23 Task Ticket — BSIModern Backend — Core Data
SysConfig option: VeriniceTask::BSIModern###TicketData

Defines the core data of a new verinice task ticket. For "Titel (title)" placeholders such as
"<VERINICE_bp_safeguard_id>" or "<VERINICE_bp_itsystem_name>" are possible for verinice attributes. To
define values for a certain verinice object type only, the KIX identifier (followed by three colons) can be
placed in front of the ticket attribute (e.g. "Module:::Title"). Entries without KIX identifier are the default.

(@ This option is required.

13.3.3.24 Task Ticket — BSIModern Backend — Article
SysConfig option: VeriniceTask::BSIModern###ArticleData

Article data of a newly created verinice.PRO task ticket. For "Subject” and "Body" placeholders such as
"<VERINICE_bp_safeguard_id>" or "<VERINICE_bp_itsystem_name>" are possible for verinice.PRO attributes.
For "Body" certain DOM elements are also possible (e.g. <br />, for "line breaks" - if the "ContentType" is
specified as "text/html"). To define values for a certain verinice.PRO object type only, the KIX identifier
(followed by three colons) can be placed in front of the article attribute (e.g. "Module:::Subject"). Entries
without KIX identifier are the default.

(@ This option is required.
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13.3.3.25 Task Ticket — BSIModern Backend — Dynamic Fields — Mapping

SysConfig option: VeriniceTask::BSIModern###TicketDataDynamicFieldMapping

Defines the mapping for dynamic fields of new verinice.PRO task tickets. The key is the dynamic field and the
content the verinice.PRO attribute. To define values for a certain verinice.PRO object type only, the KIX
identifier (followed by three colons) can be placed in front of the dynamic field

(e.g. "Module::TaskTitle"). Entries without KIX identifier are the default.

(@ This option is required.

13.3.3.26 Task Ticket — BSIModern Backend — Dynamic Fields — For Ticket Change

SysConfig option: VeriniceTask::BSIModern###DynamicFieldsForResponse

Defines which dynamic fields are transferred to verinice.PRO by the event module (see Chapter) in the event
of changes to task tickets (1 = active, 0 = inactive). Mapping (see Chapter ) must be configured for the
dynamic fields.

(@ This option is required.

13.3.3.27 Mapping KIX Identifier / verinice Identifier
SysConfig option: VeriniceTask::BSIModern###VeriniceObjects

This option defines which objects from verinice.PRO are considered for verinice.PRO task tickets in KIX. The
"Key" is the KIX-internal identifier and "Value" the applicable object identifier (type) in verinice.PRO.

13.3.3.28 Task Ticket — ISM Backend — Core Data

SysConfig option: VeriniceTask:: ISM###TicketData

Defines the core data of a new verinice.PRO task ticket. For "Titel (title)" placeholders such as
"<VERINICE_control_name>" or "<VERINICE_asset_name>" are possible for verinice.PRO attributes. The
possible attribute placeholders for controls ("control"), control group ("controlgroup"), and Cls ("asset") can
be found in the file "SNCA.xml" from verinice.PRO.

@ This option is required.
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13.3.3.29 Task Ticket — ISM Backend — Article
SysConfig option: VeriniceTask:: ISM###ArticleData and VeriniceTask::ISM###ArticleDataBody

Article data of a newly created verinice task ticket. For "Subject" or the body text, placeholders such as
"<VERINICE_control_name>" or "<VERINICE_asset_name>" are possible for verinice attributes. The possible
attribute placeholders for controls ("control"), control groups ("controlgroup"), and Cls ("asset") can be found
in the file "SNCA.xml" from verinice.PRO.

@ This option is required.

13.3.3.30 Task Ticket — ISM Backend — Dynamic Fields — Mapping
SysConfig option: VeriniceTask::ISM###TicketDataDynamicFieldMapping

Defines the mapping for dynamic fields of new verinice.PRO task tickets. The key is the dynamic field and the
content the verinice.PRO attribute. Possible verinice.PRO attributes can be found in the file "SNCA.xml" from
verinice.PRO.

@ This option is required.

13.3.3.31 Task Ticket — ISM Backend — Dynamic Fields — For Ticket Change

SysConfig option: VeriniceTask:: ISM###DynamicFieldsForResponse

Defines which dynamic fields are transferred to verinice.PRO by the event module (see Chapter) in the event
of changes to task tickets (1 = active, 0 = inactive). Mapping (see Chapter ) must be configured for the
dynamic fields.

(@ This option is required.

13.3.3.32 Task Ticket — Creation by Scheduler Module

SysConfig option: Daemon::SchedulerCronTaskManager::Task###CheckForVeriniceTask

Scheduler module registration (Scheduler) to check whether there are new verinice.PRO tasks and create
new tickets for this as applicable. The content for "Schedule" is a cron notation.

(@ The check is performed every 5 minutes by default.
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13.3.3.33 Sidebar — Dynamic Fields
SysConfig option: Ticket::Frontend::KIXSidebarVeriniceTaskMainData###DynamicField

Determines the dynamic fields that are shown in the "verinice Aufgaben-hauptinformationen (verinice task
main information)" sidebar in the agent frontend. Possible settings are "0" for "nicht anzeigen (do not show)"
and "1" for "anzeigen (show)".

13.3.3.34 Ticket Tab — Dynamic Fields
SysConfig option: Ticket::Frontend::AgentTicketZoomTabVeriniceTaskData###DynamicField

Determines the dynamic fields that are shown in the "verinice Aufgabeninformationen (verinice task
information)" tab in the agent frontend. Possible settings are "0" for "nicht anzeigen (do not show)" and "1"
for "anzeigen (show)", as well as "2" for "anzeigen und als Pflichtfeld markieren (show and mark as
mandatory field)".

13.3.3.35 Ticket Tab — Further Settings
SysConfig option: Ticket::Frontend::AgentTicketZoomTabVeriniceTaskData###***

These options determine which rights a user must have to be able to use the tab, whether the ticket must be
locked, whether the ticket state can be changed, and which ticket states are available in the process (based
on their state types).

(@ Some options are required.
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13.3.4 Preparation for Use

13.3.4.1 Preparation for verinice

To synchronize Cls and determine verinice tasks, the respective interface URLs (see Chapter and ), and the
users and passwords for this if applicable (see Chapter and as well as and ), have to be adapted to their
environment in SysConfig.

Objects of the category "Client" in the BSI-Grundschutz aspect in verinice represent groups of Cls with the
same configuration. The new class "ClientGroup" has been created to depict this in KIX. So that this can
determine its corresponding "Clients" a new attribute has to be inserted into the class definition in the
applicable Cl classes (for example "Computer"):

{

Key => 'ClientGroup',

Name => 'ClientGroup',

Searchable => 1,

Input => {
Type => 'CIClassReference',
ReferencedCIClassName => 'ClientGroup',
ReferencedCIClassLinkType => 'Includes',
ReferencedCIClassLinkDirection => 'Reverse',
ReferencedCIClassReferenceAttributeKey => 'Name',
Required => 1,
3,

3,

In the "Client" Cls concerned in KIX, the relevant "ClientGroup" Cl in the new attribute must then be selected.
This means the Cls are also linked with each other. In verinice.PRO, after synchronizing the "ClientGroup" Cl,
the number of "Clients" (the linked Cls of the "ClientGroup" Cl) is visible as an attribute.

13.3.4.2 Synchronization

So that Cls can be synchronized, 3 prerequisites must be met. They must belong to a class configured in
SysConfig (see Chapter ), mapping for this class should be available (see Chapter and ), and the attribute
"Synchronization with verinice" must be set to "Yes" for the applicable Configuration ltem:

{
Key => 'VeriniceSync',
Name => 'Synchronization with verinice',
Input => {
Type => 'GeneralCatalog',
Class => 'ITSM::ConfigItem::YesNo',
Translation => 1,
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Required => 1,
}s
}s

Due to the installation of the "Security Management" module, the "Server" class (copy of the default class
"Computer") has been created. This already contains certain verinice.PRO-related attributes (e.g. protection
requirements), as well as the attribute "Synchronization with verinice". The "Server" class is also pre-
configured for all 3 backends provided (please see Chapter ).

In the "CMDB" menu, the new sub-item "verinice Sync" is available, which can be used to open the
synchronization overview. This displays all the configured classes, the backends that they are configured for,
and the number of Cls to be synchronized. Following synchronization, a window appears with a result
showing the number of Configuration Items that have been created or changed in verinice.PRO. Any errors
are also shown with a reference to the respective relevant error log.

Synchronization can also be performed manually via a terminal with the CLI module
"Maint::ITSM::SyncConfigltemsToVerinice".

In verinice, the new Configuration Items in the respective aspect then only have to be moved from the
"imported objects” into the applicable relevant object category using "Cut" and "Paste".

() Please note

If a class is configured for several backends, the relevant Cls are created/updated for each backend
concerned. This means a Configuration Item in KIX can be present up to 3x (in different forms
depending on the backend and mapping) in verinice.PRO.

13.3.4.3 verinice Task Tickets

For tickets to be created, in verinice.PRO, "modules" from the "IT Baseline Protection Catalog" ("BSI-
Grundschutz") or the "IT Baseline Protection Compendium" ("Modernisierter BSI-Grundschutz") or controls
(ISM aspect) must be assigned to the synchronized Configuration ltems. For the measures/controls
contained in the modules, the attribute "KIX Workflow Status (KIX Workflow State)" must be set to "Starte
Workflow (Start workflow)".

In KIX, the scheduler queries by default every 5 minutes using REST whether there are "Tasks" (measures/
controls) in verinice.PRO with a started KIX Workflow. If there are applicable "Tasks", a new verinice task
ticket is created in KIX for each "Task". If there is already an open ticket for this "Task", only the dynamic
fields are updated.

The CLI module "Maint::Ticket::CheckForTasks" used in the scheduler can also be executed manually via a
terminal.

When creating a ticket, the next free "KIX Ticket X" attribute of the measure/control in verinice is populated
with the link to the ticket and the ticket number. This means the link to the KIX tickets is also saved in
verinice.
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As long as the workflow state remains on "Starte Workflow (Start Workflow)", during the next request (via the
scheduler or also manually via terminal), the measure/control will be considered again and, if an open ticket
for

this "Task" no longer exists in KIX, another verinice.PRO task ticket is created for this "Task" and the next free
"KIX Ticket X" attribute populated in verinice.PRO.

Once a task has been implemented, the implementation state and further information can be transferred to
verinice.PRO by setting the relevant ticket state for the verinice task ticket in KIX.
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14 Telephone Integration
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14.1 Configuration of Telephone Integration Add-On Module

Once you have installed the package, you can configure all the necessary parameters for communicating
with the telephone system in SysConfig. Select SysConfig group "CTI4KIX". After page has reloaded, select
subgroup "Core".

During installation, two new permission groups are created: "CTI" and "CTIManager" to manage access to the
CTI functions. The group "CTI" is reserved for future use. The "CTIManager" module is a log of all current or
past CTl activities. Only agents with "rw" permissions in the group "CTIManager" have access to this.

Following installation, three new widgets "TelefonID (PhonelD)" /"PhonelDType" / "PhonelP" are available in
an agent's personal settings. Adapt these settings in line with your circumstances.

Selection of Backend (see page 220)
Customer User PhonelD Type Mapping (see page 220)
Customer User PhonelD Type Mapping - Standard (see page 221)
Customer User PhonelD Mapping (see page 221)
+ Agent PhonelD Type (see page 221)
Incoming Calls — Filter (see page 221)
Recognition of Extension Number (see page 222)
Completion of Number Extension (see page 222)
Default Country Code (see page 222)
Settings for Outgoing Calls (see page 222)
Displaying Telephone Number Selection (see page 223)
Search Type for Searching for Agents and Contact Persons for Incoming Calls (see page 223)
Searching for Customers (see page 223)

14.1.1 Selection of Backend

SysConfig setting: CTl::BackendModule

Using this setting, you define which backend is to be used for CTI. The HTTP backend (Action URL handling)
is available and selected by default. If you have installed other backend modules in KIX Professional, these
can also be selected.

14.1.2 Customer User PhonelD Type Mapping
SysConfig setting: CTl::Parameters###CustomerUserPhonelDTypeAttribute

Using this setting, you define which attribute of a customer user specifies the type of telephone number. The
type can be a telephone number, a Session Initiation Protocol (SIP), or a MAC address, depending on your
installed backend.
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Default value is "UserPhoneType". A different type can be used for each customer.

14.1.3 Customer User PhonelD Type Mapping - Standard

SysConfig setting: CTl::Parameters###CustomerUserPhonelDTypeDefault

Using this setting, you define the default type of the telephone number if no type is specified in
"CTl::Parameters###CustomerUserPhonelDTypeAttribute".

14.1.4 Customer User PhonelD Mapping

SysConfig setting: CTl::Parameters###CustomerUserPhonelDAttributes
SysConfig setting: CTl::Parameters###CustomerUserPhonelDAttributeDefault

Using this setting, you define which attributes of a customer user can be used as the telephone number. The
type can be a telephone number, a Session Initiation Protocol (SIP), or a MAC address, depending on your
installed backend.

"UserPhone" and "UserMobile" are used by default.

14.1.5 Agent PhonelD Type

SysConfig setting: CTl::Parameters###AgentPhonelDTypeDefault

Using this setting, you define the type of the telephone number of an agent. The type can be a telephone
number, a Session Initiation Protocol (SIP), or a MAC address, depending on your installed backend.

Default value is "Telephone number".

14.1.6 Incoming Calls — Filter

SysConfig setting: CTl::Parameters###IncomingPhonelDSrcFilterRegEx
SysConfig setting: CTl::Parameters###IncomingPhonelDDestFilterRegEx

For incoming calls, parts of the source or target parameters can be restricted by a filter. If the format of the
parameters does not match the value in the database, this can be adapted by RegEx.

An example of the source:

+ Value in the database: 00493715347
Format of the incoming call: #000134@00493715347

Here, the RegEx must extract the part following "@" so that the value matches the value in the database.
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14.1.7 Recognition of Extension Number
SysConfig setting: CTl::Parameters###ExtensionNumberLengthThreshold

Using this setting, you define the length threshold of a phone number. If the number is within this threshold, it
is interpreted as an extension number.

Default value is "3".

14.1.8 Completion of Number Extension

SysConfig setting: CTl::Parameters###ExtensionNumberCompletion

Using this setting, you define the first part of a telephone number to complete an extension number.

14.1.9 Default Country Code

SysConfig setting: CTl::Parameters###DefaultCountryCode

Using this setting, you define the default country code.

14.1.10 Settings for Outgoing Calls

The following settings are required to configure the functionality for outgoing calls. Please note that
outgoing calls are only possible when a telephone number is available for the contact person of the ticket
AND for the current agent. If this is not the case, the applicable dialog is not displayed.

Please note that all settings with "HTTP" only apply for the HTTP backend. If you use another backend,
please refer to the documentation for this backend.

SysConfig setting: CTl::Backend::HTTP::Parameters###DialFrom

Depending on your infrastructure, the server can take over the central communication for dialing. It is
possible that the server is sometimes not able to dial because of a firewall, for example. This setting can
then be changed to "Client". This means a user can directly dial from the web browser, initiated via
Javascript.

SysConfig setting:CTl::Backend::HTTP::Parameters###DialOutURL

This setting defines the URL template that is used for outgoing calls. If the telephone system supports "dial-
byURL", KIX Professional can automatically archive the outgoing calls of agents, and assign them to the
applicable tasks. This URL contains the telephone number of the agent and destination phone number.

SysConfig setting: CTl::Backend::HTTP::Parameters###DialOutProxyURL
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Using this setting, you define the proxy URL for outgoing calls. This setting is only useful if the value "Server"
has been selected in "CTl::Backend::HTTP::Parameters###DialFrom". The setting must be deactivated if no
proxy is used.

SysConfig setting: CTl::Backend::HTTP::Parameters###ClientDialServerFeedbackURL

Using this setting, you define the URL template that is used for client-based dialing in order to inform the
server.

14.1.11 Displaying Telephone Number Selection

SysConfig setting:
CTl::Backend::HTTP::Parameters###AgentPhoneOutboundEnablePhonelDSelection

A selection list can be displayed for an outgoing call. In the list, the agent can select the number from which
the outgoing call is initiated.

14.1.12 Search Type for Searching for Agents and Contact Persons for
Incoming Calls
SysConfig setting: CTl::Parameters###SearchType

Using this setting, you define the search type that is to be used to search for agents or contact persons for
incoming calls. "Live" is slower but performs a live search and updates the metadata in the database. "Meta"
is faster but only uses the metadata saved in the database.

14.1.13 Searching for Customers

SysConfig setting: CTl:Parameters###AgentPhoneNewCTIActionForCustomerUserLookUp

Using this setting, you define which CTI action triggers the search for customers when an agent opens a new
ticket during an incoming call. The action "CONNECTED" is set by default, which means that an incoming call
is connected to a user's telephone.
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14.2 Installation of Telephone Integration Add-On Module

14.2.1 Requirements for the Telephone System

14.2.1.1 Basic Requirements

In order to be able to use the CTI add-on for KIX, the telephone system must fundamentally be able to
address a particular URL (action URL) for certain actions (at least INCOMING and CONNECTED). The
telephone system must also support dial by URL, i.e. it must be possible to call up a URL and thereby inform
the telephone system that a certain destination number has been called by the phone at a workstation.

14.2.1.2 Incoming calls

The telephone system informs KIX of an action by calling up a URL (e.g. INCOMING):
<FQDN of KIX Server>/cti.pl?Action=<Action>&Src=<ID>&Dest=<ID>
e.g.: http://.../cti.pl?Action=INCOMING&Src=03715347620&Dest=1234

This URL would be called up, for example, for an incoming call from the number 0371/5347-620 to the
internal number (extension) 1234. The destination number can also contain the complete sequence of
numbers (incl. country code, area code, and main number).

Fundamentally every type of ID (IP, MAC, SIP, phone number,...) is supported as long as this ID is saved on
the applicable dataset (customerID/employee) in KIX. Different types of IDs can be used for each contact
person and agent.

Support for the following actions/events (designation can vary depending on the telephone system) is the
best:

INCOMING A caller is calling.
MISSED The phone call was missed.
CONNECTED The call is connected by the telephone system to a workplace telephone,

i.e. the employee has picked up.

HANGUP The phone call has ended.
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14.2.1.3 Outgoing calls

So that KIX can automatically archive the outgoing phone calls of employees, and assign them to the
applicable processes, the telephone must support dial by URL. This means that when dialing a certain phone
number, calling up a URL is sufficient. This URL contains the phone number/ID of the employee's phone and
the desired destination phone number/ID.

The CTI module also supports a direct dial by URL via the employee's telephone. Here the IP of the applicable
telephone must be available in the dataset of the employee.

After KIX has called up the URL, the telephone system dials the destination phone number and connects the
call to the phone of the applicable employee.

Example (server dial): <FQDN of telephone system server>/dialOut?
Src=12348&Dest=03715347620

Example (telephone dial): <FQDN of telephone>/dialOut?Number=03715347620

The structure of the URL is specified by the telephone system and can be configured in KIX. Here, KIX can
also use a connection via a proxy server (incl. authentication) for the server dial out.

14.2.2 Package Installation

Install the package "kixpro-cti" using "Paketverwaltung (Package Administration)" (Menu "Admin" area
"System Administration") or using the command line.

14.2.3 Integration in Your Telephone System

CTI4KIX already has a CTl backend. This supports communication between KIX Professional and your
telephone system by using HTTP requests.

14.2.4 HTTP Backend — Configuration of ActionURLs

To be able to use the HTTP backend and all CTI functions, your telephone system must support so-called
"ActionURLs". The required ActionURLs must be configured to your phone so that communication with the
CTI4KIX add-on is possible.

For each required ActionURL, this URL must be configured:
<FQDN of KIX Server>/cti.pl?Action=<Action>&Src=<ID>&Dest=<ID>
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The parameter "ID" can be any identifier (MAC, SIP, telephone number) as long as the identifier is identical to
that in the contact entry of an agent or a contact person. The parameter "Action” can be one of the following:

INCOMING An incoming telephone call has been registered in your telephone
system.
MISSED An incoming telephone call was not connected to a telephone, and the

caller has hung up.

CONNECTED An incoming telephone call has been connected to a telephone.

HANGUP The telephone call has been ended.

To identify the correct customer contact and the destination of an incoming call, the action CONNECTED
must at least be configured. If this communication is correctly configured and works, an agent can open the
input screen for a new ticket once they have picked up the phone. The information about the caller and all
corresponding information (for example, assigned Configltems) is shown at this stage if it is possible to find
this in the customer database.

() Please note

If you use another CTI backend, please read the documentation for this backend for further
information.
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15 Time Accounting
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15.1 Installation of Time Accounting Add-On Module

15.1.1 Prerequisites

KIX Professional 17 — current version

15.1.2 Package Installation

Install the package "KIXTicketAccounting" using "Paketverwaltung (Package Administration)" (Menu "Admin"
area "System Administration") or using the command line.
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15.2 Configuration of Time Accounting Add-On Module

Begriff

PreferencesGroups###PreferencesTimeAccountin
g

Frontend::Module###AgentTicketTimeAccounting
Edit

Frontend::Module###AgentTicketZoomTabTimeAc
counting

Frontend::Output::FilterElementPre###TimeAccoun
tinglnputStyleHHMM

Frontend::Output::FilterElementPre###TimeAccoun
tingTimeUnitsCheck

Loader::Agent::CommonJS###900-
KIXTicketTimeAccounting
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Erklarung

Registration of a new personal setting.

Frontend module registration.

Frontend module registration

De-/activates output filter for the layout change for
entering time in format hh:mm

"TemplateFileRege  Permits restriction to

xp" certain tt files
"'ReferToEditTimeT Regular expression which
abRegexp" includes all ticket

templates which permit
the editing of time
accounting.

Posted times must always
be edited in the time
accounting tab.

De-/activates output filter for determining the
minimum time to be posted.

"MinimumTimeUni
,tS n

Specifies the minimum
time to be entered in
minutes.

Registration of JS-Dateien.
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Loader::Agent::CommonCSS###900-
KIXTicketTimeAccounting

Ticket::Acl::Module##4#500-
AccountetTimeRestrictTicketStates

Ticket::CustomModule###900-
KIXTicketTimeAccounting

Ticket::Frontend::AgentTicketTimeAccountingEdit#
##Permission

Ticket::Frontend::AgentTicketZoomTabAccountedT
ime###AccountedTimeArticle

Ticket::Frontend::AgentTicketZoomTabTimeAccou
nting###RedirectURL

TicketTimeAccounting::ReferenceFields###InitialR
eference

Issued on: 13.02.2024

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
Time Accounting
Configuration of Time Accounting Add-On Module

Erklarung

Registration of CSS-Dateien.

Ticket ACL to restrict ticket states and ticket
actions for tickets without time entry.

Expansion of thetTicket function.

Required permision.

When the working time is recorded without article,
should these time units then be attached to an
article?

URL for redirecting when popup is closed.

Specification of the pre-selected posting reference

"Ticket Owner Personal preference of

Attribute” ticket owner.
"Ticket Responsible ~ Personal preference of
Attribute” person responsible for

the ticket

"Current User
Attribute”

Personal preference of
agent.

Preference saved on the
ticket

"Ticket Attribute”
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Erklarung

Configuration for the first reference field:

"DynamicField"

"PreferenceDynamic

Field"

"Mandatory"

"ShowlInStats”
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Dynamic field for
reference (article based)

Dynamic field for
preference (ticket
based)

Mandatory field setting
for
AgentTicketTimeAccount
ingEdit" and
AgentTicketZoomTabTi
meAccounting”

Use reference in
statistics
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Erklarung

Configuration for the second reference field:

"DynamicField"

"PreferenceDynamic

Field"

"Mandatory"

"ShowlInStats”
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Dynamic field for
reference (article based)

Dynamic field for
preference (ticket
based)

Mandatory field setting
for
AgentTicketTimeAccount
ingEdit" and
AgentTicketZoomTabTi
meAccounting”

Use reference in
statistics
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Erklarung

Configuration for the third reference field:

"DynamicField"

"PreferenceDynamic

Field"

"Mandatory"

"ShowlInStats”
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Dynamic field for
reference (article based)

Dynamic field for
preference (ticket
based)

Mandatory field setting
for
AgentTicketTimeAccount
ingEdit" and
AgentTicketZoomTabTi
meAccounting”

Use reference in
statistics
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Erklarung

Configuration for the fourth reference field:

"DynamicField" Dynamic field for
reference (article based)

"PreferenceDynamic ~ Dynamic field for

Field" preference (ticket
based)

"Mandatory" Mandatory field setting
for

AgentTicketTimeAccount
ingEdit" and
AgentTicketZoomTabTi
meAccounting”

"ShowlInStats” Use reference in
statistics

Configuration for the flag field:

‘DynamicField" Dynamic field for reference
(article based)

"Mandatory” Mandatory field setting for

AgentTicketTimeAccountin
gEdit" and

AgentTicketZoomTabTime
Accounting"

"ShowlInStats” Use reference in statistics
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Ticket::Frontend::AgentTicketZoomTabTimeAccou
nting###TableFields

Ticket::EventModulePost###CreateKIXTTAEntry

DashboardBackend###0300-TimeAccounting

Frontend::Module###AgentITSMConfigltemAccou
ntedTickets

ITSMConfigltem::Frontend::MenuModule###900-
AccountedTickets

ITSMConfigltem::Frontend::AgentITSMConfigltemA
ccountedTickets###Permission

ITSMConfigltem::Frontend::AgentITSMConfigltemA
ccountedTickets###Selection
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Erklarung

Configuration of the table columns to be displayed.
Default configuration includes all possible entries:

100::Date — Date

110:Time Units » TimeUnitsDHMS
120::Editor — CreateBy

200::Project — ReferenceField 1
210::Subproject —» ReferenceField2
220::Workpackage — ReferenceField3
230::Subworkpackage — ReferenceField4
300::Description — Description

Key consists of numerical prefix + "::" + column
header that defines the column sequence. The
value identifies the applicable attribute to be
shown.

Registration of ticket event.

Frontend module registration.

Registration of frontend modules for display and
CSV download of the accounted tickets.

Activation of Cl action "Accounted Tickets" when
viewing an ITSM Config Item.

Required permission to call up function. Default:
IIROII'

Registration of the sections contained in action
"AccountedTickets"

+ AccountedTickets::Section001
« AccountedTickets::Section002
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AccountedTickets::Section001###-Config

AccountedTickets::Section001###-TicketList

AccountedTickets::Section001 #4##-
DefaultSelection

AccountedTickets::Section002###-Config

KIX 17 Admin Manual - EN - KIX Pro Add-On Modules
Time Accounting
Configuration of Time Accounting Add-On Module

Erklarung

Configuration for section

+ Title = Accounted Tickets
+ Description = Shows ticket which

account time to current object.

+ KIXTTAReference =1
+ LinkReference =0
+ LinkType = ReworkFor

Defines which ticket attributes are shown in the
ticket list of the area. The column sequence is
defined by alphanumeric sorting of the keys. For
this, a prefix separated using a double colon is
used. The prefix is followed by the tech.
designation of the ticket attribute to be shown. The
value contains the label of the column.

« 001:TicketNumber = Ticketnumber

« 010:Title = Title

+ 020::State = State

+ 030::0Owner = Owner

+ 040::0bjectAccountedTime = Accounted Time
(on this reference)

Defines whether section in the area "Download
CSV"is already marked or whether it has to be
manually selected.

+ Standard: Yes

Siehe AccountedTickets::Section001 ###-TicketList

+ Title = Accounted Tickets

+ Description = Shows ticket which are not
accounted but linked to current object

« KIXTTAReference = 1

+ LinkReference = 01

+ LinkType = ReworkFor
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Begriff

AccountedTickets::Section002###-TicketList

AccountedTickets::Section002###-
DefaultSelection

LinkObject:: Type###ReworkFor

LinkObject::PossibleLink###3605

Frontend::KIXSidebarBackend###-BudgetOverview

Frontend::KIXSidebarBackend###-
BudgetDetailview

AgentCustomerinformationCenter::Backend###08
00-CIC-BudgetOverview

AgentCustomerinformationCenter::Backend###08
05-CIC-BudgetOverview
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Erklarung

See AccountedTickets::Section001###-TicketList

+ Title = Accounted Tickets
Description = Shows ticket which are not
accounted but linked to current object
KIXTTAReference = 1
LinkReference = 01
LinkType = ReworkFor

See AccountedTickets::Section002##4#-
DefaultSelection

« Standard: Yes

LinkType registration

+ SourceName — Rework For
+ TargetName - Rework

+ Activation of link Ticket ~ ITSMConfigltem
Object1 — Ticket
Object2 - ITSMConfigltem

+ Type — ReworkFor

Parameter for KIXSidebar backend BudgetOverview

Only reference level 1 (Project)

Parameter for KIXSidebar backend
BudgetDetailview

Up to reference level 4 (Subworkpackage)

Parameter for CIC dashboard BudgetOverview

Only reference level 1 (Project)

Parameter for CIC dashboard BudgetOverview

Up to reference level 4 (Subworkpackage)
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15.2.1 CIC Dashlet and Ticket Sidebar Free Budgets

Both features serve to display the already posted time allocation and time allocation still available as part of
the project, sub-project, work package, or sub-work package referenced in each case. The functions are
activated during package installation but are only available when the following conditions are met:

+ the first posting reference is activated for time recording, making use of dynamic field type "{}
ITSMConfigltemReference"

AND

+ the definitions for Cl classes "Project" and "Workpackage" are adapted as applicable MANUALLY. For
the definitions of "Project" and "Workpackage", the attribute
"CustomerCompany" (CustomerlD) still has to be entered manually. "CustomerCompany
CIACCustomerCompany" should be used as the attribute type.

{

Key => 'CustomerCompany',
Name => 'CustomerCompany',
Searchable => 1,

Input =>
{
Type => 'CIACCustomerCompany',
b

}

The definition of "Project” is to be supplemented by one attribute "PlannedEffort" (required - Array[0..1]).

{
Key => 'PlannedEffort',
Name => 'Planned effort (hours),
Searchable => 0,
Input =>
{
Type => 'Text',
Required => 1,
Size => 50,
MaxLength => 100,
}s
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The times for work packages are listed with the default configuration (1 line per WP).

+ Ticketsidebar: All (and only) work packages are listed that were posted in the ticket.
- CIC Dashlet: All (and only those) work packages are listed that are allocated to the Customer ID AND
were posted in at least one ticket.

It is possible to configure whether the times for projects, sub-projects, work packages or sub-work packages
should be listed (possibly for Cls of other classes depending on the configuration of posting references).

Available default columns are:

+ Project

+ Sub-project

+ Work package
+ posted

+ available

Here the number "posted" is determined from ALL postings to this work package (the sum of postings to the
WP from ALL tickets).

The number "available" is the difference between "posted" and the value in (configurable) Cl class attribute
"PlannedEffort".

If the value in "available” is negative, the line is marked red. The display of columns project/sub-project/work
package/sub-work package can be configured.
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16 Liability Disclaimer for Add-On Modules

16.1 Liability for Contents

The contents of our pages and documents have been prepared with the utmost care. Nevertheless, no
liability can be accepted for any technical or editorial errors or omissions in this document. This also applies
to any incidental or consequential damages that may arise from the provision, function or use of this
material.

Please feel free to send any comments regarding design, additions or possible errors to our support team
(https://forum.kixdesk.com) at any time. We will gladly take up and implement sensible suggestions and
improvements.

All data, features and descriptions given in this work are subject to change at any time and without notice.
Personal names and company names are fictitious. Any coincidences with real persons and companies are
purely coincidental.

As a service provider, we are responsible for our own content on these pages in accordance with the general
laws pursuant to § 7 para. 1 German Teleservices Act. However, according to §§ 8 to 10 German
Teleservices Act, we are not obliged as a service provider to monitor transmitted or stored third-party
information or to investigate circumstances that indicate illegal activity.

Obligations to remove or block the use of information in accordance with general laws remain unaffected by
this. However, liability in this respect is only possible from the point in time at which a concrete infringement
of the law becomes known. If we become aware of any such infringements, we will remove the relevant
content immediately.

16.2 Liability for Links

Our website contains links to external websites of third parties over whose content we have no influence.
Therefore, we do not assume any liability for these external contents. The respective provider or operator of
the pages is always responsible for the content of the linked pages. The linked pages were checked for
possible legal violations at the time of linking. lllegal contents were not recognisable at the time of linking.

A permanent control of the contents of the linked pages is not reasonable without concrete evidence of a
violation of the law. If we become aware of any infringements of the law, we will remove such links
immediately.

16.3 Copyright

The contents created by the site operators are subject to German copyright law. Duplication, processing,
distribution, or any form of commercialization of such material beyond the scope of the copyright law shall
require the prior written consent of its respective author or creator.
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Insofar as the content on this site was not created by the operator, the copyrights of third parties are
respected. In particular, third-party content is identified as such. Should you nevertheless become aware of a
copyright infringement, please inform us accordingly. If we become aware of any infringements, we will
remove such content immediately.

Copyright ©2024
KIX Service Software GmbH, Chemnitz
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17 Purpose for which the use of KIX add-on modules is
intended within a medical context

KIX add-on modules is not suitable, intended or approved for the identification, prevention, monitoring,
treatment, relief or compensation of illnesses, injuries and disabilities. KIX add-on modules is also not
intended for the examination, replacement or modification of the anatomical structure or of a physiological
process. KIX add-on modules must also not be used to directly control a diagnostic or therapeutic product.
Furthermore, KIX add-on modules is not designed to be used in conjunction with a medical device with the
intention of enabling the medical device to fulfill its intended purpose.

In a medical context, KIX add-on modules is exclusively intended for carrying out administration and
database-related tasks. If the above restrictions are complied with, KIX add-on modules is suitable for use in
a medical environment

+ purely for documentation purposes, such as:

+ the general management of equipment in the form of managing and cataloging device data
(device meta data) such as names, IP addresses, series numbers, persons responsible,
guarantee periods, service providers, operating documents, license information, cost centers,
as well as the management/organisation of users, device instructions;

+ the central documentation of all activities and changes in the IT such as due to executed
maintenance activities or other service activities (e.g. medical device log book);

+ for compiling a knowledge database.

« for automating and simplifying general management processes, such as:

+ in service and technical customer service, for example in IT service (errors, changes,
maintenance);

+ in building services (errors, changes, cleaning) or medical device technology.

+ for monitoring purposes and calendar functions, such as:

« for central IT services (network, email, data servers, SAP,...);

+ and for error and requirement notifications for the IT team, building services, medical device
technology;

+ for the planning of regular maintenance works and reminders for replacing wear parts;

« for the organisation of regular orders and planning the deployment of service technicians.

KIX add-on modules is not designed for enabling or guaranteeing the functioning of medical devices and
must therefore not be used for these purposes. If in the context of the aforementioned functions KIX add-on
modules also allows data exchange via an interface, please note that KIX add-on modules must not be used
for data modification or for any type of data control for medical or therapeutic purposes.

KIX add-on modules may only be used in a medical context within the approved parameters mentioned
above. KIX Service Software GmbH assumes no liability for any use that goes beyond or deviates from the
approved parameters.
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