KIX Start

KIX 17 Admin Manual - EN

Issued on: 13.02.2024

SERVICE SOFTWARE



KIX 17 Admin Manual - EN - KIX Start

Table of contents

1 Introduction 7
2 KIX Installation 9
2.1 General information on iNStallation ...........ccoveiieiiiie e 11
2.1.1 USE Of KIX WITH SELINUX ©..vcviititiietiitit ettt ettt ettt et b et b e st es e s essesa e b e b esaebe b eseeseesessessesessensesas 11
2.2 DEDIAN/UDUNTU ... ettt e e etae e et e e e eataeeeateaeens 12
2.3 (07T 01 (O NS IS4 (=71 o  F PSSR 16
2.3.1 INSTAIATION GUIAE ...ttt ettt ettt ettt et e b e e aeese e st e s e beeseese e st essesbeeseessensenseeseeseensenes 16
2.4 ROCKY LinUX / AIM@LINUX ..c.eiiiiiiiieiee ettt sttt ettt 19
2.4.1 INSTAIATION GUIAE ...ttt ettt ettt e b e e teebeess e s e b e esseseessesseeseeneensesseseeseeseensenes 19
2.5 Red Hat ENTErpriS@ LINUX .......oouiiiiiiiiieie ettt ettt ettt eneens 22
2.5.1 Red Hat ENterprise LINUX O (RHEL) .......c.oiiiieiiiiieicieieieteeetet ettt ettt es s 23
2.5.7.1T  INSTAHATION GUIAE ...ttt ettt ettt e st et e bt et e e st e s e s e e st esees e ens e s e es e emeenseaseeseeneensensesseeneeneenean 23
252 Red Hat Enterprise LINUX 8.5 (RHEL) .......c.ciouiiiiiieicieieiiiet ittt 26
2.5.2.T  INSTAIATION GUIAE ...ttt ettt s e bt se s e e b e e ese e s e s e st et e b eneeseebeneesesbenseneesenseneenes 26
2.6 SUSE LiNUX ENTEIPIISE SEIVEN .....ciiiiiiiiie ettt ettt e et e e e e sttt e e e e sstabaeeeesssbaeeeesnsrseeeesnes 29
2.6.1 SUSE Linux ENterprise SEIVEr 15.4 (SLES) ....ovouiiiieeiieieiieee ettt s e 30
2.6.1.T  INSTAIALION GUIAE ...ttt ettt ettt e ke st e b e b e e seese e st esseeseessensesseeseeseeseessensesseeseensensas 30
2.6.2 SUSE Linux ENterprise SErvVer 15.3 (SLES) ...ooviiiiieiiiieiiieieieeeie ettt s s sese e 33
2.6.2.1T  INSTAHATION GUIAE ..ottt ettt ettt s et e b e et e e st e st e s e eseeseessenseeseeseensesseeseeseeseessensesseeseensenean 33
2.6.3 SUSE Linux Enterprise SErver 12.5 (SLES) .....ououiiieiiiieiieieieeiete ettt 36
2.6.3.T  INSTAIATION GUIAE ....oviiieieeiieeeee ettt ettt ettt et e b st e sees et eseeseaes e e b e s eneesessensesensenseseesesseneenes 36
2.7 Web server CONfIQUIatioN ............cc.oiiuiiiiieee et 39
2.7.1 Avoid Google PhiShing Warning.........cc.ooiiiiiiieie ettt ettt ettt st et e st e ebeeseesseseeseeseensenes 39
2.7.2 Further Measures 10 SECUIE the SEIVET ........c..oouiiuiiieieiete ettt ettt ettt e ae et nsesseebeeaeeneensens 39
2.8 1Y 1o =14 (o] o PRSP PORTPPRPRRRR 40
2.8.1 Migration from the (OTRS) Community Edition 10 KIX Start...........ccooveeirireiieieieeeeeeeeeee s 40
2.8.2 Migration from KIX T6 10 KIX 7 ..ottt ettt e e e e e eeas e ennens 40
S A B (- To U1 £=T 0 01T 1 £ TSRS PSRRI 41
W I A Yo 1 o] o OO UOUSRUPTPRR 41
3 General Notes 43
3.1 Manual configuration of Cron JODS...........ccooviiiiiiiiceee e 43
3.2 [ 0] 0] T OSSPSR 43
3.3 CUSTOMET FIONTENA........cviiiiiiiiie ettt ettt eae et e ebe s eneas 44

HIX Issued on: 13.02.2024 Page 1



4.1

411
41.2

5.1

5.1.1
5.1.2

5.2
5.3
5.4
5.5
5.6
5.7

6.1
6.1.1

6.2
6.3
6.4
6.5
6.6

7.1

7.2
7.2.1

7.3

7.4

7.4.1
7.4.2
743
7.4.4

KIX

KIX 17 Admin Manual - EN - KIX Start

Common Structure of the Admin Area in KIX 45
GENETAl SETLINGS ..ottt ettt et a et et esne et enees 46
Settings fOr OVEIVIEWS @Nd [ISTS ........oiiiiieiieieicee ettt ettt ettt eaeeae e eneas 46
ENlarge COIUMNS iN TADIES ....c.oviiciieeeeee ettt ettt s et se b e b e st ese s enseseeseseneenes 46
Agent Management 47
AULhOMIZAtioN CONCEPT ...ttt aae et e 48
Interaction of agents, groUuPS @Nd FOIES..........oouiiuiiuiiieieeee ettt ettt et et 48
AUTNOTIZATION TYPES ... ettt ettt ettt ettt ettt e s e b e e bt et e e st ens e b e es e es e ese e s e s e eseaneenseaseaseeneansensenseeseensanes 49
Create and Manage GrOUPS ......cc.eeeuiieuiieieeeee ettt ettt e e e et e et e et e e eteeeaaeeeveeeaaeeeseeeaseeeseeans 50
Create and Manage @gENTS .......cc.uiiuiiiie ettt ettt et e et eaa e e eae e e aeeeaeeeaeeeaeeans 52
LINK AQENTS 10 GIOUPS ..ottt ettt ettt e e et e e e e etaeeaeesaseeesaeans 55
Create and Manage ROIES .........cc.oooviiii et 57
LINK AQENTS 1O ROIES ...ttt et e b e eaaeeaaeans 59
LINK ROIES 10 GrOUPS.....cviiiiieiieeie ettt ettt ettt et s e e eae e e e e saeeseesasaesaeans 61
Customer Management 64
Create and Manage CONTACES ........cc.ooouiiiiieeecee et 65
Use of several customer numbers at one contact person (MultipleCusotmerIDSs)............cc.cceeeveveeeveveeeveeeenne, 67
LINK CONTACT 10 GrOUPS ....cuiieiiieiiieiie ettt ettt ettt et s e et e e beessaeenseesnseesaeens 69
Manage AddreSS BOOK .........couiiiiiiiieeiiece ettt et ae e stae e e enaeesaeens 73
Create and Manage CUSTOMIEIS .........oouiiiiieeieeeeee ettt ae et e eaeeeaeeens 74
CONLACTS AN SEIVICES ....cviieieieeeeee ettt ettt ettt e e et e sbeessesaaesseenseennas 75
Manage Customer Portal GrOUPS ..........oouuiiuiieee ettt e 77
Ticket Settings 79
Create and Manage TiCKET TYPES .....oocuiieiiieieeee ettt 80
Create and Manage TiCKet STates........c.oooiieiiiiiiiicee e 81
Generate and Manage StatlUS ChANGES..........oviiiiuieieieeeeee ettt ettt ettt enees 83
Create and Manage TiCKet Priorities ..........oovieiuiiiiiiieeeeee e 86
QUEUE SETLINGS ... eieeeeiee ettt ettt e et e e e e e e sabeeesetaeeessseeensseeesseeensseees 87
Create and Manage QUEUES ...........c.eoiieieee ettt ettt ettt ettt et eeae e et et e aseae et et e easese et et e seeasese et eseaseessensenean 88
ASSIgN TeXT MOAUIES 10 QUEUES ...ttt ettt e et e et ee e st e te s e e st eseensesbeeseeneensensenseeseensenes 93
LinK TeMPIates 10 QUEUES..........eouieeieiieeie ettt ettt et ettt e e b e e be e st e st e s e ebeeseeseesseseesaeseensensessenseeneensans 95
Link QUEUES 10 AULO RESPONSES ... .ocuiiiiiieiieiieie ettt ettt ettt et ettt te et e s e beeseess e st eseesaessensessesseessensensens 97

Issued on: 13.02.2024 Page 2



KIX 17 Admin Manual - EN - KIX Start

7.4.5 Link AttaChments 10 TEMPIATES. ......oiiiiiicieee ettt ettt ettt e et e e st ese e s e besseeseeneensesbeeseeneeneens 98
7.4.6 Create and Manage SIgNATUIES.........ccuiiuieieieieete ettt ettt ettt ettt et e eteebeest e b e s e e aeeaeesseseeseeseessansesseeseensensensens 100
7.4.7 Export QUeUesS-GroupPS-ROIES CONCEPT ......c..ooviiriieieiieiieiecte ettt ettt ettt ettt et ettt eae et et e s e eaeeneessense s 102
7.4.8 Create and Manage TeMIPIATES.........ccviiuioeieeeeeeee ettt ettt et et eae et e e eaeensense s 103
7.4.8.1  Create @ TEMPIATE ...c.ooiiiiieieeie ettt ettt ettt e bt e st e b e seebe e st esae s e ebeeseessenseeseeseessenseseeseeneansesens 104
T.4.8.2  TeMPIAIE TYPES .. oottt ettt ettt ettt ettt at et et et e e ae et et e aeeaeent et e teeteeneensesea 107
7.4.9 Create and Manage Responses that are automatically SENT...........ccoooieiiiiiieieiie e 112
7.4.10  Create and Manage AttaChMENTS .........cuiiiiiiieei ettt ettt e te st e b e ebeeseessensesseeseeseensesens 115
7.4.17  Create and Manage SalUtatioNS.........c.cc.ioiiiiiiioiicei ettt ettt ettt ettt ettt et et e et et et e eseeaeessensesaeeseessensesens 116
7.5 Create and Manage SEIVICES ........ccouiiiuieiieeiie ettt et be et eebeesaseenns 117
7.6 Create and Manage Service Level Agreements (SLAS).......ccccevveiririeieieieieeeeieeee e 119
7.7 Create a new quick Ticket Template or change existing ........ccccoeveieiieniiieneees 121
7.8 Create and Manage Text MOAUIES............ccoiiiiiiiiiii e 123
7.8.1 Create and Manage Text Module Cat@QOTIES ........ccuciiuiriiieiiieieit ettt st enenea 126
7.9 Create and Manage Ticket Notifications.............cooooiiiiiiiiiiiccccee e 127
7.10  Configure and Manage ACLS ........ccooiiuiiieieieieeee ettt ettt nae s 133
7.11 PUDIIC TICKETS ...ttt ettt 136
7.12  Expand the color highlighting of tickets .........ccoooiiiiiiiee e 142
713 ArCRIVE TICKETS ..ottt ettt 144
7.14  Settings in TICKET ZOOM VIEBW ......oviiiiiiieieeeeee et 145
8 Config ltem Management 146
8.1 Create and Manage the Definitions for Configuration ltems ...........c.cccceeeiiiiieiiicciece 147
8.1.1 Change Class DEFINITION .........oouiiieececeee et ettt ettt ettt e as e e e s e eaeeaseneesea 147
8.1.2 Overview of the attributes for Config HEM ClASSES .....c.ivvivieiiiiiciciece et 148
8.1.2.T  GENETAI KEY/VAIUES ...ttt ettt ae et a bt b et es e b et st ekt b e st et et eneeseebeneeneesenseneas 148
8.1.2.2  AVvailable attribDULE TYPES ..ottt ettt ettt et e e st e e e e e e bt e st en e et e st eseene et e teeteeneennenen 150
8.1.2.3  Comparison of customer / contact / agent attribute tyPes ........ccooireiiiiieiiiieeee e 168
8.2 Create and manage geoPOSITIONING.........ccvevuiiiiieiie et 170
9 System Administration 174
9.1 Create and Manage Dynamic FIields..........c.oocuiiuiiiieiiiiecceceeee e 175
9.1.1 Create @ NEeW DYNAMIC FIBI ......ooiiiiieece ettt ettt ettt et e b e eaeeseessessesseebeensensensens 175
9.1.2 Import and EXport of DYNamiC FIEIAS ......cooiiiiiieiicce ettt ettt 177
9.1.3 TYPes Of AYNAMIC FIEIAS .....oueeeieeieeeeeee ettt sttt s et e b ne s e sseneeseesensens 179
L5 R 700 1= 4 SO RURUPSUSUUS 180
0.1.3.2  TOXEAIE@. .ttt ettt ettt a e a ek bt h et a et b ettt h ettt ettt ettt n e 181

LIX Issued on: 13.02.2024 Page 3



ORIE3:3
9.1.3.4
91135
9.1.3.6
9.1.3.7
9.1.3.8
9.1.3.9
9.1.3.10
9.1.3.11
9.1.3.12
9.1.4
9.1.5

9.2
9.2.1
9.2.2
9.23
9.2.3.1
9.24
9.2.4.1

9.3

9.3.1
9.3.2
9.3.2.1
9.3.2.2
9.3.2.3

9.4

9.4.1

9.4.1.1
9.4.1.2
9.41.3
9.4.1.4

9.5

9.6

9.6.1
9.6.2

9.7

9.8

9.8.1
9.8.2

KIX 17 Admin Manual - EN - KIX Start

DT .. b bt h b etk h e et bbbt et a e bbbttt ebe bt e e 181
DATE / TIMIE ..ttt h ettt ettt b e bttt a ettt h bttt ettt 182
DFOPAOWN ...ttt ettt ettt e e et et e e st e st e s s e s e eaees s ens e s e eh e e st ess e b e s e eseensenseeaeereentent e s e eneeneensensenns 183
IMIURISEIECT ... ettt et ettt ettt et e e ae st et e eseeae e s e e eaeeaeensenteeseeseensensese s 184
(07 L T=Te] (o Yo TSROt 184
ODJECTRETEIBICE. ...ttt ettt ettt et a e ettt e et e e aeeas et et e e seeas e s et e eaeeteessenseeseeseensensesen 185
ITSIMCONTIGIEMERETEIENCE ........oviciieieeteteeee ettt ettt ettt e se s e s se e b e b ese et e b esseseesesseseeseseneas 186
DropdoWNGENEIAICATAIOG .......veeveeeeeie ettt ettt ettt ettt ettt ettt ettt ae e 188
MUItISEIECTGENETAICATAIOY .. ... ettt ettt ettt et et et e be et ese e b e eaeeaeeseensesseeseeseeneensenns 188
REMOTEDB.........eitie ettt ettt b et b e bbbttt st ettt b et et ettt seeae e enea 189
Create new depending Dynamic Field or change eXiSting ........cccooieieieriiiiieeeeee e 191
Show and hide dynamic fields Via ACLS.........couciiiiiiieeee ettt 193
Process ManagemENT ..ottt 194
Creating @ NEW PTrOCESS ..ottt ettt ettt h e e bttt e et e bt e e et e bt s bt eb e et et e ebeeseensennens 195
Bt @ PrOCESS ...tttk ekttt ekttt ettt 196
Creating @ NEW ACTIVITY ..ottt et e at e bt et e st et e et e et e et e e et et e e s e enbeeneennean 197
Creating @ NeW ACHIVILY DIi@lOg.......oviuiiiiiiiieieee ettt ettt ettt ettt be s 197
Creating @ NEW TFaNSITION ........ooviiiieie ettt ettt ettt e et et e s ae e e st e eabeesseesbeesseesseenseesseesseeseeseeseesseas 199
Creating @ New TranSition ACTION ........oo ettt ettt ettt ettt et e b e e sbeeneenaean 199
Manage tasks triggered by event or time based execution ............cccecceevvievieeiiecie e 201
A @ NEW JOD ..ttt h bbbt h bbbt h bt n bttt b et et neebeeens 201
Digression :: Event on "DynamicFieldFromCustomMeErUSEr" .............oooioiiiiioeieeieieeeeee e 203
Step 1: Create a relevant dynamic fIeld..........oovoieiioieieeeee ettt sne s 203
Step 2: Enable and configure SYSCONFIG KEY ........c.ooiiiiiiiiieieiieet ettt 203
Step 3: AppPlication iNThe SYSTEIM ...ttt ae et se e esteeteeneeneenens 204
Create and Manage WEDSEIVICES ...........ooviiuiiieeeee e 205
AdAiNG @ NEW WED SEIVICE ...ttt ettt ettt b e bbbt ne bt et eseebesens 206
KIX @s @ Provider - HTTP il REST ... ..ottt ettt ettt ettt et ettt e s e eaeene e e e s 207
KIX @s @ Provider - HTTP i SOAP ...ttt ettt ettt e b e e aeese e s e eaeebeeseenaesseeseeseeseensenns 209
KIX @S reqUESTEr - HTTP &l REST ..ottt ettt ettt ettt et e et e s teeesaessseesaeesseenseesseenseesseenseens 210
KIX @S reqUESTEr - HTTP 1I SOAP ...ttt ettt e et e et e e et e e et e eseeeneeeneeemeeenteeneeenseenaeanneens 212
Manage PrioritieS MatriX .......c.eoiiiiiiiiieeieee ettt 215
Import and Export Object INfOrmation.............cooovieiiiieiicccceeeeeeee e 216
Create a New Template for IMPOIT/EXDPOTT........coiiiiiiiieieieerett ettt sttt 217
HINES ettt ettt ettt h bttt b bttt a ettt ettt bt b e n ettt 219
Update and Extend Your System With Software Packages ...........cccooevvieeieciicciecieee 222
SYSCONTIG .ttt ettt ettt ettt et eaaeae e eneas 223
Allow large attachments to be Uploaded............c.oo.ooeiiiiiiieeee e 224
Bulk campaign for ticket fUNCLION ODSEIVE .........ovciiiiiiicieceeee ettt 225

d ﬁlx Issued on: 13.02.2024 Page 4



9.8.3
9.8.3.1
9.8.3.2
9.8.4
9.8.4.1
9.8.5
9.8.6
9.8.7
9.8.8
9.8.9
9.8.10
9.8.11
9.8.12
9.8.13
9.8.14
9.8.15
9.8.15.1

9.9
9.9.1
9.9.1.1
9.9.2
9.9.3
9.9.4
9.9.4.1
9.9.4.2
9.9.5
9.9.6
9.9.6.1

9.10

9.11
9.11.1
9.11.2
9.11.3
9.11.3.1
9.11.4
9.11.5
9.11.6
9.11.7
9.11.8

KIX 17 Admin Manual - EN - KIX Start

Configuration of the overview lists Of tICKETS ......c.ocveieiiiiieicee e 226
Representation of the article When OPENINg ..........coiiiiiiiiiee et 226
HTUSTIATION OF TICKETS ...ttt ettt 226
CONTIGUIING YOUT OWIN EVENTS .....ouieiiiiiitieiieiieieete ettt ettt ettt et e teeaeese e b eesesteeseesseseeseessessenseeseeseessansesseeseensansansens 227
Define @VENTS FOI TINKS ..ottt ettt 227
Create a FAQ entry direCtly from @ tiCKET .......oovoiiuiieieieeee et 228
Create list of placeholders for COlIECTIVE @CTION ..........ciiiiiiiiiieiie e 229
Dashboard Widgets: Extension of the PreSOrtiNg .........ccocveiiiiiiieiicieieeeee et 230
Enter regional holidays in the CAlENAAr ............ooiiiiiieee ettt 231
Make article flags ViSible t0 OthEr @QENTS .........civveiiiiiiiiciecee ettt neas 232
PErSONAIZEA FOOTET ...ttt b bbbt ea bbbt e bbb en bt et e e eneebesenea 234
Representation of the BCC recipient 0N the @rtiCle.............ccooviiiiieiiiieieiice e 235
Setting search parameters for fUll-teXt SEAICH ............ooiiiii e 236
Set the browser title for ticket number or ticket Title ..........ooiiiee e 238
Set Up fOllOW-UP NOTITICALIONS .....c.iiiiiiiciieeieee ettt ettt et e b e eae e te s e s e sseebeessensensens 239
TIANSIATION ..ottt ettt etttk et ekt ekt ekttt et n et 240
Translations in the ticket information SIdEDar ..o 240
EMA] SEHINGS ..ottt ettt e an 241
Manage POP3 or IMAP accounts t0 fEtCh @mMalil...........ccociviiieiieiiieiecceeee ettt 242
OAUTNZ QUTRENTICATION. ...ttt ettt sttt 244
Set Sender Email Addresses for thisS SYSTEM .......c.oouiieiiiieiceece et 251
Manage PGP Keys for EMail ENCIYPLION.........coviiiiiitiitiictieteieteete ettt ettt ese e sseseseneas 252
Filter INCOMING EM@IIS ...ttt bttt ettt se bt n e bt e st senenea 254
SYSTEM-SPECITIC FILET ....eeeteeeece ettt ettt ettt et st s e s e s e st e be s eseesessensesessenseneeseseneas 254
A POSTMASTEN FIITEN ...ttt ettt b et s e bt e st bt et seebeneens 255
Manage S/MIME Certificates for EMail ENCIYPLION .......ccooiiiieiiiieieitceet ettt 260
L T LY TR 261
Notes on OAuth2 authentication using the example of Office365..........coeiiiiiiiiiieeeee 262
Create and Manage the General Catalog .........cccoeoiieiiiiiiiiiiceeeeeeee e 267
SYSTEM MANAGEMENT....c..eiiiiiie ettt ettt sttt e sbe e st e saaeebeeeas 269
SENA NOTIFICATIONS ...ttt ettt ettt sttt a et 269
View Performance BENChMark RESUILS ..........ciiiiiiiicie ettt 270
Create and MaANAGE NEWS .......cc.i ittt ettt ettt et et e teeae et e et et e et e eseens e seeseeseenseseaseeseeseansesseeseeneensensens 271
AQAING NEWS ...ttt ettt a ettt s bt b e st b e b en e eh e b et en e e s e b en s e st eb et es e et et enees e s eneeneebennens 271
ManNage EXISTING SESSIONS ..ottt ettt ettt e ettt e s te e e sat e e esteeesseeessbaeesseeasseeenseeesnsaesnsaeensseeenseeennses 274
EXECULE SQL STATEMENTS ...ttt bttt s b et sa et ebe e nee 275
MaNAQE SUPPOIT DATA.... ettt et ettt e bt e bt e e bt e e st e e aeeeaeeeaeeeseeeabeeneeeneeenseeneeenseenneenseans 276
VIEW SYSTEM LOG MESSAGES .. .ooeiiiiiieiii ettt ettt et beesae e b e esseesbeesseenseesseessenseeseenseeseenseeseennees 277
Schedule @ MaiNtENANCE PEIIOM .........ouiuiiiiiiee ettt ettt 278

J ﬁlx Issued on: 13.02.2024 Page 5



KIX 17 Admin Manual - EN - KIX Start

F

10 KIX Placeholder 280
11 Liability Disclaimer 294
11.1  Li@bility fOr CONTENTS ... ..ottt ettt 294
T1.2  Liability fOr LINKS c..oooeeieeeeeee ettt et et eaeeeaeeenaean 294
TT.3  COPYIGNT oottt e e et e et e e aa e et e e eaaeeteeeaaeeeaaeennean 294
12 Purpose for which the use of KIX Start is intended within a medical context 296

iIX Issued on: 13.02.2024 Page 6



KIX 17 Admin Manual - EN - KIX Start
Introduction

T Introduction

KIX in version 17 is a browser-based open source service management system for IT service as well as for
technical service.

KIX 17 is available as:

+ KIX start:
+ Open source, free product according to GNU
+ KIX Pro:
+ Open source, paid product
« with extended functions for professional IT service and technical service
+ can be supplemented with additional modules

As an open source company, we make the DB schema for KIX 17 Start public on Github for our customers
and interested parties in addition to the source code. Information on the structure of the KIX database can be
found here: http://git.intra.cape-it.de/Softwareentwicklung/KIX/KIX/-/merge_requests/1470 .

About this manual

This manual deals with version 17 of the KIX admin module and is aimed at all users who have been
entrusted with the administration of KIX 17. It is intended to serve as a reference work for them in their daily
work and to enable them to carry out administrative tasks.

The manual is divided into the areas "KIX Start" and "KIX Pro". The "KIX Start" area deals with the
administration of KIX Start and its basic functions. The "KIX Pro" area is a supplement to the KIX Start
manual and describes the administration of the additional functions contained in KIX Pro.

() This edition of the manual refers to the KIX 17.22 release.

For the users of KIX 17 we have created a separate manual, which is also divided into the areas "KIX Start"
and "KIX Pro". The user manual is aimed at all agents and KIX users who are entrusted with the provision of
services.

Further documentation on KIX 17 and KIX 18 can be found at https://docs.kixdesk.com/.

We cordially invite you to become part of our KIX community and to support us with helpful tips in the further
development of KIX and user information.

To comprehension

In these instructions, the masculine form according to the grammar is used in a neutral sense. It always
appeals to all male, female and diverse readers. Gender variants are not used for reasons of legibility and
understanding of the text. We ask all readers for their understanding for this simplification in the text.
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Contact

We hope that this manual provides you with sufficient support for the administration of KIX 17. Should you
still have any questions, please ask them in our forum: https://forum.kixdesk.com. There you will also find a
range of information that can help you answer your questions.

Alternatively, you can use the KIX Service Software GmbH conclude a service contract and thus take
advantage of our competent support service. Please contact us by email or telephone.

Email: info@kixdesk.com’
Phone: 0049 3 71/2 70 95-620

1 mailto:info@kixdesk.com
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2 KIX Installation

If a KIX 2016 is already installed on your system, please still follow the respective installation instructions.
This is necessary because KIX 2017 will be installed "parallel” to the existing KIX 2016, with a new database
and a new application directory.

To use KIX Start, the following libraries must be stored in your system:

+ Apache::DBI

+ Apache2::Reload

+ Archive:Tar

+ Archive:Zip

+ Crypt::Eksblowfish::Bcrypt

+ Crypt::SSLeay

+ Date::Format

« DBI

+ DBD::mysqlDBD::ODBC

+ DBD::Oracle

+ DBD::Pg

+ Encode::HanExtra

+ 10::Socket::SSL

« JSON:XS

« List:Util: XS

+ LWP:UserAgent

« Mail:IMAPClient

+ ModPerl::Util

+ Net::DNS

+ Net::LDAP

+ Template

+ Template::Stash::XS

+ Text::CSV_XS

+ Time:HiRes

+ # perlcore
+ Time:Piece
+ XML:LibXML
« XML:LibXSLT
+ XML:Parser
« YAML:XS

+ Data::Compare
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(@ Please note

If the installation of KIX Start fails, it may be due to a missing library.

On the following pages you will find the installation instructions for the relevant operating system.
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General information on installation

2.1 General information on installation

2.1.1 Use of KIX with SELinux

Before installing KIX, SELinux must be deactivated in" /etc/selinux/config ". During the installation,
KIX checks whether SELinux is set to "disabled".

Using " setenforce 0 "changes the mode only temporarily to " permissive ". This is not a direct
deactivation of SELinux.

If you have installed KIX with SELinux deactivated (" /etc/selinux/config "->"SELinux = disabled") and
want to activate it afterwards, proceed as follows:

Log in with the user with whom KIX was installed.
Run" ./usr/share/kix/kix"
Run" setup_selinux".

The message "selinux is active ... creating policy" appears in the terminal.
Once this process is complete, KIX can be used.

a s D~
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2.2 Debian/Ubuntu

Please read the guide to the end and follow all relevant steps.

Installation Instructions

1. Add the following line to /etc/apt/sources.list

deb http://packages.kixdesk.com/repository/debian kix2017 stable

2. Import the PublicKey from c.a.p.e. IT for authentication of the packages

wget -q0 - http://packages.kixdesk.com/repository/debian/PublicKey | apt-key add -

3. Update apt-sources

apt-get update

(® Notice
The apt-key may show as obsolete. However, an update does not necessarily have to be carried out.

Workaround
Get key:

wget -q0 - https://packages.kixdesk.com/repository/debian/PublicKey | gpg --
dearmor > /usr/share/kix-archive-keyring.gpg
Add Repo

echo deb [signed-by=/usr/share/kix-archive-keyring.gpg] https://
packages.kixdesk.com/repository/debian kix2017 stable >> /etc/apt/sources.list

p
a
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4. Install KIX

with PostgreSQL database (default)

apt-get install kix

with MySQL database

Here it is necessary to set two environment variables before installation, so that KIX can create the MySQL
user and MySQL database.

If the KIXMYSQL_USER variable is not specified, "root" is used.

If MySQL is not yet installed on the system, the KIX Installer will also install the MySQL server, the necessary
libraries, and the MySQL client. During installation of MySQL, you will be requested to set up the MySQL
administrator password. It is essential that the password you enter here is identical to the password you set
up in the environment variable KIXMYSQL_PASSWORD.

export KIXMYSQL_USER=<MySQL admin user> export KIXMYSQL_PASSWORD=<MySQL admin
password> apt-get install kix-mysql kix

(O Important Note

During installation, KIX has to adjust the MySQL variable "innodb_log_file_size" to a size of 150 MB
and the variable "max_allowed_packet" to 30 MB, so that the installation can be executed. If you
have already configured a MySQL server according to your specifications and do not want to adjust
anything, please also set the following environment variable BEFORE installing KIX:

export KIXMYSQL_NO_CONFIG_CHANGE=1
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with MariaDB database

Installation is normally executed using the root user account. This user can log into the MariaDB server
without a password. In this case, environment variables do not need to be set. Depending on the existing
system environment, logging in without a password still might not be possible. This would be the case, e.qg. if
a MariaDB server has already been configured according to proprietary security specifications. In this case, it
is necessary to set two environment variables before installation, so that KIX can create the MariaDB user
and MariaDB database.

If the variable KIXMARIADB_USER is not specified, "root" is used. The variable KIXMARIADB_PASSWORD has
to contain the password of the specified MariaDB administrator user.

Example of reinstalling the DBMS

export KIXMARIADB_USER=root
export KIXMARIADB_PASSWORD=
apt-get install kix-mariadb kix

If MariaDB is not yet installed on the system, the KIX Installer will also install the MariaDB Server, the
necessary libraries and the MariaDB client. If you are asked to enter the administrator user password during
installation, you must use the same password as the one set in the environment variable
KIXMARIADB_PASSWORD.
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(O Important Note

During installation, KIX has to adjust the MariaDB variable "innodb_log_file_size" to a size of 150 MB
and the variable "max_allowed_packet" to 30 MB, so that the installation can be executed. If you have
already configured a MariaDB server according to your specifications and do not want to adjust
anything, please also set the following environment variable BEFORE installing KIX:

export KIXMARIADB_NO_CONFIG_CHANGE=1

5. Start using KIX

You can start using KIX straight after installation. There is no need for a database installation via installer.pl.
Call up the URL "<FQDN>/kix/index.pl" in one of the supported browsers to obtain access (see Compatibility
matrix?). When logging in for the first time, you can use the pre-configured administrator user
"root@localhost" (password "root").

You can access the working interface for service employees via the following URL after installation:
"<FQDN>/kix/index.pl". The self-service portal for users and customers can be accessed via "<Servername>/
kix /customer.pl".

2 https://www.kixdesk.com/en/support/compatibility/
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2.3 CentOS Stream

Please read the guide to the end and follow all relevant steps.

2.3.1 Installation Guide

1. Activate EPEL repositories (required for required Perl modules)

yum install epel-release

2. Add Policycoreutils

yum install policycoreutils-python-utils

3. Add the KIX repository (e.g. /etc/yum.repos.d/kix.repo)

echo -e "[kix]\nname=kix\nbaseurl=https://packages.kixdesk.com/repository/redhat/
kix2017/stable\ngpgcheck=1\nenabled=1\ngpgkey=" >> /etc/yum.repos.d/kix.repo

4. The public key of c.a.p.e. Import IT to authenticate the packages

wget —-q http://packages.kixdesk.com/repository/redhat/PublicKey
rpm —-import PublicKey
rm PublicKey

5. Activate Powertools

dnf config-manager --set-enabled powertools

6. Update repository sources

yum check-update

Issued on: 13.02.2024
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7. Install KIX

With PostgreSQL database (standard)

yum install kix-pg kix
sudo firewall-cmd --zone=public --add-port = 80/tcp --permanent
sudo firewall-cmd --reload

systemctl enable httpd.service
systemctl enable postgresql.service
reboot

With MySQL database
is no longer supported

With MariaDB database

Usually the installation takes place under the root user and a login to the MariaDB server is possible for this
user without a password. In this case, no environment variables need to be set. Depending on the existing
system environment, it may still not be possible to log in without a password, e.g. because a MariaDB server
has already been configured according to its own security specifications. In this case it is necessary to set
two environment variables before the installation so that KIX can create the MariaDB user and the MariaDB
database.

If MariaDB is not yet installed on the system, the KIX installer will install the MariaDB server, the necessary
libraries and the MariaDB client.

Example of reinstalling the DBMS

export KIXMARIADB_USER=root

export KIXMARIADB_PASSWORD=

yum install kix-mariadb kix

sudo firewall-cmd --zone=public --add-port=80/tcp --permanent
sudo firewall-cmd --reload

systemctl enable httpd.service

systemctl enable mariadb.service

reboot
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(O Important Note

During the installation, KIX must adjust the MariaDB variable "innodb_log_file_size" to a size of
150MB and the variable "max_allowed_packet" to 30MB so that the installation can be carried out. If
you have already configured a MariaDB server according to your specifications and do not want any
adjustments, please set the following environment variable BEFORE installing KIX:

export KIXMARIADB_NO_CONFIG_CHANGE = 1

8. Preparations for Use

Installation of Mail :: IMAPClient:

yum install "perl (Mail :: IMAPClient)"

Alternatively, if Perl is not included:

cpan install Mail :: IMAPClient

9. Use KIX

KIX can be used immediately after installation. No database installation via installer.pl is necessary. Access
is obtained by calling up the URL "<URL> /kix/index.pl" in one of the supported browsers (see compatibility
matrix3). The preconfigured administrator user "root @ localhost" (password "root") is available for the first
login.

You can access the work surface for service employees after installation via the following URL:
"<Server name> /kix/index.pl". The self-service portal for users and customers can be used via "<server
name> /kix/customer.pl".

& Note on error message in the log

If you connect your Centos Stream to KIX after the installation is complete, the following error
message may appear:

"Can't remove shm for log: Operation not permitted."

You can ignore these. It has no known impact on the system.

3 https://www.kixdesk.com/en/support/compatibility/
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2.4 Rocky Linux / AlmaLinux

Please read the guide to the end and follow all relevant steps.

2.4.1 Installation Guide

1. Activate EPEL repositories (required for required Perl modules)

Follow the instructions on the EPEL website to install the appropriate EPEL release package for the
corresponding Rocky Linux version. It is imperative to install the EPEL release that matches the current
Rocky Linux release that is being operated as the operating system.

subscription-manager refresh

yum install https://dl.fedoraproject.org/pub/epel/epel-release-latest-9.noarch.rpm
yum install https://dl.fedoraproject.org/pub/epel/epel-next-release-
latest-9.noarch.rpm

2. Add the KIX repository (e.g. /etc/yum.repos.d/kix.repo)

[kix]
name = kix
baseurl = https: //packages.kixdesk.com/repository/redhat/kix2017/stable

gpgcheck = 1
enabled = 1
gpgkey =

proxy = _none_

3. The public key of c.a.p.e. Import IT to authenticate the packages

wget —-q https://packages.kixdesk.com/repository/redhat/PublicKey
rpm —-import PublicKey
rm PublicKey

4. Update repository sources

yum check-update
yum update
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5. Install KIX

+ with PostgreSQL database

yum install kix-pg kix

+ with MySQL database

Is not supported.

- with MariaDB database

Usually the installation takes place under the root user and a login to the MariaDB server is possible for
this user without a password. In this case, no environment variables need to be set. Depending on the
existing system environment, it may still not be possible to log in without a password, e.g. because a
MariaDB server has already been configured according to its own security specifications. In this case it
is necessary to set two environment variables before the installation so that KIX can create the MariaDB
user and the MariaDB database.

If the KIXMARIADB_USER variable is not specified, "root" is used. The variable
KIXMARIADB_PASSWORD must contain the password of the specified MariaDB administrator user.

If MariaDB is not yet installed on the system, the KIX installer will install the MariaDB server, the
necessary libraries and the MariaDB client. If you are asked for the password of the administrator user
during the installation, this password must be identical to the one you set in the environment variable
KIXMARIADB_PASSWORD.

Example of reinstalling the DBMS

export KIXMARIADB_USER=root
export KIXMARIADB_PASSWORD=
yum install kix-mariadb kix
sudo firewall-cmd --zone=public --add-port=80/tcp --permanent
sudo firewall-cmd --reload
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(O Important Note

During the installation, KIX must adjust the MariaDB variable "innodb_log_file_size" to a size of
150MB, as well as the variable "max_allowed_packet" to 30MB, so that the installation can be carried
out.
If you have already configured a MariaDB server according to your specifications and do not
wish to make any adjustments, please set the following environment variable BEFORE installing
KIX:

export KIXMARIADB_NO_CONFIG_CHANGE=1

6. System restart to activate the SELinux policy

reboot

7. Install any other required packages

cpan install Mail :: IMAPClient

8. Start services

Start the web server as follows:

service httpd start
(Example database service: systemctl start mariadb (analogous for Postgres)

9. Use KIX

KIX can be used immediately after installation. No database installation via installer.pl is necessary. Access
is obtained by calling the URL "<FQDN> /kix/index.pl" in one of the supported browsers (see compatibility
matrix#). The preconfigured administrator user "root @ localhost" (password "root") is available for the first
login.

You can access the work surface for service employees after installation via the following URL:
"<Server name> /kix/index.pl".

The self-service portal for users and customers can be used via: "<Servername> /kix/customer.pl".

4 https://www kixdesk.com/en/support/compatibility/
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2.5 Red Hat Enterprise Linux

In this chapter you will find the installation instructions for the following versions of RHEL:

Red Hat Enterprise Linux 9 (RHEL)
Red Hat Enterprise Linux 8.5 (RHEL)
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2.5.1 Red Hat Enterprise Linux 9 (RHEL)

Please read the guide to the end and follow all relevant steps.

2.5.1.1 Installation Guide
1. Activate EPEL repositories (required for required Perl modules)

Follow the instructions on the EPEL website to install the appropriate EPEL release package for the
corresponding RHEL version. It is imperative to install the EPEL release that matches the current RHEL
release that is being operated as the operating system. (See also the thread in the Redhat Customer Portal)

subscription-manager refresh
yum install https://dl.fedoraproject.org/pub/epel/epel-release-latest-9.noarch.rpm

subscription-manager repos --enable codeready-builder-for-rhel- 9 -x86_64-rpms

2. Add the KIX repository (e.g. /etc/yum.repos.d/kix.repo)

[kix]
name = kix
baseurl = https: //packages.kixdesk.com/repository/redhat/kix2017/stable

gpgcheck = 1
enabled = 1
gpgkey =

proxy = _none_

3. the public key of c.a.p.e. Import IT to authenticate the packages
wget -q https://packages.kixdesk.com/repository/redhat/PublicKey
rpm —-—import PublicKey
rm PublicKey

4. Update repository sources

yum check-update
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5. Install KIX
+ with PostgreSQL database

yum install kix-pg kix

+ with MySQL database

Is not supported.

with MariaDB database

Usually the installation takes place under the root user and a login to the MariaDB server is possible for
this user without a password. In this case, no environment variables need to be set. Depending on the
existing system environment, it may still not be possible to log in without a password, e.g. because a
MariaDB server has already been configured according to its own security specifications. In this case it
is necessary to set two environment variables before the installation so that KIX can create the MariaDB
user and the MariaDB database.

If the KIXMARIADB_USER variable is not specified, "root" is used. The variable
KIXMARIADB_PASSWORD must contain the password of the specified MariaDB administrator user.

If MariaDB is not yet installed on the system, the KIX installer will install the MariaDB server, the
necessary libraries and the MariaDB client. If you are asked for the password of the administrator user
during the installation, this password must be identical to the one you set in the environment variable
KIXMARIADB_PASSWORD.

Example of reinstalling the DBMS

export KIXMARIADB_USER=root
export KIXMARIADB_PASSWORD=
yum install kix-mariadb kix
sudo firewall-cmd --zone=public --add-port=80/tcp --permanent

sudo firewall-cmd --reload

@ Important note

During the installation, KIX must adjust the MariaDB variable "innodb_log_file_size" to a size of
150MB and the variable "max_allowed_packet" to 30MB so that the installation can be carried out.
If you have already configured a MariaDB server according to your specifications and do not want
any adjustments, please set the following environment variables BEFORE installing KIX:

export KIXMARIADB_NO_CONFIG_CHANGE=1
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6. System restart to activate the SELinux policy

reboot

7. Install any other required packages

cpan 1install Mail :: IMAPClient

8. Start services

Start the web server as follows:

service httpd start

(Example database service: systemctl start mariadb (analogous for Postgres)

9. Use KIX

KIX can be used immediately after installation. No database installation via installer.pl is necessary. Access
is obtained by calling the URL "<FQDN> /kix/index.pl" in one of the supported browsers (see compatibility
matrix®). The preconfigured administrator user "root @ localhost" (password "root") is available for the first
login.

You can access the work surface for service employees after installation via the following URL:
"<Server name> /kix/index.pl".

The self-service portal for users and customers can be used via: "<Servername> /kix/customer.pl".

5 https://www.kixdesk.com/en/support/compatibility/
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2.5.2 Red Hat Enterprise Linux 8.5 (RHEL)

Please read the guide to the end and follow all relevant steps.

2.5.2.1 Installation Guide
1. Activate EPEL repositories (required for required Perl modules)

Follow the instructions on the EPEL website to install the appropriate EPEL release package for the
corresponding RHEL version. It is imperative to install the EPEL release that matches the current RHEL
release that is being operated as the operating system. (See also the thread in the Redhat Customer Portal)

subscription-manager refresh
yum install https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm
subscription-manager repos —--enable codeready-builder-for-rhel-8-x86_64-rpms

2. Add the KIX repository (e.g. /etc/yum.repos.d/kix.repo)

[kix]
name = Kix
baseurl = https: //packages.kixdesk.com/repository/redhat/kix2017/stable

gpgcheck = 1
enabled = 1
gpgkey =

proxy = _none_

3. the public key of c.a.p.e. Import IT to authenticate the packages

wget -q https://packages.kixdesk.com/repository/redhat/PublicKey
rpm —--import PublicKey
rm PublicKey

4. Update repository sources

yum check-update
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5. Install KIX
+ with PostgreSQL database

yum install kix-pg kix

+ with MySQL database

Is not supported.

« with MariaDB database

Usually the installation takes place under the root user and a login to the MariaDB server is possible for
this user without a password. In this case, no environment variables need to be set. Depending on the
existing system environment, it may still not be possible to log in without a password, e.g. because a
MariaDB server has already been configured according to its own security specifications. In this case it
is necessary to set two environment variables before the installation so that KIX can create the MariaDB
user and the MariaDB database.

If the KIXMARIADB_USER variable is not specified, "root" is used. The variable
KIXMARIADB_PASSWORD must contain the password of the specified MariaDB administrator user.

If MariaDB is not yet installed on the system, the KIX installer will install the MariaDB server, the
necessary libraries and the MariaDB client. If you are asked for the password of the administrator user
during the installation, this password must be identical to the one you set in the environment variable
KIXMARIADB_PASSWORD.

Example of reinstalling the DBMS

export KIXMARIADB_USER=root
export KIXMARIADB_PASSWORD=
yum install kix-mariadb kix
sudo firewall-cmd --zone=public --add-port=80/tcp --permanent
sudo firewall-cmd --reload
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(O Important Note

During the installation, KIX must adjust the MariaDB variable "innodb_log_file_size" to a size of
150MB and the variable "max_allowed_packet" to 30MB so that the installation can be carried out.
If you have already configured a MariaDB server according to your specifications and do not want
any adjustments, please set the following environment variables BEFORE installing KIX:

export KIXMARIADB_NO_CONFIG_CHANGE=1

6. System restart to activate the SELinux policy

reboot

7. Install any other required packages

cpan install Mail :: IMAPClient

8. Start services

Start the web server as follows:

service httpd start

(Example database service: systemctl start mariadb (analogous for Postgres)

9. Use KIX
KIX can be used immediately after installation. No database installation via installer.pl is necessary. Access

is obtained by calling the URL "<FQDN> /kix/index.pl" in one of the supported browsers (see compatibility
matrix®). The preconfigured administrator user "root @ localhost" (password "root") is available for the first
login.

You can access the work surface for service employees after installation via the following URL:
"<Server name> /kix/index.pl".

The self-service portal for users and customers can be used via: "<Servername> /kix/customer.pl".

6 https://www.kixdesk.com/en/support/compatibility/
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2.6 SUSE Linux Enterprise Server

In this chapter you will find the installation instructions for the following versions of SLES:

+ SLES 15 SP4
+ SLES 15 SP3
+ SLES 12 SP5
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2.6.1 SUSE Linux Enterprise Server 15.4 (SLES)

Please read the guide to the end and follow all relevant steps.

2.6.1.1 Installation Guide

1. If the server was NOT installed with a GUI (Gnome, KDE, ...):

SUSEConnect -p sle-module-desktop-applications/15.4/x86_64
Add the KIX repository

zypper -n ar https://packages.kixdesk.com/repository/suse/kix2017/stable kix
2. the public key of c.a.p.e. IT to authenticate the packages

wget -q http://packages.kixdesk.com/repository/suse/PublicKey
rpm —--import PublicKey
rm PublicKey

3. Add the OpenSUSE developer repository (required for required Perl modules)

zypper addrepo http://download.opensuse.org/repositories/devel:/languages:/perl/
SLE_15_SP4/devel:languages:perl.repo

& The file 'perl-DBD-Pg-3.15.0-94.5.x86_64.rpm' is not in the repository for SLES 15 SP4. There are two
ways you can go about it:
+ Install the missing file separately (http://download.opensuse.org/repositories/devel:/
languages:/perl/SLE_15_SP3/x86_64/perl-DBD-Pg-3.15.0-94.5.x86_64.rpm)
+ Use the SLES 15 SP3 repository.
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4. Update repository sources

zypper refresh

5. Install KIX

with PostgreSQL database (standard)

zypper install kix-pg kix

with MySQL database

is not supported

with MariaDB database

Usually the installation takes place under the root user and a login to the MariaDB server is possible for this
user without a password. In this case, no environment variables need to be set. Depending on the existing
system environment, it may still not be possible to log in without a password, e.g. because a MariaDB server
has already been configured according to its own security specifications. In this case it is necessary to set
two environment variables before the installation so that KIX can create the MariaDB user and the MariaDB
database.

If the variable KIXMARIADB_USER is not specified, "root" is used. The variable KIXMARIADB_PASSWORD
must contain the password of the specified MariaDB administrator user.

If MariaDB is not yet installed on the system, the KIX installer will install the MariaDB server, the necessary
libraries and the MariaDB client. If you are asked for the password of the administrator user during the
installation, this password must be identical to the one you set in the environment variable
KIXMARIADB_PASSWORD.

Example of reinstalling the DBMS

export KIXMARIADB_USER=root
export KIXMARIADB_PASSWORD=
zypper install kix-mariadb kix
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(O Important Note

During the installation, KIX must adjust the MariaDB variable "innodb_log_file_size" to a size of
150MB and the variable "max_allowed_packet" to 30MB so that the installation can be carried out. If
you have already configured a MariaDB server according to your specifications and do not want any
adjustments, please set the following environment variable BEFORE installing KIX:

export KIXMARIADB_NO_CONFIG_CHANGE = 1

6. Adjust Apache Config

The default configuration of the Apache web server under SLES prevents symbolic links (SymLink) from
being followed in the file system. However, KIX creates one (/ opt / kix) and uses it in the Apache config. So
that the web server accepts the SymLink, the Apache config must be adapted accordingly. The easiest way
to do this is to adjust the following position in /etc/apache2/httpd.conf:

# forbid access to the entire filesystem by default <Directory />
Options None + FollowSymLinks

7. Use KIX
KIX can be used immediately after installation. No database installation via installer.pl is necessary.

You can access it by calling up the URL "<Servername> /kix/index.pl" in one of the supported browsers (see
compatibility matrix’). The preconfigured administrator user "root @ localhost" (password "root") is available
for the first login.

You can access the work surface for service employees after installation via the following URL: "<Server
name> /kix/index.pl".

The self-service portal for users and customers can be used via "<server name> /kix/customer.pl".

7 https://www kixdesk.com/en/support/compatibility/
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2.6.2 SUSE Linux Enterprise Server 15.3 (SLES)

Please read the guide to the end and follow all relevant steps.

2.6.2.1 Installation Guide

1. If the server was NOT installed with a GUI (Gnome, KDE, ...):

SUSEConnect -p sle-module-desktop-applications/15.3/x86_64
Add the KIX repository

zypper -n ar https://packages.kixdesk.com/repository/suse/kix2017/stable kix
2. the public key of c.a.p.e. IT to authenticate the packages

wget -q http://packages.kixdesk.com/repository/suse/PublicKey
rpm —--import PublicKey
rm PublicKey

3. Add the OpenSUSE developer repository (required for required Perl modules)

zypper addrepo http://download.opensuse.org/repositories/devel:/languages:/perl/
SLE_15_SP3/devel:languages:perl.repo

4. Update repository sources

zypper refresh
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5. Install KIX
with PostgreSQL database (standard)

zypper install kix-pg kix

with MySQL database

is not supported

with MariaDB database

Usually the installation takes place under the root user and a login to the MariaDB server is possible for this
user without a password. In this case, no environment variables need to be set. Depending on the existing
system environment, it may still not be possible to log in without a password, e.g. because a MariaDB server
has already been configured according to its own security specifications. In this case it is necessary to set
two environment variables before the installation so that KIX can create the MariaDB user and the MariaDB
database.

If the variable KIXMARIADB_USER is not specified, "root" is used. The variable KIXMARIADB_PASSWORD
must contain the password of the specified MariaDB administrator user.

If MariaDB is not yet installed on the system, the KIX installer will install the MariaDB server, the necessary
libraries and the MariaDB client. If you are asked for the password of the administrator user during the
installation, this password must be identical to the one you set in the environment variable
KIXMARIADB_PASSWORD.

Example of reinstalling the DBMS

export KIXMARIADB_USER=root
export KIXMARIADB_PASSWORD=
zypper install kix-mariadb kix
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(O Important Note

During the installation, KIX must adjust the MariaDB variable "innodb_log_file_size" to a size of
150MB and the variable "max_allowed_packet" to 30MB so that the installation can be carried out. If
you have already configured a MariaDB server according to your specifications and do not want any
adjustments, please set the following environment variable BEFORE installing KIX:

export KIXMARIADB_NO_CONFIG_CHANGE = 1

6. Adjust Apache Config

The default configuration of the Apache web server under SLES prevents symbolic links (SymLink) from
being followed in the file system. However, KIX creates one (/ opt / kix) and uses it in the Apache config. So
that the web server accepts the SymLink, the Apache config must be adapted accordingly. The easiest way
to do this is to adjust the following position in /etc/apache2/httpd.conf:

# forbid access to the entire filesystem by default <Directory />
Options None + FollowSymLinks

7. Use KIX
KIX can be used immediately after installation. No database installation via installer.pl is necessary.

You can access it by calling up the URL "<Servername> /kix/index.pl" in one of the supported browsers (see
compatibility matrix®). The preconfigured administrator user "root @ localhost" (password "root") is available
for the first login.

You can access the work surface for service employees after installation via the following URL: "<Server
name> /kix/index.pl".

The self-service portal for users and customers can be used via "<server name> /kix/customer.pl".

8 https://www.kixdesk.com/en/support/compatibility/
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2.6.3 SUSE Linux Enterprise Server 12.5 (SLES)

Please read the guide to the end and follow all relevant steps.

2.6.3.1 Installation Guide
1. Add the KIX repository

zypper -n ar https://packages.kixdesk.com/repository/suse/kix2017/stable kix

2. the public key of c.a.p.e. IT to authenticate the packages

wget -q https://packages.kixdesk.com/repository/suse/PublicKey
rpm —--import PublicKey

rm PublicKey

zypper -n --gpg-auto-import-keys ref -s

3. Add the OpenSUSE developer repository (required for required Perl modules)

zypper -n ar https://download.opensuse.org/repositories/devel:languages:perl/
SLE_12_SP5/devel:languages:perl.repo

4. Update repository sources

zypper refresh

5. Install KIX

with PostgreSQL database (standard)

zypper install kix-pg kix

with MySQL database

is not supported
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with MariaDB database

Usually the installation takes place under the root user and a login to the MariaDB server is possible for this
user without a password. In this case, no environment variables need to be set. Depending on the existing
system environment, it may still not be possible to log in without a password, e.g. because a MariaDB server
has already been configured according to its own security specifications. In this case it is necessary to set
two environment variables before the installation so that KIX can create the MariaDB user and the MariaDB
database.

If the variable KIXMARIADB_USER is not specified, "root" is used. The variable KIXMARIADB_PASSWORD
must contain the password of the specified MariaDB administrator user.

If MariaDB is not yet installed on the system, the KIX installer will install the MariaDB server, the necessary
libraries and the MariaDB client. If you are asked for the password of the administrator user during the
installation, this password must be identical to the one you set in the environment variable
KIXMARIADB_PASSWORD.

Example of reinstalling the DBMS

export KIXMARIADB_USER=root
export KIXMARIADB_PASSWORD=
zypper install kix-mariadb kix

@ Important Note

During the installation, KIX must adjust the MariaDB variable "innodb_log_file_size" to a size of
150MB and the variable "max_allowed_packet" to 30MB so that the installation can be carried out. If
you have already configured a MariaDB server according to your specifications and do not want any
adjustments, please set the following environment variable BEFORE installing KIX:

export KIXMARIADB_NO_CONFIG_CHANGE = 1
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6. Adjust Apache Config

The default configuration of the Apache web server under SLES prevents symbolic links (SymLink) from
being followed in the file system. However, KIX creates one (/ opt / kix) and uses it in the Apache config. So
that the web server accepts the SymLink, the Apache config must be adapted accordingly. The easiest way
to do this is to adjust the following position in /etc/apache2/httpd.conf:

# forbid access to the entire filesystem by default <Directory />
Options None + FollowSymLinks

7. Use KIX
KIX can be used immediately after installation. No database installation via installer.pl is necessary.

You can access it by calling up the URL "<Servername> /kix/index.pl" in one of the supported browsers (see
compatibility matrix®). The preconfigured administrator user "root @ localhost" (password "root") is available
for the first login.

You can access the work surface for service employees after installation via the following URL: "<Server
name> /kix/index.pl".

The self-service portal for users and customers can be used via "<server name> /kix/customer.pl".

9 https://www.kixdesk.com/en/support/compatibility/
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2.7 Web server configuration

This chapter presents settings on the web server that can solve certain problems.

2.7.1 Avoid Google Phishing Warning

To avoid Google Phising warnings for your domain due to possible cross-site scripting caused by unset
headers, we recommend making the following additions to Apache's security.conf:

Header set X-Frame-Options SAMEORIGIN

Header set X-XSS-Protection 1; mode = block

Header set X-Content-Type-Options nosniff

Header always set Strict-Transport-Security "max-age = 63072000; includeSubDomains"

2.7.2 Further measures to secure the server

Further measures to secure the web server are recommended:

Deactivate directory listing
Disable the Http-TRACE method
Hide the version number of the server
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2.8 Migration

The process of software migration describes the changeover from a previously used to a new technological
environment. It goes beyond a simple update or upgrade. The migration was designed in such a way that it
can be repeated as often as required without data loss if problems should arise.

For this purpose, among other things, the database of the source system is exported and imported into the
new system and adapted accordingly. The file system needs sufficient space for this, on the one hand in the
directory which is specified as the target directory for temporary files during the migration and on the other
hand on the hard disk where the database is imported. Therefore, please make sure that there is sufficient
space in the respective file system. Otherwise the migration will fail.

! The procedure described here cannot be transferred 1: 1 to KIX Pro, as additional components are
installed compared to KIX Start.

2.8.1 Migration from the (OTRS) Community Edition to KIX Start

To switch from a classic (OTRS) Community Edition to the KIX Start service system, the following
requirements must be met:

+ The (OTRS) Community Edition system runs on the (OTRS) Community Edition Version 5.
+ The (OTRS) Community Edition system uses the same database management system as KIX.
+ The following packages must be installed in the (OTRS) Community Edition:
+ FAQ

GeneralCatalog

ImportExport

ITSMCore

ITSMConfigurationManagement

ITSMIncidentProblemManagement

The migration itself is carried out automatically by a corresponding migration script (/opt/kix/scripts/
migrate_otrs2kix.sh).

The concrete description of the migration steps and the procedure can be found in the file /opt/kix/
MIGRATING_OTRS.md after the installation of KIX. Follow the instructions.

2.8.2 Migration from KIX 16 to KIX 17

With every version of KIX a corresponding instruction is delivered in the file "/opt/kix/MIGRATING.md" on the
file system.

The description for the migration from KIX 16 to KIX 17 is as follows. It is imperative to meet the
requirements and follow the steps.
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2.8.2.1 Requirements

The KIX 16 system uses the same DBMS as KIX 17 (PostgreSQL, MariaDB or MySQL).
KIX 16 is the latest version (16.1.0).
The KIX database is installed locally.

2.8.2.2 Action

Stop daemon in KIX 2016 system
* sudo -u www-data <KIX2016-Home>/bin/otrs.Daemon.pl stop
Stop cron jobs in KIX 2016 system
+ <KIX2016-Home> /bin/Cron.sh stop <Apache user>
Stop apache
Change to the KIX 2017 directory
+ cd/opt/kix
Run migration script
* scripts/migrate_kix16.sh
Instructions follow
wait...
Transfer special configurations from the old Config.pm to the new Config.pm from KIX
+ Copy the old SystemID into the SystemID-Config-Attribute of the KIX Config.pm
+ Do not overwrite the rest of the existing KIX configuration!
Deactivate mod_perl
Only necessary if you want to work in KIX 2016 and KIX 2017 at the same time
Start apache
then re-install the remaining installed packages in the package manager on the console
* sudo -u <apache user> /opt/kix/bin/kix.Console.pl
Admin::Package::Reinstall --force <package name>
Copy the article attachments in the file system from the old KIX installation to KIX 2017
* cp -rvp <KIX2016-Home> /var/article/opt/kix/var

KIX Installation
Migration

If available, copy the Cl images in the file system from the old KIX installation to KIX 2017

* cp -rvp <KIX2016-Home> /var/ITSMConfigItem/opt/kix/var

If available, copy the CI attribute attachments in the file system from the old KIX installation to KIX

*+ cp -rvp <KIX2016-Home> /var/attachments/opt/kix/var
Config rebuild
Clear caches
Apache reload
Check cron jobs in KIX 2017 system
« Transfer special cron jobs and check configuration and adjust if necessary
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+ Start cron jobs in the KIX 2017 system
+ /opt/kix/bin/Cron.sh start <Apache user>
+ Start daemon in KIX 2017 system
* sudo -u www-data /opt/kix/bin/kix.Daemon.pl start

(@ Errors that are not "real" errors
When migrating from KIX16 to KIX17, error messages are noted in the log. If necessary, these must
be examined carefully. Not every log entry marked as error requires action.

Example: The Postgresql dump import delivers, for example,' psql: /tmp/KIX17_migration/
KIX16_DB.dmp: 29: ERROR: must be owner of extension plpgsql',6or'psql: /
tmp/KIX17_migration/KIX16_DB.dmp: 17821: WARNING: no privileges could be

revoked for "public" .These messages are displayed as errors but can be ignored.
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3 General Notes

3.1 Manual configuration of cron jobs

If you plan to create your own cron jobs, which you enter directly in the crontab of the web server user, the
following process is absolutely necessary.

+ The KIX cron (under / otp / kix / bin) reads the relevant cron files again after a restart. These are
located under / opt / kix / var / cron.

+ Allfiles in the directory without the .dist extension are viewed and read in.
If you want to expand your own jobs, you have to create a new file and save the relevant entries there.
This is the only way to guarantee security during the update.

« Then correct the rights on the web server user and restart the cron.

© Warning

If you do not proceed like this, all settings will be gone after a reboot.

3.2 Linking

In order to automatically create links in the SysConfig per event, event names must be created correctly.
These are not stored in the KIX by default.

Possible prefixes for this are

‘TicketMasterLinkAdd',
‘TicketMasterLinkDelete',
‘TicketSlaveLinkAdd' and
‘TicketSlaveLinkDelete'.

The link type is now appended to the relevant prefix (/. The type and not the selected link).

The link types are stored in the SysConfig with entries of the form 'LinkObject :: Type ### ...". You can find it
in the Framework group and there in the Core :: LinkObject subgroup.

@ Example

For the parent <-> child link, the type is called 'ParentChild'. For example, an available event would be
'TicketSlaveLinkAddParentChild'.
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3.3 Customer frontend

The KIX customer front end is the graphical user interface (GUI) for contact persons or agents in the role of a
customer. You reach the customer frontend by writing "customer.pl" instead of "index.pl" at the end of your
KIX URL.

So that agents can easily switch between the agent and customer front end, there is a "switch button" within
the special functions, see chapter "The customer front end" in the KIX 17 user manual.

The following settings must be made for this:

+ The login for agents and customer portal users (contact persons) must be analogous.
+ The agent requires rights to the "SwitchButton". You set this under Admin module > Agents < - >
Groups > Manage Agent-Group Relations.

Manage Agent-Group Relations
Actions Overview

Add agent
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Customer frontend

Agent Management Customer Management Email Settings
Agents Groups Contact Customers PostMaster Mail Accounts PostMaster Filters
Agents <> Groups Roles Contact <-> Groups Contact <-> Services

Email Addresses SMIME Certificates
Agents <-> Roles Roles <-> Groups Address Book Customer Portal Groups

PGP Keys
Queue Settings Ticket Settings System Administration
Queues Queues <-> Groups <-> Roles Ticket Notifications General Catalog Generic Agent Support Data Collector
Text Module Categories Text Modules Config ltems Types Admin Motification Criticality <-> Impact <> Priority

Session Management System Maintenance
Text Modules <-> Queues Templates Access Control Lists (ACL) States

Performance Lag System Log
Templates <> Queues Auto Responses QuickState Priorities

SQL Box mport/Expart

Services Dynamic Fields

Auto Responses <-> Queues Aftachments

Process Management SysConfig

Service Level Agreements Depending Dynamic Fields

Attachments <-> Templates Salutations

Web Senvices Package Manager
Signatures Ticket-Template configurator

Messages

Figure: KIX Admin Area

The subject areas that can be managed and edited include:

+ Agent management

+ Customer management
+ Email settings

* Queue settings

+ Ticket settings

+ System administration

In the following chapters, the individual topics will be discussed in more detail. However, the assignment
there can differ from the assignment in the overview, which has grown over time.
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4.1 General Settings

Setting options that cannot be assigned to a specific topic or that can be stored across multiple functions in
the KIX are the subject of this chapter.

4.1.1 Settings for overviews and lists
Adjust the limit of the characters displayed
If values in the representations are too long, they are abbreviated with ...

The length of the values from which this is carried out is 20 characters as standard. You can adapt this by
adapting the key "Frontend :: OverrideQDataDisplayLimits" for general fields or "Frontend :
OverrideDynamicFieldDisplayLimits" for dynamic fields in the SysConfig. The associated output filter should
be active and contain the respective module for which the field length is to be adjusted.

4.1.2 Enlarge columns in tables

The length restriction of the columns in the article overview table of the ticket view can be adjusted if
necessary. In order to be able to change the column width via the header columns as an agent, the system
must be configured accordingly:

SysConfig key: Frontend :: Agent :: Ticket :: ViewTicketZoomTabArticle
Change of table cells
+ Addition of the "resizeable" class
+ Adaptation of the JS "Core.Agent.TicketZoom"
+ The calculation of the column width must take into account the values from the user
preference.
+ The event must be adapted accordingly so that the addition that defines the "resizeable" saves
it as a user preference in the event of a change (s).
+ The CSS for the article table must be added so that the cell contents are not displayed larger than the
cell. The same applies to the CSS for the visual display when moving the column width.

As a result, when you change one column width, the other columns automatically adjust within the
framework of the maximum table width. The minimum column width does not fall below the content of the
header column. The column width set by the agent is saved for the respective agent.

Issued on: 13.02.2024 Page 46



KIX 17 Admin Manual - EN - KIX Start
Agent Management
General Settings

5 Agent Management

The following sections contain information on how to:

+ Create and manage agents
+ Link Agents to Groups

+ Link Agents to Roles

+ Create and Manage Groups
+ Create and Manage Roles

+ Link Roles to Groups

Agent Management

Agents Groups
Agents <-= Groups Rioles
Agents <-> Roles Holes <-> Groups

Figure: Agent Management
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5.1 Authorization concept
The authorization concept describes which access rules apply to individual users or user groups to the data
of the IT system.

It assigns each user / agent a number of rights that he is actually allowed to use, or conversely, each right is
assigned a list of the authorized users. The type of authorization can also be specified, for example read,
change, delete and / or use.

A concept that is mapped using roles and user groups is clear and makes day-to-day business easier for the
administrator.

5.1.1 Interaction of agents, groups and roles

Agent:

10

People who work internally at KIX are called agents. Each agent
logs on to the system via his own password-protected

I
Gruppe | "account".
rw | Manager .
ro  weee—e—d Vertrieb Groups:
move_into | IT Mitarbeiter
create ' , Agents are assigned to groups and receive their authorizations,
note === First Level ) o ]
which resource they are allowed to edit in which way. The

| —

admin has to assign each individual authorization to each
group to the agent.
Groups are also assigned queues or functional areas.

Roles:

Agents can also be assigned roles. This role combines a combination of groups and permissions. Roles de
facto define a collection of group permissions. A role can be assigned to multiple agents.
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Example

As the admin of the company, you assign each individual employee his or her necessary rights in the
KIX. You can assign each right individually via the group assignment.

The tasks and necessary work authorizations are often the same within a department. The use of
roles is recommended for this. This allows authorizations to be summarized, for example all
authorizations that employees need in payroll accounting, as it results from the business processes
there. This role is assigned to every employee who is now actually working in personnel accounting.
In addition, roles and authorizations can be combined with one another via the groups, agents can
be assigned roles as well as direct authorizations via the group. Permissions add up this way.
Neither role nor group have priority here; you always have all of the authorizations.

An employee can also have several roles if he has several functions. In this way it is achieved that
changes in the responsibilities of the individual employees as well as changes in the business
process only have to be tracked at one point in the authorization concept and this remains
consistent and manageable. The maintenance effort is reduced.

5.1.2 Authorization types

The following types of authorization are available in KIX:

Authorization  Abbreviation Meaning of impact

create CR Agent can create tickets in group / queue.
move_into MO Agent can move tickets into group / queue.
note NO Agent can add notes to tickets in group / queue.
owner ow Agent can be set as an editor in group / queue.
priority PR Agent can set ticket priority in group / queue.

ro RO Agent can see tickets in group / queue.

rw RW Full authorization on tickets in group / queue.

Each of these authorizations can be assigned individually to an agent, a group or a role.
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5.2 Create and Manage Groups

In this area you can create new groups in order to give permissions to different agents. The list shows all of
the groups created in the system.

Group Management

Actions List (9 total)
Add group NAME comMMENT VALIDITY CHANGED CREATED
SwitchButton created by SwitchButton installer wvalid 04/28/2016 10:21 04/28/2016 10:21
admin Group of all administrators. valid 04/28/2016 10:20 04/28/2016 10:20
Filters
faq faq database users valid 04/28/201 :20 04/28/2016 10:20
Validity:
al fag_admin faq admin users wvalid 04/28/2016 10:20 04/28/2016 10:20
Update faq_approval faq approval users valid 04/28/2016 10:20 04i28/2016 10:20
itsm-configitem Group for ITSN nfigltem mask access in the agent interface wvalid 0428/2016 10:20 04/28/2016 10:20
itsm-service Group for ITSh e mask access in the agent interface. valid 04/28/2016 10:20 04i28/2016 10:20
Hint
stats Group for stat valid 04/28/2016 10:20 04i28/2016 10:20
users Group for default access. valid 04/28/2016 10:20 04/28/2016 10:20

Figure: Group Management

The "admin” group is required for the Admin area.
The "stats” group is required for the "KPI Dashboard" and "Statistics" areas.

You will find a filter in the menu on the left-hand side of the screen. With this, the overview list of the existing
groups can be filtered for validity.

The following filters are possible:

< All

+ Valid

+ Invalid

+ Temporarily invalid

This setting is temporary and applies as long as you are in the respective area. "All" is set as standard. All
existing entries are displayed without restriction.

The filter also takes into account searches that have already been carried out.

A standard can be set for the filter in SysConfig, which initially defines the filter and accordingly shows the
list in a restricted manner. To do this, go to the Framework group in SysConfig and then to the Frontend ::
Admin :: ViewGroup subgroup.
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Add a New Group
In the "Actions” widget click "Add Group". The following widget will open:

Group Management

J Actions J Add Group
| 4 Go to overview | * Name: | |
Validity: | valid -
e Comment: | |

: — :
The admin group is to getin the admin area m RS
and the stats group to get stats area.

Create new groups to handle access
permissions for different groups of agent (e. g.

purchasing department, support department,
sales department, ...).

It's useful for ASP solutions

Figure: Group Management - Add Group

Assign the group a name and, if applicable, add a comment. Then click "Submit".
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5.3 Create and manage agents

In this area you can create/manage new agents and adjust the settings for a specific agent.

& Initially there is an agent whose username is root @ localhost. This account is a superuser account
which is linked to various system processes. Do not set this account to "invalid" as these processes
will no longer work properly.

1. Assign a new password to this superuser account.
2. Create your own superuser account with which you can work in the system.

Agent Management

Actions List (6 total)

a USERNAME HAME EMAIL LAST LOGIN VALIDITY CHANGED CREATED
valid 02/11/2021 09:05 11/01/2016 11:51

hmueller Hans Miiller € com

/31/2017 16:29 017 16:16

hofmanmichael Michael Hotman sispiel.de valicl
~udd agent

jsmith John Smith john smith@myfirm.com valid 10822

mmustermanr Max Mustermann max. mus valid /272021 08:23

Filters
root@localhost Admin KIX rooti@localhost valid 28/2016 10:22

Validity:

valid 02/11/2021 09:05

all - t.frohlich Thomas Frohlich tf@meinefirma.de

Update

Hint

Attention: Don't forget to add a new agent to
groups and/or roles!

Figure: Agent Management

You will find a filter in the menu on the left-hand side of the screen. With this, the overview list of the existing
agents can be filtered for validity.

The following filters are possible:

< All

+ Valid

+ Invalid

+ Temporarily invalid
This setting is temporary and applies as long as you are in the respective area. "All" is set as standard. All
existing entries are displayed without restriction.

The filter also takes into account searches that have already been carried out.

A standard can be set for the filter in SysConfig, which initially defines the filter and accordingly shows the
list in a restricted manner. To do this, go to the Framework group in SysConfig and then to the Frontend :
Admin :: ViewUser subgroup.
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Add Agent

Title or salutation:
* Firstname:
* Lastname:
# Username:

Password:

* Email:

Mohile:

Validity:

Google Authenticator:

Language:

Queue view - layout:

Service view - layout:

valid

English

Queue-Tree

Service-Tree

Figure: "Add Agent" Widget

Assign a lastname, firstname, username and email address, and specify the settings for the agent. Then click

"Submit”.

After submitting the data you will be taken automatically to the "Manage Agent-Group Relations" area.

() Please note

The password has to meet the password criteria. In the standard KIX version the criteria are:

Minimum length: 8 characters
Maximum length: 16 characters

Must consist of at least 3 of the following character groups: lowercase, uppercase, numbers,

or special characters

You cannot use your: login name, firstname, lastname
Use at least one of the following special characters: |[[+-*:_=#,$
Do not use these special characters: space,\/;*

Password valid for: 90 days

If you wish to change the criteria for the agent password, you have to change the settings in
SysConfig: Framework -> Frontend::Agent::Preferences -> PreferencesGroups###Password.
If LDAP/AD is used for user authentication, the KIX password policy has no effect.
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In the standard version the number of possible login attempts is 3 (three). After this, the agent's

login will be blocked. To unblock a blocked agent, go to the "Block Login" field in the "Edit Agent”
widget and select "No".

& The forgot password' function in the agent and customer front end is deactivated when
delivered in order to minimize the attack surface.

If you want to activate the function, you have to change the setting in the SysConfig:
* Framework — Frontend :: Customer —» CustomerPanellLostPassword
+ Framework - Frontend :: Agent - LostPassword

Warning: This function is not effective when using an LDAP.
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5.4 Link Agents to Groups

In this area you can manage agent-group relations and define an agent's permissions in a group. In the
"Overview" widget you can view all the existing agents and groups in the KIX system.

You can add a new agent by clicking "Add Agent".
You can add a new group by clicking "Add Group".

Manage Agent-Group Relations
Actions Overview
[+] Add agent AGENTS GROUPS
capelT (capelT Support) admin
a Add group root@localhost (Admin KIX) fag

serviceagent (Service Agent) fag_admin

fag_approval
Filter for Agents itsm-configitem
itsm-service
stats
SwitchButton
users
Filter for Groups

Figure: Manage Agent-Group Relations

Agent Relations in a Group

In the "Overview" widget click a group name. The following widget will open:

Manage Agent-Group Relations

Actions Change Agent Relations for Group admin

‘ EODEEED AGENT RO MOVE_INTO CREATE NOTE OWNER PRIORITY RW

capelT (capelT Support)
root@localhost (Admin KIX)

serviceagent (Service Agent)

Filter

Submit | or Cancel

Figure: Agent Relations in a Group

Define the individual rights of an agent for this group here. Then click the "Submit" button.

Reference

ro - Read only access to the ticket in this group/queue
move_into - Permissions to move tickets into this group/queue
create - Permissions to create tickets in this group/queue

note - Permissions to add notes to tickets in this group/queue
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owner - Permissions to change the owner of tickets in this group/queue
priority - Permissions to change the ticket priority in this group/queue
rw - Full read and write access to the tickets in this group/queue

Group Relations for an Agent

In the "Overview" widget click the name of an agent. The following widget will open:

Manage Agent-Group Relations

Actions Change Group Relations for Agent Service Agent (serviceagent)

‘ Goto overview GROUP RO MOVE INTO CREATE NOTE OWNER PRIORITY RW
admin
faq

Filter )
faq_admin
faq_approval
itsm-configitem
itsm-service
stats
SwitchButton
users
Submit | or Cancel

Figure: Group Relations for an Agent

Define the rights for the selected agent for the respective group here. Then click the "Submit" button.

Reference

ro - Read only access to the ticket in this group/queue

move_into - Permissions to move tickets into this group/queue

create - Permissions to create tickets in this group/queue

note - Permissions to add notes to tickets in this group/queue

owner - Permissions to change the owner of tickets in this group/queue
priority - Permissions to change the ticket priority in this group/queue

rw - Full read and write access to the tickets in this group/queue
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5.5 Create and Manage Roles

In this area you can create new roles and manage existing ones. The list shows all of the roles created in the
system.

Role Management

Actions List (2 total)
Add role HAME COMMENT VALIDITY CHANGED CREATED

AP_1 valitl

04/27/2020 08:17

Test valid 04/27/2020 08:16

Filters

Validity:

all

Update

Hint

Figure: Role Management

You will find a filter in the menu on the left-hand side of the screen. With this, the overview list of the existing
roles can be filtered for validity.

The following filters are possible:

< All

+ Valid

+ Invalid

+ Temporarily invalid

This setting is temporary and applies as long as you are in the respective area. "All" is set as standard. All
existing entries are displayed without restriction.

The filter also takes into account searches that have already been carried out.

A standard can be set for the filter in SysConfig, which initially defines the filter and accordingly shows the
list in a restricted manner. To do this, go to the Framework group in SysConfig and then to the Frontend ::
Admin :: ViewRole subgroup.
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In the "Actions” widget click "Add Role". The following widget will open:

Agent Management
Create and Manage Roles

Group Management

J Actions

| 1 Go to overview

Hint

The admin group is to getin the admin area
and the stats group to get stats area.

Create new groups to handle access
permissions for different groups of agent (e. g.
purchasing department, support department,
sales department, ...).

It's useful for ASP solutions.

J Add Group

* Name: |

Validity: | valid .

Comment: |

or Cancel

Figure: Add Role

Assign the role a name and, if applicable, add a comment. Then click "Submit".

(X
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5.6 Link Agents to Roles

In this area you can manage agent-role relations. In the "Overview" widget you can view all the existing
agents and groups in the KIX system.

You can add a new agent by clicking "Add Agent".
You can add a new role by clicking "Add Role".

Manage Agent-Role Relations

Actions Overview
[+] Add agent AGENTS ROLES
capelT (capelT Support) R_KI¥_ADMIN
Add rok
e careE root@lacalhost (Admin KIX) R KIX_USER

serviceagent (Service Agent)

Filter for Agents

Filter for Roles

Figure: Overview of Agents and Roles

Link Agents to a Role

In the "Overview" widget click the name of the role. The following widget will open:

Manage Role-Agent Relations

Actions Change Agent Relations for Role R_KIX_USER
1 Go to overview
AGENT ACTIVE
capelT (capelT Support)

root@localhost (Admin KIX)

Filter - . )
serviceagent (Service Agent)

Submit | or Cancel

Figure: Agent Relations for a Role

Select the agents that you want to assign to the role. Then click the "Submit" button.

Link Roles to an Agent

In the "Overview" widget, click the name of the agent. The following widget will open:
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Manage Role-Agent Relations

J Actions Change Role Relations for Agent capelT Support (capelT)
| 1 Go to overview ROLE ACTIVE
R_KIX_ADMIN
R_KIX_USER
| Fitter =
| start typing to filter | Submit | or Cancel

Figure: Role Relations for an Agent

Select the role(s) that you want to assign to the agent. Then click the "Submit" button.
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5.7 Link Roles to Groups

In this area you can manage role-group / group-role relations. The "Overview" widget contains a list of all the
existing roles and groups in the KIX system.

Manage Role-Group Relations

Filter for Roles Overview
ROLES GROUPS
R_KIX_ADMIN admin
R_KIX_USER faqg
Filter for Groups fag_admin
fag_approval
itsm-canfigitem
itsm-service
stats
SwitchButton

users

Figure: Overview of Role < - > Group Relations

Group Relations for a Role

In the "Overview" widget, click the name of a role. The following widget will appear:

Manage Role-Group Relations

Actions Change Group Relations for Role R_KIX_USER
! GO0 lo ovenview GROUP RO MOVE_INTO CREATE NOTE OWNER PRIORITY RW
admin
faq
Filter .
fag_admin

faq_approval

itsm-configitem
itsm-service
A0l stats
SwitchButton
users

Submit | or Cancel

Figure: Group Relations for a Role

Now mark the individual rights for a group for the role. Then click the "Submit" button.

Reference
ro - Read only access to the ticket in this group/queue

move_into - Permissions to move tickets into this group/queue
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create - Permissions to create tickets in this group/queue

note - Permissions to add notes to tickets in this group/queue

owner - Permissions to change the owner of tickets in this group/queue
priority - Permissions to change the ticket priority in this group/queue

rw - Full read and write access to the tickets in this group/queue

Role Relations for a Group

In the "Overview" widget click a group. The following widget will open:

Manage Role-Group Relations

Actions Change Group Relations for Role R_KIX_USER
! Goto overview GROUP RO MOVE INTO CREATE NOTE OWNER PRIORITY RW
admin
fag
Filter )
fag_admin

faq_approval
itsm-canfigitem

itsm-service

Hint

stats
SwitchButton

users

Submit | or Cancel

Reference

ro
Read only access to the ticket in this group/queue.
move_into
Permissions to move tickets into this group/queue.
create
Permissions to create tickets in this group/gueue.
note
Permissions to add notes to tickets in this group/queue.
owner
Permissions to change the owner of tickets in this group/queue.
priority
Permissions to change the ticket priority in this group/queue.
w
Full read and write access to the tickets in this group/queue.

Figure: Role Relations for a Group

Now mark the individual rights for a role for the group. Then click the "Submit" button.

Reference

ro - Read only access to the ticket in this group/queue
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move_into - Permissions to move tickets into this group/queue

create - Permissions to create tickets in this group/queue

note - Permissions to add notes to tickets in this group/queue

owner - Permissions to change the owner of tickets in this group/queue
priority - Permissions to change the ticket priority in this group/queue

rw - Full read and write access to the tickets in this group/queue
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6 Customer Management

The following sections contain information on how to:

+ Create and Manage Contacts

+ Link Contact to Groups

+ Manage Address Book

+ Create and Manage Customers

+ Link customers to services and SLAs
+ Manage Customer Portal Groups

Customer Management

Contact Customers

[ e and manage custom
Contact <-> Groups Contact <-= Services

| ontact to grouj Link contact tr

Address Book Customer Portal Groups

Ta | Istomer portal group

Figure: Customer Management
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6.1 Create and Manage Contacts

In this area you can create and manage contacts. You can also export or import contacts via CSV. The list
shows all of the contacts created in the system.

Contact Management

Actions List (2 total)
" | Q | USERNAME NAME EMAIL CUSTOMERID LAST LOGIN VALIDITY
Wildcards like ™ are allowed emjo Emily Jones emilyjones@sample-company.com sample company valid
mata Matthew Taylor Matthew.Taylor@sample-enterprises.com sample enterprises valid
| Add contact ‘
| Database Backend -]
Hint
Contact are needed to have a customer
history and to login via customer panel.

Figure: Contact Management
Add a New Contact

In the "Actions” widget click "Add Contact". The following widget will open:

Contact Management

Actions Add contact

* CustomeriD: |

Phone: |

| [ Go to overview | Title or salutation: | |
| ‘ Back to search results | * Firstname: | |
* Lastname: | |
* Username: | |
Hint

Password: | |

Contact are needed to have a customer
history and to login via customer panel. * Email: | |

Fax: |

Figure: Add Contact

Fill out the input fields and specify the settings for this contact. Then click "Submit".
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() Please note

The password has to meet the password criteria. In the standard KIX version the criteria are:
+ Minimum length: 8 characters
+ Maximum length: 16 characters
+ Must consist of at least 3 of the following character groups: lowercase, uppercase, numbers,
or special characters
+ You cannot use your: login name, firstname, lastname
+ Use at least one of the following special characters: ][+*._=#,$
+ Do not use these special characters: space,\/;*
+ Password valid for: 90 days

If you wish to change the criteria for the agent password, you have to change the settings in
SysConfig: Framework -> Frontend::Agent::Preferences -> PreferencesGroups###Password.

If LDAP/AD is used for user authentication, the KIX password policy has no effect.

In the standard version the number of possible login attempts is 3 (three). After this, the contact's
login will be blocked. To unblock a blocked contact, go to the "Block Login" field in the "Edit contact”
widget and select "No".
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6.1.1 Use of several customer numbers at one contact person
(MultipleCusotmerIDs)

It is possible to assign several customer numbers to one contact person. The following adjustments are
required in the system for this:

Step 1: expand the table

In order to make several customer numbers available for a contact person, the contact table must be
extended by the corresponding column:

ALTER TABLE customer_user ADD customer_ids VARCHAR(250);

Step 2: Adopting the mapping in Config.pm

The config block for mapping the tables must be transferred to Config.pm.

The config block is located in the Defaults.pm (opt/kix/Kernel/Config/Defaults.pm).

Step 3: Adapting the mapping

The mapping must now be adjusted in order to enable support for multiple customer numbers.

To do this, set CustomerCompanySupport to 1:

CustomerCompanySupport => 1,

Then the column for UserCustomerIDs must be commented in the mapping:

[ '"UserCustomerID', Translatable('CustomerID'), 'customer_id', 0, 1, 'var', '', 0 ],

[ 'UserCustomerIDs', Translatable('CustomerIDs'), 'customer_ids', 1, 0, 'array', 5
01,

(@ Tip: Change the storage_type to “array” in order to get a multiple selection list for the customer
numbers.

Step 4: Clear cache, config rebuild and restart web service

Now you have to clear the caches, rebuild the configuration and restart the web service in order for the
changes to take effect:
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<WebUser> /opt/kix/bin/kix.Console.pl Maint::Cache::Delete
<WebUser> /opt/kix/bin/kix.Console.pl Maint::Loader::CacheCleanup
<WebUser> /opt/kix/bin/kix.Console.pl Maint::Config::Rebuild

<WebService>restart
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6.2 Link Contact to Groups

In this area you can manage the relations between contacts (customers) and groups. This feature is disabled
by default and has to be enabled in the SysConfig area.

Manage Customer-Group Relations

Notice

This feature is disabled!

& Enable it here!

Figure: Manage Customer-Group Relations

Click "Enable it here!" to activate this function. You will land on the following SysConfig area:
SysConfig

Actions Edit Config Settings in Framework — Frontend::Customer
4 Go'to overview

CustomerPanelPreApplicationModule###CustomerTicketCustomerlDSelection
This module and its PreRun() function will be

executed, if defined, for every request. This Kemel:Modules::CustomerTicketCus
module checks if contact has multiple customer

ids and presents selection of one of them for &

new ticket creation.

o CustomerHeadline

The headline shown in the customer interface.

CustomerLogo Key Content

The logo shown in the header of the customer ey

interface. The URL to the image must be a StyleHeight 60px 8

relative URL to the skin image directory.
StyleRight 17px B
StyleTop 10px =]
StyleWidth 60px =]
URL skinsiCustomeridefaulticss-cache/img/KIX_logo.png B

CustomerLoginLogo Key Content

logo shown on top of the login box ofthe = —
customer interface. The URL to gemust | SbyleHeight 100px
be relative URL to the skin image dil

URL skinsiCustomer/defaultimg/KIX_logo.png
CustomerPanelUserlD
Defines the user identifier for the customer panel.
| CustomerGroupSupport Yes

Activates support for customer groups.

Figure: SysConfig - Edit Config Settings in Framework - Frontend::Customer

In "CustomerGroupSupport" select "Yes" and then click "Submit".

When the function is enabled, you will see the "Search Results" widget. Here you will see all of the contacts
(customers) and groups that were found using the search bar in the "Actions” widget. The search results are
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made up of the initial search for all contacts (customers) using the "*" wildcard character in the "Actions”
widget.

In the "Customer Default Groups" widget you will see the customer default groups. The only group that is
included with the factory settings is "users”.

Manage Customer-Group Relations

Actions Search Results:

" Q CUSTOMERS (2) GROUPS
Emily Jones <emily jones@sample-company.com= (sample company) admin
Matthew Taylor <Matthew. Taylor@sample-enterprises.com> (sample enterprises) fag

= Edit Customer Default Groups

faq_admin

TH - e 4 faq_approval
itsm-configitem
itsm-service
stats
SwitchButton

Filter for Groups

Customer Default Groups:

GROUPS
users

Figure: Manage Customer-Group Relations
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Link Groups to a Contact (Customer)

In the "Search Results" widget click an item from the "Customers" column.

In the "RO" and "RW" columns, select the read / write rights for the selected group to which the contact
person (customer) can access.

Manage Customer-Group Relations

Actions Change Group Relations for Customer Emily Jones (emjo)
1 Go to overview GROUP RO AW
(E4 Edit Customer Default Groups admin
fag
fag_admin

fag_approval
itsm-configitemn
itsm-service

Filter for Groups stats
SwitchButton

Submit | or Cancel

Customer Default Groups:

tbe GROUPS

users

Reference

ro
Read only access to the ticket in this group/gueue.

w
Full read and write access to the tickets in this group/queue.

Figure: Group Relations for a Customer

Then click "Submit" to save the relations for this contact (customer).

Link Contact (Customer) to a Group

In the "Search Results" widget click an entry from the "Groups” column.

In the "RO" and "RW" columns, select the read / write rights for the selected group to which the contact
person (customer) can access.
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Manage Customer-Group Relations

Actions J Change Customer Relations for Group fag
| g EDEEENED | CUSTOMER (2) RO RW
| * | Q | Emily Jones <emilyjones@sample-company.com> (sample company)

Wildcards like ™ are allowed. Matthew Taylor <Matthew. Taylor@sample-enterprises.com= (sample enterprises)

or Cancel

Hint

Select the customer.group permissions.
Reference

If nothing is selected, then there are no
permissions in this group (tickets will not be
available for the customer).

ro
Read only access to the ticket in this group/gueue.

w
Full read and write access to the tickets in this group/queue.

Figure: Customer Relations for a Group

Then click "Submit" to save the relations for this group.

Add a New Customer Default Group

In the "Actions” widget click "Edit Customer Default Group". You get to the SysConfig configuration settings in

Framework - Edit Frontend :: Customer.

Click and enter the description for the customer group.

CustomerGroupAlwaysGroups

users |

Defines the groups every
contact will be in (if
CustomerGroupSupport is
enabled and you don't want to
manage every user for these

groups).

Figure: SysConfig Settings for Customer Default Groups

Finally click on the "Update" button.
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6.3 Manage Address Book

In the "Address Book Management" area you can manage email addresses within KIX. For example, you can
delete email addresses that are no longer used or even empty the entire address book.

The address book is populated automatically if an email address isn't in one of the data backends.

Address Book Management

Actions List (6 total)
* Q
EMAIL
: a.mueller{@kixdesk.com
darthvader @kixdesk.com
o Empty address book info@kixdesk.com

john.smith@myfirm.com
rootiflocalhost

skywalker@kixdesk.com

Figure: Address Book Management

p
a
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In this area you can create and manage customers. The list shows all of the customers created in the

system.

Customer Management

Actions

*

Wildcards like ™ are allowed.

| Add customer

| Database Backend

List (2 total)

K123456
K789012

CUSTOMERID NAME
sample company
sample enterprises

COMMENT

VALIDITY

valid
valid

CHANGED
11/14/2019 15:30
11/14/2019 15:30

CREATED
11/14/2019 1329
11/14/201913:29

Figure: Customer Management

Add a New Customer

In the "Actions” widget click "Add Customer". The following widget will open:

Customer Management

Actions

1 Go to overview

Add Customer

* CustomerID: |

* Customer: |

Street: |

Zip: |

City: |

Country: |

URL: |

Comment: |

* Valid: | =i

or Cancel

Figure: Customer Management - Add Customer

Assign the customer a customerID and a description and, if applicable, fill in the address details. Then click

"Submit".

(X
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6.5 Contacts and Services

Here you can assign a service to a contact person.

Customer Management
Contacts and Services

Kunden-Service-Zuordnungen verwalten

Aktionen Suchergebnisse:
|E| KUNDEN (5) SERVICES
TR Hans Mustermann <hmustermann@mustenwel: de> (hamu) Gerdtewartung
Herr Kevin Schmidt <kevinschmidt@fake.com> [987654321) Personal
(@ stondardsenices bearbeien Herr Max Muster <fake@fake com> (123456789) Support

Jochen Kramer <jochenk@abc.de> (0423)

Filter fur Services Thomas Frohlich <tf@meinefirma.de> (4711)

Beginnen Sie mit der Eingabe, um zu filtern

Figure: Manage Customer-Services Relations

Allocating services to customer

In the "Search Results" widget click a customer. The following widget will open:

Manage Customer-Services Relations

Actions Allocate Services to Customer Bill Wootten {bwootten)

| 1 Gao 1o overview | | |
SERVICE ACTIVE

Geratewartung ||

Filter for Services Personal L

Just start typing to filter... | Support [

or Cancel

Figure: Assigning a Service to a Customer

+ Mark the services which you wish to link to the customer.
+ Click button "Submit".

Allocating customers to service

In the "Search Results" widget click a service. The following widget will open:

Manage Customer-Services Relations

Actions Allocate Customers to Service Support
| 1 Go to overview | ]
CUSTOMER (6) ACTIVE
* IEI Bill Wootten <b.wootten@xyz.com= (0B15) J

Hans Mustermann <hmustermann@musterwelt.de= (hamu) L

Herr Kevin Schmidt <kevinschmidt@fake.com= (387654321) & |

Herr Max Muster <fake@fake.com=> (123456789)

Jochen Kramer <jochenk@abc.de> (0423)

ORIDR

Thomas Frohlich <tfi@meinefirma.de> (4711)

or Cancel
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Figure: Assigning Service to Customer

+ Mark the customer(s) which you wish to link to the service.
+ Click button "Submit".
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6.6 Manage Customer Portal Groups

Customer portal groups allow you to make ticket template and process templates available to the customer
in the customer front-end (self-service portal).

In this area you can create and manage customer portal groups. You can also assign different icons to
different customer portal groups.

Customer Portal Group Management

Actions List (3 total)

NAME

con VALIDITY CREATED CHANGED DELETE | EDIT

Change Requests wvalid 03/14/2017 17:52 03/14/2017 18:48 z] r

Add Customer Portal Group

N

Incident Reports wvalid 03/14/2017 17:52 03/14/2017 18:48 w

walid 03/14/2017 1752 03/14/2017 18:48 iz}

R

Requisitions

ORNA

Figure: Customer Portal Group Management

() Please note

In order to control the menu behavior in the customer frontend in line with the agent frontend, the
SysConfig key 'CustomerOpenMainMenuOnHover' is available to you. This key is provided with the
value 'No' by default. This means that the user has to click a menu item to open the sub-menu.
Change the value to 'Yes' and the sub-menu will open as soon as the user hovers the mouse over the
menu item. If you now click the menu item, a saved link is opened (usually the overview page for the
relevant menu area).
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Add Customer Portal Group

In the "Actions” widget click "Add Customer Portal Group". Assign the customer portal group a name and an
icon.

Customer Portal Group Management

Actions Add Customer Portal Group
1 GO 10 overview * Name:
*lcon: 1 ; .
Durchsuchen... Keine Datei ausgewahit.
Valid: [ o5q -

Submit

Figure: Add Customer Portal Group

Finally click button "Submit".

Linking individual functionalities to a customer portal group is described in these sections:

+ Ticket template - configurator
+ Ticket-Template Workflows
+ Process management
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7 Ticket Settings

The following sections contain information on how to:

+ Create and Manage Ticket Notifications

+ Create and manage Configltem definitions

+ Configure and manage Access Control Lists (ACLs)
+ Create and Manage Ticket Priorities
+ Create and Manage Dynamic Fields
+ Create new depending dynamic field or change existing
+ Create and Manage Ticket-Template Workflows

+ Create and manage the General Catalog

+ Create and manage ticket types

+ Create and Manage Ticket States
+ Create and Manage Services

+ Create and Manage Service Level Agreements (SLAs)
+ Create a new quick ticket template or change existing

Ticket Settings

Ticket Motifications
Create and manage ticket
notifications.

Config ltems
Create and manage the definitions
for Configuration ltems.

Access Control Lists (ACL)
Configure and manage ACLS.

QuickState

Create and manage guick states.

Services

Create and manage services.

Service Level Agreements
Create and manage Service Level
Agreements (SLAS).

Ticket-Template configurator

change existing.

Create new quick ticket template or

General Catalog

Create and manage the General

Catalog.

Types

Create and manage ticket types.

States

Create and manage ticket states.

Priorities

Create and manage ticket

priorities.

Dynamic Fields

Create and manage dynamic

fields.

Depending Dynamic Fields
Create new depending dynamic
field or change existing.

Figure: Ticket Settings

.ux
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7.1 Create and Manage Ticket Types

In this area you can create and manage ticket types. In the list you can see all of the ticket types created in
the system.

Type Management
Actions List

| Add ticket type NAME VALIDITY CHANGED CREATED
Incident valid 11/14/2019 13:25 11/14/2019 13:25
Incident:Major valid 11/14/2019 13:25 11/14/2019 13:25
Problem valid 11/14/2019 13:25 11/14/2019 13:25
Service Request valid 11/14/2019 13:25 11/14/2019 13:25
Unclassified valid 11/14/2019 13:25 11/14/2019 13:25

Figure: Type Management

Add a New Ticket Type
In the "Actions” widget click "Add ticket type". The following widget will open:

Type Management

Actions Add Type

| 4 Go to overview * Name: |

% Validity: | R -

or Cancel

Figure: Add Type

Assign the new ticket type a name and then click "Submit".
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7.2 Create and Manage Ticket States

In this area you can create and manage ticket states.

State Management
Actions List
| Add state | NAME TYPE COMMENT VALIDITY | CHANGED CREATED
closed successful closed Ticketis closed ... wvalid 11/14/201913:25 11/14/201913:25
closed unsuccessful closed Ticketis closed ... valid 11/14/2019 13:25 11/14/201913:25
Hint closed with workaround closed Ticketis closed ... valid 11/14/2019 13:25 11/14/2019 13:25
merged merged State for merged ... wvalid 11/14/2019 13:25 11/14/2019 13:25
Aftention: Please also update the states in new new New ticket create... valid 11/14/2019 13:25 11/14/2019 13:25
SELTI TR TEREL open open Open tickets valid 11714/201913:25  11/14/2019 13:25
pending auto close+ pending auto Ticketis pending... valid 11/14/201913:25 11/14/2019 13:25
pending auto close- pending auto Ticketis pending... wvalid 11/14/2019 13:25 11/14/2019 13:25
pending auto reopen pending auto Ticketis pending... wvalid 11/14/2019 13:25 11/14/2019 13:25
pending reminder pending reminder Ticketis pending... valid 11/14/2019 13:25 11/14/2019 13:25
removed removed Customer removed wvalid 11/14/2019 13:25 11/14/2019 13:25

Figure: State Management

Add a New Ticket State

In the "Actions” widget click "Add state". The following widget will open:

State Management

Actions Add State

| 4 Go to overview | * Name: |
* State type: | -
* Validity: i
Hint merged
Comment: oy
Aftention: Please also update the states in
SCanfio wher open
SysConfig where needed. .
pending auto

removed

Figure: Add State

Assign a name and select a state type (removed / closed / new / open / pending auto / pending reminder).
Then click "Submit".

Configure the status for ticket announcement

In SysConfig you can specify the status of tickets in order to be displayed as known faults in the customer
front end.

+ Configuration via SysConfig - Core :: Ticket :: TicketAnnouncement
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+ "TicketAnnouncement ### StateBlacklist" defines a blacklist with status, which defines which
ticket status does not show a ticket notification in the customer frontend.
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7.2.1 Generate and manage status changes

In this area you can create and manage status changes.

Quick State Management

Actions List

HAME VALIDITY CREATED CHANGED EXPORT

11/15/2019 10:25 &

DELETE

B

Ticket Schliefen valid 11/15/2019 10:25
Add Quick State

Import

Durchsuchen... Keine Da...gewahit.

¥ Overwnite existing entities

4 Import Quick State

Figure: Status change administration

The system initially contains the status change "Close ticket". If the status "successfully closed" does not
exist in the system, no entry will be displayed in the drop-down menu.
Add status change

In the Actions widget, click the Add State Change button. The following widget appears:
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Quick State Management

Actions Seftings
‘ GO to overview * Name: | Reminder 14 days

* State: | pending reminder

Pending time in the future: [, Days -

* Validity: | valid
Add Article: |w
* Subject: |follow-up

* Text:
B I US®Xx ;=:M e

W= Qb A-B L Sl B osouee Q2

Formatted - Font - Size -

follow-up in 14 days

Note type: | note-interna

Save Changes

Submit | or Cance!

= Tag Reference

Figure: Create a new status change (example: waiting for a reminder)

Assign a name for the change and select the status to which the change should refer.

Set the validity.

Optionally, you can add an article. Placeholders that are listed in the "Tag Reference" area are possible.

Then click the "Submit" button.

& Hint

If a ticket status workflow is configured, the status can only be set via QuickState if the workflow
also provides for this status accordingly.

Configuration in the agent frontend

In SysConfig, you can use the Frontend :: Admin :: ViewQuickState subgroup to make settings for the status
change in the agent frontend.
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The key Ticket :: Frontend :: AdminQuickState ### Permissions allows to define the permissions that the
agent needs to see and use the status change.

SysConfig

Actions

4 Gao lo overview

Edit Config Settings in Ticket ~ Frontend::Admin::ViewQuickState

+ Ticket::Frontend::AdminQuickStatesz::DefaultArticle Type

Defines the default article type of new quick state

+ Ticket::Frontend::AdminQuickState###Permissions

Required permissions to use ihe quick state view
Screen in the agent aerce.

+ Ticket::Frontend::AdminQuick Statezz#RichTextWidth

Defines the width for the rich text editor component
for this screen. Enter number (pixels) or percent
value (relative).

620

+/ Ticket::Frontend::AdminQuickState###RichTextHeight

Defines the height for the rich text editor
componen for s screen, Enter number (pxels) o

percent value (relative)

Figure: Configuration of status change in SysConfig
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7.3 Create and Manage Ticket Priorities

In this area you can create new ticket priorities.
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Priority Management

Actions List

Add priority NAME VALIDITY CHANGED
1 very low valid 11/14/2019 13:25
2 low valid 11/14/2019 13:25
3 normal valid 11/14/2019 13:25
4high valid 11/14/2019 13:25
5 very high valid 11/14/2019 13:25

CREATED

11/14/2019 13:25
11/14/2019 13:25
11/14/2019 13:25
11/14/2019 13:25
11/14/2019 13:25

Figure: Priority Management

Add a New Priority

Click "Add priority" in the "Actions” widget. The following widget will open:

Priority Management

Actions Add Priority
q Go to overview #* Name:

* Validity: [ i

Submit | or Cancel

Figure: Add Priority

Assign the priority a name and then click "Submit".

(@ Please note

There has to be a color definition in the css class

Issued on: 13.02.2024

Core.Default.css

for the priority, otherwise no
color will be shown. To ensure this is the case, adjust the css-file "Core.Default.css".
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/7.4 Queue Settings

The following sections contain information on how to:

+ Create and Manage Queues

+ Create and Manage Text Module Categories

+ Assign Text Modules to Queues

+ Link Templates to Queues

+ Link queues to auto responses

+ Link Attachments to Templates

+ Create and Manage Signatures

+ Import, export and show queue-group-role concept
+ Create and manage text modules

+ Create and manage templates

+ Create and manage responses that are automatically sent
+ Create and Manage Attachments

+ Create and Manage Salutations

Queue Settings

Queues Queues <-> Groups <-> Roles
Text Module Categories Text Modules

Text Modules =-> Queues Templates

Templates <-> Queues Auto Responses

Auto Responses =-> Queues Attachments

Attachments <-> Templates Salutations

Signatures

Figure: Queue Settings
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7.4.1 Create and Manage Queues

In this area you can create new queues and manage existing ones.

Manage Queues

Actions List

NAME GROUP COMMENT VALIDITY CHANGED CREATED
Junk users All junk tickets. walid
Misc users All misc tickets, walid

Filters

Validity users walid

a ie1: Unter-unterqueuel users valid

Update users valid
Misc:Unierqueue2: Unter-unterqueuc? users valid

Postmaster users Postmasler queue valid

Raw users All default incoming ti.. valid

Figure: Manage Queues

You will find a filter in the menu on the left-hand side of the screen. With this, the overview list of the existing
queues can be filtered for validity.

The following filters are possible:

< All

+ Valid

+ Invalid

+ Temporarily invalid

This setting is temporary and applies as long as you are in the respective area. "All" is set as standard. All
existing entries are displayed without restriction.

The filter also takes into account searches that have already been carried out.

A standard can be set for the filter in SysConfig, which initially defines the filter and accordingly shows the
list in a restricted manner. To do this, go to the Ticket group in SysConfig and then to the Frontend :: Admin :
ViewQueue subgroup.
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In the "Actions” widget click "Add queue”. The following widget will open:
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Add Queue

* Name:
Sub-queue of:
* Group:

Unlock timeout minutes:

Escalation - first response time (minutes):

Escalation - update time (minutes):

Escalation - solution time (minutes):

* Follow up Option:

* Ticket lock after a follow up:

* System address:

Default sign key ():

# Salutation:

* Signature:

Calendar:

* Validity:

Comment:

admin

possible

system standard salutation (en)

system standard signature (en)

valid

Submit | or Cancel

Figure: Add Queue

Specify the settings for this queue and then click "Submit" .

Generate forwarding queues

Some queues can be configured as "forwarding queues”. Everyone has to be assigned the email address of

an external supplier.

@ There are also some article types that are configured as relevant for forwarding to external suppliers

(initially only “note-supplier-external” and “note-supplier-internal”).

If a new ticket is created in a forwarding queue or a new item of the corresponding type is added to a ticket in
a forwarding queue, the system automatically sends a message to the email address of the external supplier
assigned to this particular queue. In addition, a new article with the content of the email sent is added to the

ticket.
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The forwarded mail is PGP-encrypted if a key is configured for the destination mail address.

The forwarded information (automatically generated article) consists of three sections:

« PROBLEM DESCRIPTION: This section contains the text of the first article from the ticket creation or
the text of the added article (for a new article of the relevant type).

+ CUSTOMER DATA: This section contains customer data based on customer attributes defined in the
customer backend configuration. It is possible to exclude some of the attributes configured in the

customer-backend assignment.

- RELATED OBJECT DATA: This section contains information about related objects (linked
configuration items). It can be configured which Cl classes and Cl attributes are relevant and should

be included in the forwarded e-mails.

The following tables provide an overview of the configuration options available in Sys Config.

You can find this in SysConfig, in the Framework group and there in the Core or Core::Ticket and
Core::PostMaster and Core::Frontend subgroups.

1. Automatically forward tickets from the forwarding queue

Key

ExternalSupplierForwarding::Forward
Queues

ExternalSupplierForwarding::Relevant
FwdArticleTypes

Ticket::EventModulePost###999-
ExternalSupplierForwarding

ExternalSupplierForwarding::BCC

PostMaster::PreFilterModule###-000-
PGPInlineDecrypt

ExternalSupplierForwarding::-
ForwardEmailPGPKeys

Description

Defines mapping of queues to be forwarded and
corresponding email-addresses.

Defines article types which are forwarded if added to
tickets in fwd-Queues.

Workflow module, which forwards the first article of the
ticket and the associated Cls.

Defines BCC email address for external supplier
forwarding submissions, but does not offer separate
encryption for BCC recipients.

Module to decrypt PGP-encrypted mails. This step takes
place before any further processes.

Defines PGP-Keys for mail addresses which are not
registered in the key.
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Key

ExternalSupplierForwarding::ArticleTy
pe

2. Content of the forwarded e-mails

Key

ExternalSupplierForwarding::Forward
ObjectClasses

ExternalSupplierForwarding::Custome
rUserAttrBlacklist

FwdLinkedObjectData::OnlyClAttribut
eKeys

FwdLinkedObjectData::ExcludedCIAttr
ibuteKeys

3. Ticket action “Print Forward Fax”

Key

Ticket::Frontend::MenuModule###21
0-PrintForwardFax

Frontend::Module###AgentTicketPrin
tForwardFax

ExternalSupplierForwarding::ForwardF
axQueues

ExternalSupplierForwarding::PDFOutp
utTicketDynamicFields

OrganizationHotline1

Issued on: 13.02.2024
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Description

Defines article type for generated message. Do not use
article types which trigger an external supplier forwarding
itself. This leads to an endless loop.

Description

Defines the classes of linked object which are relevant to
be forwarded (included).

Defines customer user attributes which should not be
shown in forwarded documents.

Defines only Cl-attributes for Cl-Classes which are
forwarded.

Defines Cl-attributes for Cl-Classes which are not
forwarded.

Description

Module to show print forward fax link in menu.

Frontend module registration for the
AgentTicketPrintForwardFax object in the agent
interface.

Defines mapping of queues to be fax-forwarded and
corresponding fax-numbers.

Defines which ticket dynamic fields are forwarded.

Extended organization description
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Key Description

OrganizationHotline2 Extended organization description
OrganizationLong Extended organization description
Ticket::Acl::Module###500- Ticket-ACL to show/hide ticket action
ExternalSupplierForwarding AgentTicketPrintForwardFax.

Ticket::Frontend::AgentTicketPrintFor ~ Defines which article data parameters are displayed.
wardFax###ShownArticleAttributes
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7.4.2 Assign Text Modules to Queues

In this area you can link text modules that you created to certain queues. The "Overview" widget contains a
list of all the text modules and queues.

Text modules <-> Queue Management

Filter for text modules Overview

TEXT MODULES QUEUES
answer templates for warranty cases (en) Change Reports
Development
Infrastructure
Junk
Misc

Filter for queues

Postmaster
Projects
Raw

Sales
Support
SupportzKIX

Figure: Text Modules Queue Management

Link Text Modules to a Queue

In the Overview widget, click the queue. In the following widget, mark all text modules that you want to assign
this queue and then click on the "Submit" button.

Text modules <-> Queue Management
Actions Postmaster

Go to overview TEXT MODULES ACTIVE

answer templates for warranty cases (en)

Submit| or Cancel

Figure: Change Text Module Relations for a Queue

Link Queues to a Text Module

In the "Overview" widget, click on a text module. In the following widget, mark all queues that you want to
assign to this text module and then click on the "Submit" button.
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Text modules <-> Queue Management

Actions J Change Queue r i for text I for warranty cases

Got i .
que acre

Change Reports

Development
Infrastructure
Junk

Misc
Postmaster
Projects

Raw

Sales
Support
SupportzKIX

or Cancel

Figure: Change Queue Relations for a Text Module
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7.4.3 Link Templates to Queues

In this area you can manage template-queue relations. Using the "Filter for Templates" and "Filter for Queues”
widgets, you can filter the overview on the screen.

Manage Template-Queue Relations

Filter for Templates Overview

TEMPLATES QUEUES
Answer - empty answer Change Reports
Answer - testanswer Development
Filter for Queues Infrastructure
Junk
Misc
Postmaster
Projects
Raw
Sales
Support

Figure: Manage Template-Queue Relations

Link Queues to a Template

In the "Overview" widget click the name of a template. The following widget will appear:

Manage Template-Queue Relations

Actions Change Queue Relations for Template Answer - empty answer
4 Go to overview QUEUE ACTIVE
Change Reports
Development
R Infrastructure
Junk
Misc
Postmaster
Projects
Raw
Sales
Support
Support:KIX

Submit | or Cancel

Figure: Link Queues to a Template

Select the queues that you want to assign to the template and then click the "Submit" button.

Issued on: 13.02.2024 Page 95




KIX 17 Admin Manual - EN - KIX Start
Ticket Settings
Queue Settings

Link Templates to a Queue

In the "Overview" widget click the name of a queue. The following widget will appear:

Manage Template-Queue Relations

Actions Change Template Relations for Queue Postmaster

4 Go to overview TEMPLATE ACTIVE

Answer - empty answer

Answer - test answer
Filter

Submit | or Cancel

Figure: Link Templates to a Queue

Select the template that you want to assign to the queue and then click on the "Submit" button.
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7.4.4 Link Queues to Auto Responses

In this area you can manage queue-auto response relations. In the "Overview" widget you will see a list of the
queues and auto responses.

In the "Actions” widget you can click "Queues without auto response" to show queues without auto
responses.

Manage Queue-Auto Response Relations

Actions Overview
T Queues without auto responses QUEUES AUTO RESPONSES
Change Reports default follow-up (after a ticket follow-up has been added) (auto follow up)
Development default reject (after follow-up and rejected of a closed ticket) (auto reject)
Filter for Queues Infrastructure default rejectinew ticket created (after closed follow-up with new ticket creation) (auto reply/ ew ticket)
Junk default reply (after new ticket has been created) (auto reply)
Misc
Postmaster
Projects
Filter for Auto Responses Raw
Sales
Support
Support:KIxX

Figure: Manage Template-Queue Relations

Link Auto Responses to a Queue

In the "Overview" widget click the queue that you wish to link auto responses to. The following widget will
open:

Manage Queue-Auto Response Relations

Actions Change Auto Response Relations for Queue Postmaster
1 Go to overview auto reply:
auto reject:

default reject (after follow-up and rejected of a clos...

auto follow up:
auto replyinew ticket:

auto remove:

Submit | or Cancel

Figure: Widget for Linking Auto Response to a Queue

Select the option in the dropdown list within the "auto reply" type and "Submit".

Change Auto Response

You can edit a response by clicking an auto response in the "Overview" widget.
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7.4.5 Link Attachments to Templates

In this area you can link attachments to response templates. The "Overview" widget contains a list of all the
defined response templates and attachments in the system.

Manage Templates <-> Attachments Relations

Filter for Templates Overview
TEMPLATES ATTACHMENTS
Answer - empty answer Admin Manual KIX { Admin_Manual_KIX17.pdf)

Answer - test answer

Filter for Attachments

Figure: Manage Templates-Attachments Relations

Link Response Template to an Attachment

In the "Overview" widget click an attachment. The following widget will open:

Manage Templates <-> Attachments Relations

Actions Change Template Relati for A h Admin Manual KIX

4 Go to overview TEMPLATE ACTIVE

Answer - empty answer

Answer - test answer
Filter

Submit | or Cancel

Figure: Link Templates to Attachment

Select the reply template (s) that you want to assign to the attachment and then click on the "Submit" button.

Link Attachments to a Template

In the "Overview" widget click a response template. The following widget will open:

Manage Templates <-> Attachments Relations
Actions Change Attachment Relations for Templale Answer - empty answer

4 Go to overview ATTACHMENT ACTIVE

Admin Manual KIX { Admin_Manual_KIX17.pdf)

Filter Submit | or Cancel

Figure: Link Attachments to Response Template
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Select the attachment or attachments that you would like to assign to the reply template and then click the
"Submit" button.
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7.4.6 Create and Manage Signatures

In this area you can manage the signatures for the KIX system. The "List" widget shows all of the salutations
available in the system.

The signatures can be linked to one or more queues ("Queue Settings / Create and Manage Queues" area).

Signature Management

Actions List
[ +] Add signature NAME COMMENT VALIDITY CHANGED CREATED
system standard signature (en) Standard Signature. valid 11/14/2019 13:25 11/14/2019 13:25

Figure: Signature Management

Add New Signature

In the "Actions” widget click "Add signature". The following widget will open:

Signature Management

Actions Add Signature
1 Go to overview * Name:
Signature:
B I US=x x }=:= EEEEE = =
=@ @A Qb A-B- I 2] Bsource Q
Format - Font - Size -

* Validity: [ 5)iq

Comment:

Submit | or Cancel

Figure: Add Signature

Assign the signature a name and compose the signature text. You can use placeholders (tags) for the
signature text. Then click "Submit".
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| Hint
You can use the following tags:
<KIX_OWNER_*=
Ticket owner options (e. g. <KIX_OWNER UserFirstnames).
<KIX RESPONSIBLE *=>
Ticket responsible options (e. g. <KIX_RESPONSIBLE UserFirstname=).
<KIX_CURRENT_*=>
Dptions of the current user who requested this action (e. g. <KIX CURRENT UserFirstname=).
<KIX_TICKET_*=>
Options of the ticket data (e. g. <KIX_TICKET TicketMNumber=, <KIX TICKET TicketID=, <KIX TICKET Queue=,
<KIX TICKET State=).
<KIX_CUSTOMER_DATA_*=
Options of the current contact data (e. g. <KIX CUSTOMER DATA UserFirstnames).
<KIX CONFIG_*=
Config options (e. g. <KIX_CONFIG HttpTypes=).

Example signature:
Your KIX-Team

<KIX_CURRENT_UserFirstname= <KIX_CURRENT_UserLastname:=

Super Support Company Inc. - Waterford Business Park &

Figure: Reference
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7.4.7 Export Queues-Groups-Roles Concept

In this area you can export the Queues-Groups-Roles Concept as a CSV file or import a Queues-Groups-Roles
Concept.

Queues-Groups-Roles Management

Show Current Queues-Groups-Roles Concept
Show QUEUVE GRUPPE SALUTATIONID | SIGNATUREID FOLLOWUPID FOLLOWUPLOCK | UNLOCKTIMEQUT FIRSTRESPOMNSETIME FIRSTRESPONSENOTIFY
Change Reporis © users 1 1 1 1] o 0 1]
Attention: Depending on the number of queues, Development users 1 il 1 0 0 0 0
groups and roles, this process may take several
minutes! - Infrastructure users 1 1 1 0 0 0 0
Junk users 1 1 1 o 0 0 o
Misc users 1 1 1 0 0 0 0
Download Postmaster users 1 1 1 0 0 0 0
Projects users 1 1 1 0 0 0 0
Download Raw users 1 1 1 0 ] 0 o
Sales users 1 1 1 0 o 0 0
Support users 1 1 1 1] o 0 1]
Support:KIX users 1 1 1 1] o 0 1]
Upload
admin
Browse... | Nofile selected. faq
faq_admin
Upload

faq_approval
itsm-configitem
itsm-service
stats
SwitchButton

Figure: Queues-Groups-Roles Management

® Tip

By clicking the queue in the widget "Current Queues-Group-Roles Concept" you can edit it.
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7.4.8 Create and Manage Templates

In this area you can manage templates with standard texts. The templates can also contain attachments. A
template can be linked to one or more queues or vice versa.

Manage Templates
Actions List
[+] Add template TYPE NAME ATTACHMENTS COMMENT VALIDITY CHANGED CREATED DELETE
Answer empty answer 0 valid 11/14/2019 13:25 11/14/2019 13:25 7}
Answer testanswer 0 valid 11/14/2019 13:25 11/14/2019 13:25 ]
Filter Create Template for create 0 valid 11/15/2019 14:19 11/15/2019 14:16 7}
Email Template for e-mail 0 valid 11/15/2019 14:32 11/15/2019 14:32 7§
Note Template for note 0 valid 11/15/2019 14:29 11/15/2019 14:29 2]
PhaoneCall Template for phone call 0 valid 11/15/2019 14:35 11/15/2019 14:35 o]
Hint
Attention: Don't forget to add new templates to
fqueLEs.

Figure: Manage Templates

There are different types of templates, which can be used in different ways:

+ Create

+ Forward
* Note

« Email

+ Phone call
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Add Template

* Type: | Answer -

* Name: |

To: |

Only works for type Answer and Forward

Cc: |

Only works for type Answer and Forward

Bec: |

Only works for type Answer and Forward

State: | ) :I

Only works for type Answer and Forward

|| minute(s) :'

Only works for type Answer and Forward

Pending date: |

Template: BIUSH%x x* 1=:= S

E @@ r Qby A-B- I

Format - Font

0 [ source Q)  BZ{

lih
1]
]
Al

Attachments: |

* Validity: | valid .

Comment: |

or Cancel

Figure: "Add Template" Widget

Select the template type for "Type" and assign a template name for "Name". For templates of the type "Reply"
and "Forward" it is possible to add a comma-separated recipient list in the fields "To," Cc "and" Bcc ". You can

(X
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also define the subsequent ticket status. If this status contains a pending waiting period it is also possible to
specify the period to wait.

(@ Please note

If you wish to add an attachment to the template, you have to define the attachment beforehand in
the "Create and manage attachments” area, so that the attachment is available in this widget.
Before a template is available, the template has to be linked to one or more queues in the "Link
templates to queues” area.

You can use tags in the body of the template. There is a list of possible tags in the "Reference"” widget.

Reference
You can use the following tags:

<KIX_OWNER_*=>
Ticket owner options (e. g. <KIX_OWNER_UserFirstname=).

<KIX_RESPONSIBLE_*>
Ticket responsible options (e. g. <KIX_RESPONSIBLE UserFirstname=).

<KIX_CURRENT_*=
Options of the current user who requested this action (e. g. <KIX_CURRENT UserFirstname>).

<KIX_TICKET *>
Options of the ticket data (e. g. <KIX_TICKET TicketNumber>, <KIX TICKET TicketID=, <KIX TICKET Queue=>, <KIX TICKET State=).

<KIX_TICKET_DynamicField_*=>
Options of ticket dynamic fields internal key values ( e. g. <KIX_TICKET DynamicField TestField=, <KIX TICKET DynamicField TicketFreeTextl=).

<KIX_TICKET_DynamicField_*_Value>
Options of ticket dynamic fields display values, useful for Dropdown and Multiselect fields (e. g. <KIX_TICKET DynamicField TestField Value>,
<KIX_TICKET DynamicField TicketFreeTextl Value=).

<KIX_CUSTOMER_DATA *=>
Options of the current contact data (e. g. <KIX_CUSTOMER_DATA UserFirstname=).

<KIX_CONFIG_*>
Config options (e. g. <KIX_CONFIG HttpType=).

Note: Create type templates only supports this smart tags: <KIX_CURRENT_*=>and <KIX_CONFIG_*=>

Example template:
The current ticket state is: "<KIX_TICKET_State>"

Your email address is: "<KIX_CUSTOMER_UserEmail>"

Figure: "Reference" Widget

Text can also be quoted in the template. Use the placeholders KIX_QUOTE_Start and KIX_QUOTE_End in
combination for this. The text quoted in this way corresponds completely to the template article in the layout
and is supplemented by quotation markings.

@ Example
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Start the quote with KIX_QUOTE_Start and end it with KIX_QUOTE_End. For example, if you want to
store the content of an article, it looks like this:

"You wrote: <KIX_QUOTE_Start><KIX_ARTICLE_Body[100]> <KIX_QUOTE_End> 'l can make you the
following offer....."

Note: You always have to include a number of lines in the content of the article, for example
'<KIX_ARTICLE_Body [100]>".

() Please note

If you create a template in which you save the queue as a fixed value, this is set. This ensures that
the selected queue cannot be changed in the template.

If a user does not have access to this queue due to the setting of his authorizations, he cannot use
the template to create tickets.

You also have the option of providing the agent with dynamic fields in a template, which are prefilled with
placeholders of the type "CustomerUser" and "CustomerCompany".

Proceed as follows:

+ Create a response template "TemplateXYZ" that uses the placeholder
"<KIX_CUSTOMER_DATA_DynamicField_SomeTextDF>".

+ Assign this reply template to all queues.

+ Now create a dynamic field, which is given the name "SomeTextDF", on the one hand for the
"CustomerUser" object and on the other hand in the "AdminCustomerUser" mask.
You also create the contact person "Mustermann”, who fills the dynamic field "SomeTextDF" with any
value "XYZ".

+ If the agent now creates a new ticket with the customer contact "Mustermann’, the reply template
"TemplateXYZ" is available to him, for example, when answering an email.
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7.4.8.2 Template types

"Creation” Type Template

This type of template is available when you create a new ticket ("Tickets / New Ticket" menu).
The template can be selected in the "New Ticket" pop-up.

KIX 17 Admin Manual - EN - KIX Start
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Create new ticket

* Type: | -
* Contact: | |
CustomerlD: | |
* To queue: | P - |
Service: | v|
Service Level Agreement: | v|
Owner: | v| =
Responsible: | v| o
% Subject:
Options: (Gaiaaaasaaaracs
Text Template: || -|

Setting a template will overwrite any text or attachment.

+* Text: & =

BIUSIXKX X :H &=
M=EMEMI2 QL A-B- T, 2] Bsoree Q

Figure: "Creation" Article Action Type
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"Forward"” Type Template

This type of template is available when a new ticket is created through an incoming email.
This template is available as article actions for articles created by incoming emails.

[] Ticket#2019111410000104 — No problem, everything is ok!

2 Article(s) Age:1d0h—Created: 11/14/2019 13:29

|Prim Forward Fax| | Merge |v| | People | v| | Communication |v| | Miscellaneous |v| Queue: | - Mowve - -

Articles (2) Aftachments Linked Objects (1) New Mote Ticket Core Data Dwnamic Fields

w Article Overview - 2 Article(s) - =
7 | NO. SENDER TYPE = FROM SUBJECT CREATED %
2 customer = =1 831@company-sales.com Hello again! 11/14/2019 13:29
w1 customer E =1 534@slow-company-example-servic... Some other smart subject! = 11/14/2019 13:29

v Article #2 - Hello again! m Created: 11/14/2019 13:29

Reply to note| | | Eait articke| [Forwara| | | -Reply Al - 11 =

From: g31@company-sales.com

To: 7s0@example.com
Ce: 237@company-sales.com
Subject: Hello again!

1237891234123412784 2314 test testsetsetset set set
Location of the City and County of San Francisce, California

Figure: "Forward" Article Action Type
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"Note" Type Template
This type of template is available when you wish to add a "Note" type article to a ticket.

Age:3d 18 h— Created: 11/14/2019 13:29

[ ] Ticket#2019111410000104 — No problem, everything is ok!

2 Article(s)

|PrimFDn~'ardFax| |Merge|v| |Penple|v| |C
Articles (2) Attachments Linked Objects (2) m Ticket Core Data Dynamic Fields
Inpd Text Modules
Subject: | Note | L4
Text Template: | o
) ) ) |b Linked Persons
Setting a template will overwrite any text or attachment.
Text:
BIUSXxx i %k 2= o= < £
= @ se Qb5 A-B- I =) @ souce QK
Format - Font - Size -
rl
CHEEIENE | Browse... | Nofile selected.
Note type: | note-internal '|
Time units (work units): | |
| [ Submit | | B Save As Draft (Subject and Text) |

Figure: Add Note With Text Template
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"Email” Type Template

This type of template is available for the ticket action "Outgoing Email".

Outbound Email for Ticket#2019111410000104 — No problem, everything is ok!

Cancel & close

From: KIX System <kix@localhost>

*To

Cc

Bece

sign

-
-
:I
#Subject: | [Ticket#2019111410000104] |
-
-

Crypt

Options: [Address book J[FAQ]

Text Template: o
text or attachment.

% Text:

N |

B I USH®x X »x Z:EH F:E =
Ed

It
i
e
=l

@ (@ Ay 92 Qb5 A-B@- T, ) [@source Q2

Format - Font - Size -

Figure: Template Selection for Ticket Action "Outgoing Email"
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"Phone call" Type Template

This type of template is available for the "Outgoing Phone Call" and "Incoming Phone Call" ticket actions.

Phone Call for Ticket#2019111410000104 — No problem, everything is ok!

Cancel & close

# Call contact: | |
* Subject: | |
Text Template: | | . |
_[E':-c[ or attachment.
% Text:

BIUSRXx ;2:=H %=

][]
lih
11}
]

[l
i

d

@ (@ oy 92 Qb3 A-B- I, ) B source Q22

Format - Font - Size -

Figure: Template Selection for Ticket Action "Incoming Phone Call" / "Outgoing Phone Call"
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7.4.9 Create and Manage Responses that are automatically sent

In this area you can create and manage auto responses when certain events occur in connection with a
ticket.

Auto Response Management

Actions List

[+] Add auto response NAME TYPE COMMENT VALIDITY CHANGED CREATED
default follow-up (after a ticket follow-up has been added) auto follow up valid 11/14/2019 13:25 11/14/2019 13:25
default reject (after follow-up and rejected of a closed tickef) — auto reject valid 11/14/2019 13:25 11/14/2019 13:25
default reject/new ticket created (after closed follow-up with

auto reply/new ticket valid 11/14/2019 13:25 11/14/2019 13:25

new ticket creation)
default reply (after new ticket has been created) auto reply valid 11/14/2019 13:25 11/14/2019 13:25

Figure: Auto Response Management

The following events come with KIX standard installation:

+ Default reject - this event is triggered when a ticket is rejected by the KIX system.

+ Default reply - this event is triggered when a new ticket is created in a queue.

+ Default reply/new ticket - this event is triggered when a customer sends a reply to a ticket that is
already closed, and so a new ticket is created.

+ Default follow-up - this event is triggered when a ticket follow-up is added.

+ Default removal - this event is triggered when a ticket is removed from the KIX system.

Create a New Auto Response

In the "Actions” widget click "Add auto response”. The following widget will appear:
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=

A
[ &1

* Name: |
* Subject: |

Response:

* Type: | auto follow up - |
# Auto response from: | kix@localhost - |

* Validity: | T ,|

Comment: |

or Cancel

Figure: Create Auto Response
Assign the auto response a name. As in the case of signatures and salutations, the subject and response

text can be created dynamically using placeholders. There is a list of available placeholders in the

"Reference" area.
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J Reference

You can use the following tags:
<KIX_CUSTOMER_SUBJECT[20]=>
To get the first 20 character of the subject.
<KIX_CUSTOMER_EMAIL[5]=
To get the first 5 lines of the email.
<KIX_CUSTOMER_REALNAME=
To get the name of the ticket's contact (if given).
<KIX_CUSTOMER_*=
To get the article attribute ( e. g. <KIX_CUSTOMER_From=, <KIX CUSTOMER To>, <KIX CUSTOMER Cc>, <KIX CUSTOMER Subject>, <KIX CUSTOMER Body=).
<KIX_CUSTOMER_DATA_*=>
Options of the current contact data ( e. g. <KIX_CUSTOMER_DATA UserFirstname=).
<KIX_OWNER_*>
Ticket owner options ( e. g. <KIX_OWNER_UserFirstname=).
<KIX_RESPONSIBLE_*>
Ticket responsible options ( e. g. <KIX_RESPONSIBLE UserFirstname>).
<KIX_CURRENT_*>
Options of the current user who requested this action ( e. g. <KIX_CURRENT UserFirstnames).
<KIX_TICKET *=>

Options of the ticket data ( e. g. <KIX_TICKET TicketNumber=, <KIX TICKET TicketID>, <KIX TICKET Queue>, <KIX TICKET States).
<KIX_TICKET DynamicField *>

Options of ticket dynamic fields internal key values (e. g. <KIX_TICKET DynamicField TestField=, <KIX_TICKET DynamicField TicketFreeTextl=)
<KIX_TICKET DynamicField_*_Value>

Options of ticket dynamic fields display values, useful for Dropdown and Multiselect fields (e. g. <KIX_TICKET DynamicField TestField Value>,
<KIX TICKET DynamicField TicketFreeTextl Value=).

<KIX_CONFIG_*=>

Config options (e. g. <KIX_CONFIG HttpType=).
Example response:

Thanks for your email.

You wrote:

<snip>
<KIX_CUSTOMER_EMAIL[6]>
<fsnip=

Figure: Reference

Auto responses cannot be deleted, but only deactivated by being set to “invalid".
You can link auto responses to one or more queues in the "Link queues to auto responses” area.
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7.4.10 Create and Manage Attachments

In this area you can create and manage attachments. Any attachments already integrated in the system are
shown in the "List" widget.

Clicking the filename of an attachment opens the file. You can change the attachment by clicking an
attachment name.

Attachment Management

Actions List
[+] Add attachment NAME FILENAME COMMENT VALIDITY CHANGED CREATED DELETE
Admin Manual KIX Admin_Manual_KIX17.pdf valid 11/14/2019 16:44 11/14/2019 16:44 o)

Figure: Attachment Management

Add Attachment

In the "Actions” widget click "Add attachment". The following widget will open:

Attachment Management

Actions Add Attachment
4 Go to overview #* Name:

AR E Browse... | Mo file selected.

* Validity: | )i

Comment:

Submit | or Cancel

Figure: Add Attachment

This is where you can assign the attachment a name, select the attachment, set an attachment to "valid" /
"invalid" (if applicable) and, if required, write a comment. Then click "Submit".
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7.4.11 Create and Manage Salutations

In this area you can manage salutations for the KIX system. The "List" widget shows all of the salutations

available in the system.
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The salutations can be linked to one or more queues ("Queue Settings / Create and Manage Queues" area).

Salutation Management

Actions

[ +] Add salutation

List

NAME COMMENT

system standard salutation (en) Standard Salutation

VALIDITY CHANGED
valid 11414/2019 13:25

CREATED

11414/2019 13:25

Figure: Salutation Management

Add Salutation

In the "Actions” widget click "Add salutation". The following widget will open:

Add Salutation

%* Name:

Salutation:
B I USZX x ;

=

=@ @Mz Qb A-BO- T,

Format - Font -

® Validity: | n)ig

Comment:

Submit | or Cancel

Size

2 [® source QQ

A
[ &1

Figure: Add Salutation

Assign the salutation a name and enter the salutation text. You can use placeholders for the salutation text.

Then click "Submit”.
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7.5 Create and Manage Services

In this area you can create and manage services and sub-services. In the list you can see all of the services
created in the system.

Service Management

Actions List

[+] Add service SERVICE COMMENT VALIDITY CHANGED CREATED
Infrastructure valid 11/15/2019 15:23 11/14/2019 13:29
Infrastructure::Cabling valid 11/15/2019 15:23 11/15/2019 15:23

Filter for Services

Figure: Service Management

Add a New Service

In the "Actions” widget click "Add service". The following widget will open:

Service Management

Actions Add Service
4 Go to overview Service:
Sub-service of:
TyPe: | 'Back End
Criticality: | 1 very low
Validity:

Filter for Services
valid

Comment:

Assigned Queue :

submit | or Cancel

Figure: Add Service

Assign the service a name. If applicable, select whether the new service is to be a sub-service. Select the
service type from the dropdown list and specify the level of criticality for the service.
Assign the service to a queue. Then click "Submit".

() Please note

Once a service has been created in the system, it cannot be deleted.
There is, however, the option to set services as "invalid".
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Edit service
In the service administration, click on the service that you want to edit.

+ The same fields are displayed as in the "Add Service" widget.
+ Change the desired values and click the "Submit" button.
+ Your changes are saved and the updated service is visible in the list.
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7.6 Create and Manage Service Level Agreements (SLAS)

In this area you can create new service level agreements (SLAs) and edit existing ones. .

Click on the menu item "Admin" in the menu bar.
In the "Ticket Settings" area, select the item "Create and manage service level agreements".

The "SLA Administration” area is displayed. In the list you can see all SLAs created in the system.

SLA Management

Actions

Add SLA

Filter for SLAs

List
SLA SERVICE COMMENT VALIDITY CHANGED CREATED
1stlevel support valid 11/15/2019 15:27 11/15/2019 15:27

2nd level support Infrastructure valid 11/15/2019 15:29 11/15/2019 15:28

Figure: SLA Management

Add a New SLA

In the "Actions" widget click "Add SLA".

SLA Management

Actions

4 Go to overview

Filter for SLAs

Edit SLA

SLA: | 2nd level support
TyPe: | Errors

Service: | jnfrastruciure
Calendar: | cajendar 1 - Calendar Name 1
Escalation - first response time L
(minutes): |1440 (Natify by | - M )
O=noe t 24 =144 tes - C e e te
Escalation - update time (minutes):
¥ ( a0 -
=noe t 24 =144 tes - C e e te
Escalation - solution time (minutes): 5000 ( b
=noe i 24 =144 tes - O e e te
Minimum Time Between Incidents [,
(minutes):
Validity: | | ojiq
Comment:

Submit | or Cancel

Figure: Add SLA

« SLA: Enter the name of the SLA here.

+ Type: Select a type from the list.

+ Service: Select the services to be linked to the SLA here.
+ Calendar: Select a calendar.
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+ Escalation - time for first response: Define the time span within which a ticket must be responded to
for the first time (FirstResponseTime).
+ Notification by: Define what percentage of the defined period of time must have elapsed
before you can receive a notification
+ Escalation - update time: Define the time span within which an update (external e-mail) must occur on
the ticket.
+ Notification by: Define what percentage of the defined period of time must have elapsed
before you can receive a notification
+ Escalation - resolution time: Define the time span within which the ticket must be (successfully)
closed.
+ Notification by: Define what percentage of the defined period of time must have elapsed
before you can receive a notification
+  Minimum time between incidents: Set the minimum time between the last incident and the recurrence
of an incident.
+ Valid: Define the validity of the SLA.
+ Comment: If necessary, enter a comment.

Click the Submit button. Your settings are saved and the SLA created is visible in the list.

() Please note

Once an SLA has been created in the system, it cannot be deleted. There is, however, the option to
set SLAs to "invalid".

& Hint
The escalation times refer to the working hours defined in the selected calendar. The values are only
calculated within these defined working hours. Further information on the calendar can be found in
the KIX admin manual.
Edit SLA
in the SLA administration, click on the SLA that you want to edit.

+ The same fields are displayed as in the "Add SLA" widget.
+ Change the desired values and click the "Submit" button.
+ Your changes are saved and the updated SLA is visible in the list.
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In this area you can create and manage ticket templates. The ticket templates can be made available in the

agent and customer frontends.

In the list you can see all of the ticket templates defined in the system, and note on which interface (agent/

customer frontend) and in which customer portal group the ticket template is available.

Ticket Template Configurator

Add ticket template List

NAME

Add ticket template
Device maintenance computer

System commissioning
fault message

Download all ticket templates

& -Download

Upload ticket templates
Browse... | Nofile selected.

X -Upload

FRONTEND
A
A
c

CUSTOMER PORTAL GROUP

Incident Reports

DELETE
delete
delete
delete

EDIT
edit
edit
edit

Figure: Ticket Template Configurator

Add a New Ticket Template

In the left-hand sidebar, click the following button: "Add ticket template”. The following widget will open:
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Ticket Template Configurator
Actions J Ticket Template
e | ‘
AvallableIn: ) 0o Frontend
| customer Frontend
Available for user groups: ‘ E‘
WPei‘ -] ) Empy value
Queue:‘ - | ) Empty value
Comacl:‘ | " Empty value
l:c::‘ | " Empty value
Bcc:‘ | " Empty value
CustomeriD: ‘ |
Service: ‘ =& [ Emptyvalue
Service Level Agreement: ‘ ,l ) Empty value
Owner: ‘ v| 2 | Empyvalue
Responsible: ‘ <]z [ Emptyvalue
Subject: ‘ " Empty value
Text: BIUSG®Xx |=:z & = =
| @y 92 Qb5 A- @ L 2l B Source =
Format - Font - Size -
a
O Empty value
Next ticket state: | -]
Priority: ‘ -|
Time units (work units): ‘ ) Empty value
Article type: ‘ -|
Article sender type: ‘ -|
Link type: ‘ -|
Link direction: | -]
Checklist:
A

Figure: Create Ticket Template

Then click "Submit".
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7.8 Create and Manage Text Modules

In this area you can create certain text modules and link them to specific queues, categories, ticket types, or
ticket states. Text modules can be exported/imported as a CSV file.

In the "Filter Overview" widget you can filter the list of text modules by name, language, validity, and quantity.

Text Modules Management

Filter Qverview List for category: ALL
Name: NAME FRONTEND LANGUAGE VALID DELETE EDIT
answer templates for warranty cases A en valid delete edit
Language:
Valid:
Limit Results:
View

Add text module

Add text module

Category Selection

Collapse All | Expand All

Lop ALL (1)

= NOTASSIGNED (1)
- & reply templates (0, 0)
i = signatures (0, 0)

Download all text modules

& CSV-Download

Upload text modules
Browse... | Mo file selected.

X Csv-Upload

Figure: Text Modules Management

Create Text Module

Click "Add text module” to create a new text module.
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Text Modules Management

Actions Text module

Go to overview * Name:

Available in: Agent Frontend

= Customer Frontend
it Public Frontend
Keywords:

Aftention: Subject:
\ !
Don'tforgetto add a new text module a queue! T

B I UGSx x* ;=:= EE==s=s =
=S @ @ o2 Qs A-B- T, ) Bsoce Q2

Format - Font - Size -

Language: English

Category
Assignment:
Queue
Assignment:
Ticket Type
Assignment:

Ticket State
Assignment:

Valid: valid

Submit

Figure: Create Text Module

When creating the text module, you can specify in which frontend to make it available (agent frontend,
customer frontend, public frontend).

You can also link the text module to a text module category and, by linking it to a queue, ticket type or ticket
state, specify where the created text module is to be available.

Below the text creation widget you will see a "Reference” widget with a list of tags that can be used in the text

modules.
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J Reference

You can use the following tags:

<KIX_OWNER_*>
Ticket owner options (e. g. <KIX OWNER UserFirstname=).

<KIX_RESPONSIBLE_*>
Ticket responsible options (e. g. <KIX_RESPONSIBLE UserFirstname=).

<KIX_CURRENT_*=>
Options of the current user who requested this action (e. g. <KIX CURRENT UserFirstname=).

<KIX_TICKET *>
Options of the ticket data (e. g. <KIX_TICKET TicketNumber=, <KIX TICKET TicketID=, <KIX TICKET Queue=,
<KIX TICKET States).

<KIX_CUSTOMER_DATA_ *=
Options of the current contact data (e. g. <KIX CUSTOMER DATA UserFirstnames=).

<KIX_CONFIG *>
Config options (e. g. <KIX_CONFIG_HttpType=).
Example:
Subject: | just an example with <KIX_CUSTOMER_SUBJECT[18}>

Text: | i <kIx_CUSTOMER_FROM>,
your ticket was classified and assigned to "<KIX_TICKET_Queue="!

Greetings,
<KIX CURRENT UserFirstname> r

Figure: Reference
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7.8.1 Create and Manage Text Module Categories

In this area you can create categories for text modules and manage existing ones. You can also export or
import text module categories as a CSV file.

Text Module Category Management

Filter Overview Categories
MName: Collapse All | Expand All
Limit Resuits: E| @ reply templates
. be@ productX
View L. @ signatures
Add category

Add category

Download all categories

& C5v-Download

Upload categories

Browse... | Mo file selected.

X csv-Upload

Figure: Create and Manage Text Module Categories

Add Text Module Category

In the "Add category” widget click "Add categroy". In the following widget you can create a new text module
category and, if applicable, link it to a parent category.

Text Module Category Management

Actions Text module category
Go to overview #* Name:
Parent Category:

Submit

Figure: Create Text Module Category
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7.9 Create and Manage Ticket Notifications

In this area you can create and manage ticket notifications triggered through events. In the "List" widget you
will see all of the notifications in the system

Ticket Notification Management

Actions

‘ ‘Add notification

‘ N Export Notifications

Configuration Import ™.

Here you can upload a configuration file to
import Ticket Notifications to your system. The
file needs to be in yml format as exported by
the Ticket Notification module

Browse... | No file selected

Overwrite existing notifications?

2 Import Notification configuration

NAME

Linked Person Notification (3rd Person)
Linked Person Notification (Agent)
Linked Person Notification (Customer)
Ticket create notification

Ticket escalation notification

Ticket escalation waming notification
Ticket follow-up notification (locked)
Ticket follow-up notification (unlocked)
Ticket lock timeout notification

Ticket new note notification

Ticket owner update notification
Ticket pending reminder notification
(locked)

Ticket pending reminder notification
(unlocked)

Ticket queue update notification
Ticket responsible update notification
Ticket service update notification

COMMENT

VALIDITY CHANGED

valid 11/14/2019 13:25
valid 11/14/2019 13:25
wvalid 11/14/2019 13:25
valid 11/14/2019 13:25
valid 11/14/2019 13:25
wvalid 11/14/2019 13:25
valid 11/14/2019 13:25
valid 11/14/2019 13:25
valid 11/14/2019 13:25
wvalid 11/14/2019 13:25
valid 11/14/2019 13:25
valid 11/14/2019 13:25
valid 11/14/2019 13:25
valid 11/14/2019 13:25
wvalid 11/14/2019 13:25
valid 11/14/2019 13:25

CREATED

11/14/2019 13:25
11/14/2019 13:25
11/14/2019 13:25
11/14/2019 13:25
11/14/2019 1325
11/14/2019 13:25
11/14/2019 13:25
11/14/2019 13:25
11/14/2019 1325
11/14/2019 13:25
11/14/2019 13:25

11/14/2019 13:25

11/14/2019 13:25

11/14/2019 13:25
11/14/2019 13:25
11/14/2019 13:25

EXPORT

B e e Be be B e B Qe e e B

[ L O

a

BE® & /& AECEEAAERAEEE® S

il

DELETE

E O E R EE DS S E R

= B B

Figure: Ticket Notification Management

Add a New Notification

In the "Actions” widget click "Add notification" . In the "Add notification" area assign the notification a name
and, if applicable, add a comment.

The option "Show in agent preferences” determines whether this notification is to be shown in an agent's

personal settings (@).

Ticket Notification Management

Actions

‘ 4 Go to overview

* Nama:l

Cummem:l

Show in agent preferences: | No

Agent preferences tooltip:

This message will be shown on the agent preferences screen as a tooltip for this notification.

Validity: | yaiig

b Events

b Ticket Filter

‘ b Article Filter (Only for ArticleCreate and ArticleSend event)

» Recipients

b  Notification Methods

» ification Text

Save Changes

or Cancel

Figure: Add Ticket Notification

(X
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In the "Events” area you specify which events should trigger the notification.

* Events

* Event: =
— b only send for ticket with certain

Articlelpdate

ArticleSend

ArticleBounce

ArticleAutoResponse

| »  Ticket Filter ArticleFlagSet

ArticleFlagDelete

ArticleDynamicFieldUpdate

| » Article Filter (Only for ArticleCreate and ArticleSend ev TicketCreate
TicketDelete
TicketTitleUpdate

| » Recipients TicketUnlockTimeoutUpdate

TicketQueueUpdate

TicketTypeUpdate

| »  Notification Methods TicketServiceUpdate
TicketSLAUpdate
TicketCustomerUpdate

| »  Notification Text TicketPendingTimeUpdate
TicketLockUpdate
TicketArchiveFlagUpdate

Save Changes TicketStateUpdate

TicketOwnerUpdate

TicketResponsibleUpdate

TicketPriorityUpdate

HistoryAdd

HistoryDelete

TicketAccountTime

[» TagReference Select all Clear al & Confirm

Figure: Selection of Events

In the "Ticket Filter" area you can use ticket attributes and dynamic fields to restrict the type of tickets that
trigger a notification.

HIX Issued on: 13.02.2024 Page 128



KIX 17 Admin Manual - EN - KIX Start
Ticket Settings
Create and Manage Ticket Notifications

w Ticket Filter

Type: |

State: ‘

Priority: |

Queue: ‘

Lock: ‘

Service: ‘

SLA: ‘

CustomeriD: ‘

Customer: ‘

Dynamic Fields

Criticality: ‘

Impact: ‘

Review Required: ‘

Decision Result: ‘

SystemMonitoring HostName: l:l
SystemMonitoring AliasName: |:|

sy itoring Servi

y itoring A

Figure: Ticket Filter

In the "Article Filter" area you can restrict articles by article type, article sender type, and search terms for
"ArticleCreate” and "ArticleSend" event types. In addition, all dynamic fields configured in the system and valid

for articles are available in this section.
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4 Article Filter (Only for ArticleCreate and ArticleSend event)

Article type: |

for ArticleCreate anc

Article sender type: |

Subject match: |

Body match: |

for ArticleCreate and

Include attachments to notification: | Mo

Dynamic Fields

te and Artic IC
te and Artic IC
te and Art IC
te and Artic IC
te and Artic IC

for ArticleCreate anc

Als FAQ-Artikel vorschlagen: |

SystemMonitoring StateMName: |

Figure: Article Filter

In the "Recipients” area you can restrict who should receive the notifications, if required.

w Recipients

Send to: |

Send to these agents: |

Send to all group members: |

Send to all role members: |

Send on out of office:
Once per day:

Mark notification as seen:

Also send if the user is currently out of office

Notify user just once per day about a single ticket using a selected transport.

The new email notification article to customers will already be marked as seen for agents.

Figure: Recipients

In the "Notification Methods" area you can select which method to use for sending the notification (email or
agent notification). Please select at least one method.

(X
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w Notification Methods

These are the possible methods that can be used to send this notification to each of the recipients. Please select at least one method below.

Email

Enable this notification
method.

Additional recipient email ‘

AcknowledgeName
ITSMCriticality
ITSMDecisionDate
ITSMDecisionResult
ITSMDueDate

DynamicFields User: I

DynamicFields C

AcknowledgeName
ITSMCriticality
ITSMDecisionDate
ITSMDecisionResult
ITSMDueDate

7| With Ticketnumber vI

Notification article type:

‘ email-notification-ext - |

An article will be created if the notification is sent to the customer or an additional email address

Email template: ‘ Default . |

Use this template to generate the complete email (only for HTML emails).

Enable email security: »

Email security level: | -]
If signing keyfcertificate IS - [ gip notification delivery -]
If encryption keylcertificate I [5yip notification delivery -]

Agent Notification (Popup/Dashboard)

Enable this notification n
method:

Decay: |1440

BusinessTime: -

Popup: B

Sublect:  yyin Ticketnumber

Figure: Notification Methods

In the "Notification Text" area you can enter the text for the notification.
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w Notification Text

v English
*Suhject:|
*Te’“:.Bj'gstxE;:::E—§:|§:=E::§@ =
SmEMhr Qb A-B- I 4 Bsouce Q 3
Format - Font - Size -

Add new notification language: -

Figure: Notification Text

You can use placeholders, which are listed in the "Reference" area. Then click "Submit".
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7.10 Configure and Manage ACLs

In this area you can configure and manage Access Control Lists (ACLs). ACLs enable you to filter by certain
objects and attributes in the database, and limit or prevent certain actions and change settings for the
filtered results. The list shows all of the defined ACLs.

ACL Management

Filter for ACLs ACLs

Please note: This table represents the execution order of the ACLs. If you need to change the order in which ACLs are executed, please change the names of
the affected ACLs

ACL NAME COMMENT VALIDITY EXPORT COPY
Actions 100 PV:FR:HAN DistrictRegion valid & ]
[+] Create New ACL 101 PV:FR:HAN DistrictRegion valid & [l
102 PV:FR:HAN DistrictRegion valid & <]
« Deploy ACLs
E3 Export ACLs

Configuration import

Browse... | Nofile selected.

Overwrite existing ACLs?

X Import ACL configuration(s)

Figure: ACL Management

Create a New ACL

In the "Actions” widget click "Create new ACL". The following widget will open:

Create New ACL

Actions Create New ACL
1 Go to overview * Name:
Comment:
Description:
Description

Stop after match:

# Validity: | jnyaiig

Save | or Cancel

Figure: Create New ACL

Assign a name and, if desired, add a comment and description. The option "Stop after match" determines
whether the execution of the ACL should continue after a search hit. Then click "Submit".
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Edit an ACL

In the list, click the ACL you wish to edit. The following widget will appear:

w Edit ACL structure

Match settings
* @ Properties

- -

Change settings
* [ Possible

- 3

Figure: Edit ACL Structure

The "Match settings” area is where you can define the object and object attributes according to which you
wish to filter in the database.

"Properties”: checks the value of an attribute from the current screen."Properties Database": checks the
manner in which the value of an attribute is saved in the database.

You can filter according to the following conditions:

+ CustomerUser - the ACL refers to the indicated contact(s).

+ DynamicField - the ACL refers to the indicated dynamic fields.

+ Frontend - the ACL refers to the indicated actions in the frontend.
+ Owner - the ACL refers to the owner of a ticket.

+ Priority - the ACL refers to the priority of a ticket.

+ Process - the ACL refers to a process.

+ Queue - the ACL refers to a queue.

+ Responsible - the ACL refers to the person responsible for a ticket.
+ Service - the ACL refers to a service.

+ SLA-the ACL refers to an SLA.

+ Ticket - the ACL refers to a ticket attribute.

« Type - the ACL refers to the ticket type.

+ User - the ACL refers to a user.

You can enter the restrictions in the "Change settings” area.

Issued on: 13.02.2024 Page 134



KIX 17 Admin Manual - EN - KIX Start
Ticket Settings
Configure and Manage ACLs

* Possible: these change settings, actions, and processes are possible (positive list).

+ PossibleNot: these change settings, actions, and processes are not possible (negative list).

+ PossibleAdd: adds missing elements that were reduced in other ACLs.

+ "PossibleAdd" is only used together with other ACLs that have "Possible" or "PossibleNot" sections.

Deploy an ACL

In the "Actions” widget click "Deploy ACLs". The ACLs will now be deployed in alphanumerical order, as
shown in the list. If you want an ACL to be deployed at a different time, you have to change the name of the
ACL accordingly.

Export/Import an ACL

You can export and import ACLs in .yml format.
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7.11 Public Tickets

This function expands the public frontend so that unregistered/unknown customers can generate tickets like
in the customer frontend and have access via an automatically generated token. To configure settings for
this function, select "KIX Professional" group in SysConfig. After page has reloaded, select one of the
subgroups: Frontend::Public::Ticket::ViewNew or Frontend::Public::Ticket::ViewZoom.

Screen after a new ticket has been created in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###NextScreenAfterNewTicket

Using this setting, you can define which screen is shown after a ticket has been created in the public
frontend.

Please note: This setting is required. Default value is "PublicTicketZoom".

Ticket attribute: Priority of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###Priority

If this setting is set to "Yes", the customer can set the ticket priority in the public frontend. Default value is
IINOII‘

Ticket attribute: Default priority of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###PriorityDefault

This setting defines the default priority of a new ticket in the public frontend. Default value is "3 normal”.

Ticket attribute: Queue of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###Queue

If this setting is set to "Yes", the customer can set the ticket queue for a new ticket in the public frontend.

Default value is "Yes".

Please note: If this setting is set to "No", setting "Ticket::Frontend::PublicTicketMessage###QueueDefault"
should be configured.

Ticket attribute: Default queue of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###QueueDefault

This setting defines the default queue for new tickets in the public frontend. Default value is "Postmaster”.
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Ticket attribute: Ticket type of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###TicketType

If this setting is set to "Yes", the customer can set the ticket type for a new ticket in the public frontend.
Default value is "No".

Please note: If this setting is set to "No", setting
"Ticket::Frontend::PublicTicketMessage###TicketTypeDefault" should be configured.

Ticket attribute: Default ticket type of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###TicketTypeDefault

This setting defines the default ticket type for new tickets in the public frontend. Default value is "Incident".

Ticket attribute: Service of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###Service

If this setting is set to "Yes", the customer can set the ticket service for a new ticket in the public frontend.
Default value is "No".

Ticket attribute: SLA of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###SLA

If this setting is set to "Yes", the customer can set the SLA for a new ticket in the public frontend. Default
value is "No".

Ticket attribute: Service as mandatory attribute of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###ServiceMandatory

If this setting is set to "Yes", then ticket attribute "Service" must be set (mandatory field). Default value is
IINOII.

Ticket attribute: SLA as mandatory attribute of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###SLAMandatory

If this setting is set to "Yes", then ticket attribute "SLA" must be set (mandatory field). Default value is "No".

Ticket attribute: Default state of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###StateDefault
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This setting defines the default state for a new ticket in the public frontend. Default value is "new".

Ticket attribute: Article type of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###ArticleType

This setting defines the default type for a new ticket in the public frontend. Default value is "webrequest".

Ticket attribute: Sender type of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###SenderType

Using this setting, you define the sender type for new tickets in the public frontend. Default value is
"customer”.

Ticket attribute: Default history type of a new ticket in public frontend

+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###HistoryType

Using this setting, you define the default history type for new tickets in the public frontend. Default value is
"WebRequestCustomer”.

Ticket attribute: Comment for history entries of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###HistoryComment

Using this setting, you define the comment for new history entries of a new ticket in the public frontend.

Ticket attribute: Dynamic fields of a new ticket in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketMessage###DynamicField

Using this setting, you define whether and which dynamic fields are available when creating a new ticket in
the public frontend.

Possible values in the "Content" field are:
0 = Disabled
1 = Enabled

2 = Enabled and required
A Hint

If the entered dynamic fields are also to be visible in the ticket content, they must also be entered in
the setting: "PublicTicketZoom###DynamicField".
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Recipient target in public frontend
+ SysConfig setting: PublicPanelSelectionType

Using this setting, you define the recipient target of a new ticket in the public frontend. "Queue" shows all
queues. "SystemAdress" shows all system addresses. Default value is "Queue”.

Display of recipient in public frontend
+ SysConfig setting: PublicPanelSelectionString

Using this setting, you define how the recipient of a new ticket is shown in the public frontend. If the option
"Queue” is selected in "PublicPanelSelectionType", the name of the queue is shown with "<>". If the option
"Queue’" is selected in "PublicPanelSelectionType", the name and email address of the recipient (system
email address) is shown with "<>".

Please note: This setting is required. Default value is "Queue".

Selectable queues in public frontend

+ SysConfig setting: PublicPanelOwnSelection

Using this setting, you define which queues are valid for ticket recipients in the public frontend. The entry in
"Key" field is the queue. The entry in "Content" field is the shown name of the queue.

Please note: This setting is deactivated by default.

Follow-up function for public tickets
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###FollowUp

Using this setting, you can activate/deactivate the option to follow up a ticket in the public frontend. Default
value is "Yes".

Screen following follow-up in public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###NextScreenAfterFollowUp

Using this setting, you define which screen appears following a follow-up to a ticket in the public frontend.
Default value is "PublicTicketZoom".

Follow-up in public frontend - setting ticket attributes: Priority
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###Priority

If this setting is set to "Yes", the customer can set the ticket priority in the public frontend. Default value is
IINOII.
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Follow-up in public frontend - setting ticket attributes: Priority — Default
+ SysConfig setting:Ticket::Frontend::PublicTicketZoom###PriorityDefault

Using this setting, you define the default priority of ticket notes from the public frontend. Default value is "3
normal”.

Follow-up in public frontend — setting ticket attributes: State
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###State

If this setting is set to "Yes", the customer can set the ticket state in the public frontend. Default value is "No".

Follow-up in public frontend — setting ticket attributes: State — Default
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###StateDefault

Using this setting, you define the default follow-up state for ticket notes from the public frontend. Default
value is "open".

Follow-up in public frontend — setting ticket attributes: Dynamic fields
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###DynamicField

Using this setting, you can define dynamic fields which are to be shown in the ticket zoom view in the public
frontend.

Ticket notes from the public frontend: ArticleType
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###ArticleType

Using this setting, you define the default type for ticket notes from the public frontend. Default value is
"webrequest".

Ticket notes from the public frontend: Sender type
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###SenderType

Using this setting, you define the sender type for ticket notes from the public frontend. Default value is
"customer”.

Ticket notes from the public frontend: History type
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###HistoryType
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Using this setting, you define the default history type for ticket notes from the public frontend. Default value
is "FollowUp".

Ticket notes from the public frontend: History comment
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###HistoryComment

Using this setting, you define the comment for new history entries for ticket notes from the public frontend.

Displayed attributes in the ticket zoom view in the public frontend
+ SysConfig setting: Ticket::Frontend::PublicTicketZoom###AttributesView

Using this setting, you define which ticket attributes are displayed in the ticket zoom view in the public
frontend. The entry in the field "Key" is the attribute. The entry in the field "Content” is: 0 = disabled / 1 =
enabled.
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7.12 Expand the color highlighting of tickets

Tickets can be displayed in different colors in overviews depending on the ticket type and status. If
necessary (creation of new ticket types or new ticket status) you can assign additional colors in the system.

To do this, go to the Framework group in SysConfig and then to the Core :: Web subgroup.

+" KIX40TRSTicketOverviewSmallHighlightMapping

Configures which ticket should receive which style, K
there are two possibilities for this. The first is a
dependency on attributes such as Service, SLA, |BDMStale:::neM||UserSkin:::daJk | |co|ur: #38BD38,; | =]
Type, State or Prio... Show more

ey Content

|901#¥?#State:::closed successfull||UserSkin::-dark | |colur: #ADADAD; | B
|9u B “closed |UserSkin:-dark | |co|ur: HADADAD; | =]
|903#¥#.i8lale:::pending auto close-+]|UserSkin:::dark | |colur: #1A1A84; | B
|904#¥#.!’Slale:::pending auto close-|||UserSkin::dark | |co|ur: H#1ALABA; | =]
|905#¥#.!'Slale:::pending reminder]||UserSkin:::dark | |co|nr: #1A1AB4; | =]
|clnsed successful | |colur: darkgrey; | =]
|c|nsed unsuccessful | |co|ur: darkgrey; | B
|new | |co|ur: darkgreen; | =]
|pending auto close+ | |co|ur: darkblue; | =]
|pending auto close- | |co|ur: darkblue; | =]
|pending reminder | |co|ur: darkblue; | =]

v KIX40TRSTicketOverviewLargeHighlightMapping

Configures which ticket should receive which style, K
there are two possibilities for this. The first is a
dependency on attributes such as Service, SLA, |c|nsed successful | |background-color: darkgrey, | B
Type, State or Prio... Show more

ey Content

|clnsed unsuccessful | |background-color: lightarey; | 2
|new | |background-color: lightgreen; | =]
|pending auto close+ | |background-color: lightblue; | B
|pending auto close- | |backgrt, dor: li | B
|pending reminder | |backgrt, dor: li | B

Fig .: Example configuration of color highlighting taking into account the skin used

+  KIX40TRSTicketOverviewSmallHighlightMapping
+ KIX40TRSTicketOverviewLargeHighlightMapping

This setting defines which ticket status (key) should have which appearance (content).

The configuration of the colors via the key "KIX40TRSTicketOverviewSmallHighlightMapping" is used for the
view "Small", for the KIXSidebar "TicketWorkflow", for the dashlets "TicketGeneric" and for the widgets
"LinkObject :: Ticket".

The configuration of the colors via the key "KIX40TRSTicketOverviewLargeHighlightMapping" is used in the
"Medium" view as well as in the "Preview" view.
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There are two options for making an entry in the "Key" column.

+ The first possibility is to create a dependency on attributes such as service, SLA, type, state or priority
and their value name. The key consists of 000 ### attribute ::: value name or as a combination with
several attributes 000 ### attribute ::: value name ||| attribute2 ::: value name (||| is a logical AND). The
number at the beginning defines the priority of the processing. Several values (separated by
semicolons) can be viewed for each attribute. In addition, tests can be carried out with the value
"EMPTY" for empty values or with "[regexp]" using regular expressions.

+ The second option is to store the desired ticket status as a key.

Any possible CSS expression can be used for the entry in the "Content" column. Not only can the color be
stored, but also whether the content should be printed in bold or the field has a background color.
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7.13 Archive tickets

In order to keep your system up-to-date and fast, there is the option of archiving tickets. These tickets are
then no longer accessed when an agent performs a regular ticket search or performs a generic agent job. As
a result, your system does not have to process such large quantities of tickets.

How to use the archive function:

+ To do this, go to the Ticket group in SysConfig and then to the Core :: Ticket subgroup. Activate the
key Ticket :: ArchiveSystem', which is set to "No" by default.
+ Now create a job using the Generic Agent.
+ In the Job Settings section, enter a name and select the correct options to schedule this job.
+ Define the ticket filters in the Select tickets section.
+ Inthe Update / Add Ticket Attributes section, set the Archive selected tickets field to Archive
tickets.
+ Click the Save button.
+ Do the job. The system displays all tickets that are to be archived when the Generic Agent job is
executed.
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7.14 Settings in Ticket zoom view

In order to significantly reduce the access times for tickets with many articles, it is possible to set the
pagination (page history).

To do this, go to the Ticket group in the SysConfig and then to the Frontend::Agent::Ticket::ViewZoom
subgroup.

Go to the "Ticket::Frontend::MaxArticlesPerPage" key. This is set to "1000" by default and specifies the
maximum number of articles that are displayed on a page in the ticket detail view.

Change the value of the key to a smaller number, e.g. 50 and save it. After updating, the ticket loads faster
this way.

a Article Overview - 502 Article(s) @ =
501-502 of 502 - Page: |< << 11
NO. SENDER TYPE = FROM SUBJECT CREATED %

2 customer 21 838@example.com Good morning! 11/07/2022 11:59

1 customer =1 414@slow-company-example-sales.com What a wonderful day! 11/07/2022 11:59

Also in the SysConfig, group Ticket, subgroup Frontend::Agent::Ticket::ViewZoom you will find the key
Ticket::Frontend::ZoomExpandSort. This indicates the order in which the items are sorted. The default value is
"reverse”, that is, the most recent article first, the oldest article last. An alternative is the "normal" display, that
is, the oldest article first, the youngest article last.

Another key to setting the ticket detail view is called Ticket::Frontend.::TicketArticleFilter. You can activate
various article filters in the zoom view. The default value of the key is "No", which means that no filter
function is initially available.
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8 Config Item Management

You will find information on these topics below:

+ Create and manage definitions for config items
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8.1 Create and Manage the Definitions for Configuration Items

In this area you can create and manage the definitions for Configltem classes. In the "List" widget you will
see all of the Configltem classes defined in the system.

You can create new Configltem classes in the "General Catalog" admin area if required. To do so, select the
catalog class "ITSM::Configltem::Class" and add the desired class as a new catalog item for this class.

Config ltem Management

Actions List

CONFIG ITEM CLASS
Change class definition Computer
Hardware
Location
Network

Software

Figure: Configltem Management

8.1.1 Change Class Definition

In the list, click the Configltem class you wish to change. This opens a new widget with the class definition.

Config Item Management

Actions Change:

Computer Config ltem Class: Computer

Change class definition Definition: I

Go to overview ‘ Key == "Vendor,

Name => "Vendor'
Searchable => 1,
Input == {
Type => Text.
Size => 50,
MaxLength => 50

# Example for Cl atribute syntax check for text and textarea fields
#RegEx =>""ABC.*,
#RegExEmorMessage => Value must start with V"ABCY'T

1

Key == Model"
Name =>"Model',
Searchable => 1
Input == {
Type => Text,
Size => 50,
MaxLength == 50,
}

Key == Description’,
Name =>'Description’
Searchable == 1
Input == {

Tvpe => TextArea’,

Submit | or Cancel

Figure: Change Class Definition
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Change the class in the "Definition" text area and then click "Submit".

@® Tip

We recommend using an external Perl Editor to change the class definition, as this makes it easier
to identify structural errors.

8.1.2 Overview of the attributes for Config Item classes

8.1.2.1 General key/values

The general keys used in the individual attribute types and their associated values are explained here. Special
then further down in the overview of the Cl attribute types.

Key

Key

Name

Searchable

CustomerViewabl

e

CountMin

CountMax

CountDefault

Value

String alpha
numerical

String

ol

on

Example

Key => 'Model',

Name =>'Model,

Searchable => 1,

CustomerViewabl

e=>1,

CountMin => 0,

CountMax =>1,

CountDefault => 0,
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Explanation

Internal Key

Displayed value

Available in the Cl search

Displayed in the customer front end

Minimum number of input fields of this

type

Maximum number of input fields of this
type

The number of input fields of this type is
initial
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SuppressVersionA
dd

Input

Input — Type

Input - Size

Input —
MaxLength

Input —
Translation

Input » Required

Sub

Value

UpdatelLastVersio
n|lgnore

Hash

String without
spaces/special
characters

on

on

Array of Hashes
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Example

SuppressVersionA
dd =>
‘UpdatelLastVersio

n,

Input =>{}

Type => Text,

Size => 50,

MaxLength => 50,

Translation => 1,

Required => 1,

Sub =>[{}]
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Explanation

Suppresses the creation of a new
version

UpdatelLastVersion: If this value is
set and no other attribute has been
changed, the value is adjusted in the
current version without creating a
new version

+ Ignore: If this value is set and no
other attribute has been changed,
nothing happens. No new version is
created either.

Definition of the parameters for the
input field

See table below

Size of the input field

Maximum length of the entry

Value translation (only works for fields
with pre-assigned values)

Required field

Sub identifies a block with further
subordinate attributes
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8.1.2.2 Auvailable attribute types

Attribute

Text

TextArea

Package

KIX

KIX

Use

Key => 'Model',
Name => 'Model',
Input => {
Type => 'Text',
Size => 50,
MaxLength =>
50,
RegEx
=> 'AABC.*',

RegExErrorMessage =>
'Value must start with
\IIABC\II! 1 s

1,
1,

{

Key =>
'Description’',
Name =>
'Description’',

Searchable => 1,
Input => {
Type =>
'TextArea',
1,
1,

Issued on: 13.02.2024

Annotation

Entering text with the option of checking

the entry via Regexp.

Key Value
RegEx String
RegExErr  String
orMessa

ge

Hints

valid regular
expression

Error message if
the expression
does not apply

Modell: [08-15

Entry of multiline text (no HTML)

Boschrelbung
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Attribute Package Use

GeneralCatalo  KIX
9 {
Key => 'Type',
Name => 'Type',
Input => {
Type =>
'GeneralCatalog',
Class =>
"ITSM: :ConfigItem::Com
puter::Type',
1,
1,

ClGroupAcces = KIX

S {
Key =>
"AccessGroup',
Name => 'Access
Group',
Input => {
Type =>
'CIGroupAccess',
I
I

ux Issued on: 13.02.2024
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Annotation

Integration of values from the general
catalog

Key Value Hint

valid General
Catalog class

Class  String

* Typ: -
Desktop

Standort: OperatingSystem

PDA
Server E—

Raum:

Zugewiesener Besitzer: Sonstiges ried von
Telefon
OE: [0

Provides a selection of which group is
required as an agent to view
Configltems in the overview and as a
detail view

Bearbeiten: Config ltem: New - Klasse: Computer

* Name: |

Vendor: |

Model: |

Beschreibung: |
9 admin

change-reports
CMDB-Explorer
faq
faq_admin
faq_approval
FileExchange
itsm-coniigitem
Typ: | tsm-servica
stats
Asset-Standort: | SwiichButton

user
Zugewiesener Besitzer:
a Alle auswahlen Alles l8schen [@Bestatigen

Ass\gneigmum [ =

Serlennummer: |

Betriebssystem: |
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Attribute

Customer

CustomerCo
mpany

Package

KIX

KIX

Create and

Use
{
Key => 'Owner',
Name => 'Assigned
owner',
Input => {
Type =>
'Customer',
+,
1,
{
Key =>
'CustomerCompany',
Name => 'Customer
Company',
Input => {
Type =>
'CustomerCompany',
I
I

Issued on: 13.02.2024
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Annotation

Integration of contact persons

Involvement of customers/companies

Kunden-Firma: [ 1001 Mustermann & Sohn KG

Hint:

+ Dropdown with customers/
companies

+ The name of the customer is
searched for

« The ID is used for export/import

+ Can be used in the reports
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Attribute Package Use Annotation
DateTime KIX Enter a date and time
{ .
Key => Key Value Hints

'LdmsLastScanDate',

o .
Name LDMS Last YearPer  positive How many

Scan', .
Input => { iodPast  Integer  years can be
Type => selected from
‘DateTime’, the current
YearPeriodPast .
year in the
=> 20,
past
YearPeriodFuture => 10,
3 b YearPer positive = How many
4 .
iodFutur Integer  years can be
e selected from
the current
year into the
future
LDMS Last Scan: | 28.09.2021 "M 10:00 ~ B8
Date KIX Enter a date
. T
Key => * Installationsdatum: | 13.09.2021
'"WarrantyExpirationDat
e',
Name =>
'Garantieende',
Input => {
Type => 'Date',
YearPeriodPast
=> 20,

YearPeriodFuture => 10,
1,
1,
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Attribute Package Use
GeoCoordinat ~ KIX
€ {

Key =>

'"ExampleCoordinate’,

Name =>

'"ExampleCoordinate’,

Input => {
Type =>

'GeoCoordinate’,

=>
=>
=>

1,

DisplayFormat

'Degree’,

InputFormat

'Degree’,

ExportFormat

'Degree’,

1,

Issued on: 13.02.2024
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Annotation

Input of geographic coordinates (see page

170)
Key Value Hints
DisplayForm  DecimalDe Display
at gree| Format
Degree
InputFormat  DecimalDe InputF
gree| ormat
Degree
ExportForma  DecimalDe Export
t gree| Format
Degree
ExampleCoordinate: +00 000000 |°
+000 | [oooooo |°
B
ExampleCoordinate2: +00 |"[oo | oo | [oo0 |
+000 |"[o0 | [oo | [ooo |7
=]
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Attribute Package Use Annotation
Integer KIX Selection field with integer values
¢ K Val Hi
Key => ey alue ints
'IntegerValue',
=> .
Name ValueMin 0..n smallest
'IntegerValue',
Input => { number
Type =>
'Integer’',
ValueMin => 0, ValueMax 0..n greatest
ValueMax => number
120,
ValueDefault
=> 55 ValueDefau 0..n preselected
)
1, It number
1,

IntegerValue: | 55 -

dcioe O i Bioios N L i
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Attribute

CIClassRefere

nce

Package Use

KIXPro

Key => 'Location',
Name => 'Asset
Location',
Searchable => 1,
Input => {
Type =>
'CIClassReference',

ReferencedCIClassName
=> 'Location',

ReferencedCIClassLinkT
ype => 'Includes',

ReferencedCIClassLinkD
irection => 'Reverse',

ReferencedCIClassRefer
enceAttributeKey =>
'SerialNumber',

SearchInputType =>
"AutoComplete’',
1,
1,

KIX 17 Admin Manual - EN - KIX Start
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Annotation

Integration of config items

Key

Reference
dCIClass
Name

Reference
dCIClassl
D

Reference
dCIClassL
inkType

Reference
dCIClassL
inkDirecti
on

Reference
dCIClassR
eferenceA
ttributeKe

y

Issued on: 13.02.2024

Value

String

Intege

String

Revers
el
Norm
al

String

Hints

Referenced
class via
name

Referenced
classvia ID

Link type for
the automatic
creation of a
link

If not set, no
link will be
created

If a directed
link type has
been set, you
can control
here whether
areverse link
should be set
here

Attribute
which should
serve as an
identifier for
the import
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Package
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Use Annotation

Key Value

Searchinp  AutoC

utType omple
te|
Patter
n

Hints

Standard:
Autocomplete

AutoComplete
Pattern:
allows to
search for
several
relevant
configitems
by name (*
allowed as
wildcard), by
number
(starts with
'[Number]'
followed by
digest. *
allowed as
wildcard) and
by id (starts
with '[ID]'
followed by
digest).
Multiple
entries can be
separated by

Hints:

« If a Clis edited via the edit dialog, all
links are deleted and set again
according to the Cl attribute

Issued on: 13.02.2024
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Attribute

ServiceRefere
nce

Package

KIXPro
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Use Annotation

+ The "Key" attribute must be unique
within the class definition

Integration of services

{

Key => Key Value Hints
'AssignedService',
Name => 'Assigned

Service', Referenc  Releva  Link type for
Input => { edService ntTo the automatic
=> . .
. Type LinkType creation of a
'ServiceReference', ]
link
ReferencedServicelLinkT If not set no

ype => 'RelevantTo', o
link is created
ReferencedServicelLinkD

irection => 'Normal' .
’ Referenc Revers If a directed

1,
1, edService €| link type has
LinkDirect Norma been set, you
ion I can control

here whether
a reverse link
should be set
here

Hints:

« If a Clis edited via the edit dialog, all
links are deleted and set again
according to the Cl attribute

« If all service references are deleted
in the Cl edit dialog, the links are not
deleted

+ The "Key" attribute must be unique
within the class definition
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Attribute

ClAttachment

User
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Package Use

KIXPro
{
Key =>
'"Attachment',
Name =>
'"Attachment',
Input => {
Type =>
'CIAttachment’',
1,
CountMin => 0,
CountMax => 4,
1,
KIXPro
{
Key =>
'Responsible’,
Name =>
'Responsible’,
Input => {
Type => 'User',
1,
1,

Issued on: 13.02.2024

Annotation

Integration of attachments

Hints:

In contrast to the standard ClI
systems, these systems behave
more like a normal CI attribute
You are not limited to 25 systems
(unless you configure it that way)
Systems are tied to the Cl version
« Ifitis changed, a new
version is created
CountMin and CountMax are
mandatory attributes
+ If they are missing, the
attachments cannot be
deleted
+ If CountMin> =1, the last
system cannot be deleted
Attention: Never use attachments in
the overviews, for example in
ITSMConfigltem::Frontend::AgentIT
SMConfigltem ###
ShowColumnsByClass

Integration of users

[ vemvorener

Test Agent” <test agent@cape-tde>

Hint:

Autocomplete field
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Attribute

QueueReferen
ce

CustomerUser
Company

Package

KIXPro

KIXPro
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Use Annotation

Integration of queues

{ |

Key =>
'AssignedQueue’,

Name =>
'"Assigned Queue',

Input => {

Type => .

'QueueReference’, * Autocomplete field

1,
1,

Integration of customer/company
=> .

Key Hints:
'CustomerUserCompany',

Name => + Autocomplete field with customers/
'Customer User companies
Company',

Input => { + Searches the CustomerUserDatas

Type => of the CustomerCompany
'CustomerUserCompany', + The ID is used for export / import
3 b + Notused in reports, just as a
’ restriction
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Attribute

CIACCustome
rCompany

Package

KIXPro

Create and

Use
{
Key =>
'CustomerUserCompany',
Name =>
'Customer Company',
Input => {
Type =>
'CIACCustomerCompany',
1,

I

Issued on: 13.02.2024
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Annotation

Integration of customer/company

cccccccc

:

|nw

Hints:

+ Autocomplete field with customers/
companies

+ Searches the CustomerCompany
backend

+ The appearance of the output can
be controlled with
ITSMCIAttributeCollection::Compan
yBackendMapping

+ The export/import information can
be controlled with
ITSMCIAttributeCollection::Custome
rCompany::Content

+ Not used in reports, just as a
restriction
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Attribute

EncryptedText

Package

KIXPro

Use

{

Key
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'"Password',

Name

'"Password',
Group => {

admin => 1,

SomeOtherGroupname =>

l’
I

Input => {

Type =>

'"EncryptedText',

I
I

Issued on: 13.02.2024

Annotation

Storage of passwords or content that
may not be viewed by everyone

Key Value Hint

Group Hash  Hash of group
names with
permission to be
seen

+ Group=>T1:
visible

+ Group =>0:
displayed
encrypted

Editing/Viewing without rights:

Passwort: (ae9c8c8880908b9 |

Editing/Viewing with rights:

Hint:

+ RW rights are required in the
corresponding groups
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Attribute Package Use Annotation
TextLink KIXPro Shows a defined link for a stored value
{
Key => 'TextLink', Key Value Hint
Name => 'Text
Link',
Input => { URL String  URL plus
Type => <Value>, the
'TextLink', .
value stored in
URL => N
"http:// the text field is
www . example.com/ used in Value
<VALUE>"',
}’ ( Wl Grrnet den Link in einem nevem Fenster

Hints:

+ If the URL does not start with http /
https, the link is accepted relative to
the KIX instance

+ Attention: Never use attachments in
the overviews, for example in
ITSMConfigltem::Frontend::AgentIT
SMConfigltem###ShowColumnsBy
Class

+ Popularly used to pass links to
system monitoring or printer control
tools
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Attribute

DynamicField

Package

KIXPro
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Use

Key =>
'Impact',
Name =>
'Impact',
Input => {
Type =>
'DynamicField’',
Name =>
'TicketFreeTextl4',
1,
1,

Issued on: 13.02.2024

Annotation

Allows the use of dynamic fields of the
type "single selection”

Key Value Hint

Name String  Name of the
dynamic field

zugeordnete Software: | Bugcreator 2.x -

Related Ticket:

Hint:

+ Only dynamic fields of the "single
selection" type are supported
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Attribute

TicketReferen
ce

TypeReferenc
e

Package

KIXPro

KIXPro

Use

{
Key =>
'RelatedTicket',
Name =>

'Related Ticket',
Searchable => 1,
Input => {

Type =>

'TicketReference',

ReferencedTicketLinkTy
pe => 'RelevantTo',

ReferencedTicketLinkDi
rection => 'Normal',

I

1,
{
Key =>
'TicketType',
Name =>
'Ticket Type',
Input => {
Type =>
'TypeReference',
1,
1,

KIX 17 Admin Manual - EN - KIX Start
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Annotation

Integration of tickets

Key

Referenc
edTicketL
inkType

Referenc
edTicketL
inkDirecti
on

Value

String

Rever
se|
Norm
al

Hints

Link type for
automatic
linking

Direction of
the link

Hints:

The ticket number is searched for

+ Allows the automatic creation or
deletion of links to the ticket

+ The "Key" attribute must be unique
within the class definition

+ If the Clis adjusted in the CI edit
dialog, the links are deleted and set
again as defined in the attribute

Integration of TicketTypes

Ticket-Typ:

Change Report

Issued on: 13.02.2024
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SLAReference
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Annotation
Integration of SLAs
{
Key => Key Value
'AssignedSLA',
Name =>
"Assigned SLA', Reference  String
Input => { dServiceA
Type =>
ttrke
'SLAReference', y
ReferencedServiceAttrK
ey =>
'AssignedService',
ReferencedCustomerLogi
n =>
'AssignedCustomer’',
ReferencedCustomerComp
any =>
'AssignedCompany'
1,
CountMin => 0,
CountMax => 1,
CountDefault => 0
1,
Reference  String
dCustome
rLogin

Issued on: 13.02.2024

Hints

Name of an
attribute of the
type
"ServiceRefere
nce" in the
current Cl
class definition

* |s required as
afilter
attribute for
the SLAs

* Only SLAs
assigned to
this service are
displayed

Name of an
attribute of the
type
"Customer” in
the current CI
class definition

* |s required as
afilter
attribute for
the SLAs

* Only SLAs
that are
assigned to
this contact
person are
displayed
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Attribute Package Use

Issued on: 13.02.2024
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Annotation

Key Value Hints

Reference = String Name of an

dCustome attribute of the
rCompany type
"CIACCustome

rCompany" in
the current Cl
class definition

* |s required as
afilter
attribute for
the SLAs

* Only SLAs
assigned to
this customer /
company are
displayed

Hints:

+ One of the three parameters should
be specified
+ If none is stored, only the
SLAs that are assigned to a
standard service are
displayed
+ CountMin and CountDefault should
be setto 0
+ Only add these fields with
the "+" button AFTER all
referenced fields (Service,
CustomerUser,
CustomerCompany) have
been filled with values,
otherwise the values will be
ignored
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Package Use Annotation

If ReferencedCustomerLogin is
stored,
ReferencedCustomerCompany is
ignored

If the referenced attribute is an array
attribute, SLAs are found for each
referenced value and only the
intersection of these result sets is
displayed

If the SLAReference attribute is a
sub-attribute of the referenced
service or customer/company
attribute, only the value of the
higher-level attribute is used

The available attribute types for KIX Pro such as ClClassReference or TicketReference, please refer to the
KIX Pro manual.

8.1.2.3 Comparison of customer / contact / agent attribute types

Key
Name

s

Key
Name

s

Key
Name

=> 'Customer',

'Customer"',

Input => {
Type =>

=>

'Customer',

=> 'CustomerCompany',
'CustomerCompany',
Input => {

Type =>

=>

Input => {

s

Key

Type

=>

'CustomerCompany',

=>
=>

'User',
'User',

'User',

=>

'CustomerUserCompany',

Issued on: 13.02.2024
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Name => 'CustomerUserCompany',
Input => {
Type => 'CustomerUserCompany',
b
b
{
Key => '"CIACCustomerCompany',
Name => 'CIACCustomerCompany',
Input => {
Type => 'CIACCustomerCompany',
b
b
Edit View

Kunde: | max.mustermann@examplei.com |

Kunden-Firma: | capelT c.a.p.e. IT GmbH W |

Benutzer: | "Test Agent” <test.agent@cape-it.de=

ClACCustomerCompany: |c_a.p.e. IT GmbH Germany Chemnitz Schinherrstr. 8

|
CustomerUserCompany: |capeIT c.a.p.e. [T GmbH |
|
]

Output / Detailed view

Kunde: "Max Mustermann” <mustermann@cape-it.de=
Kunden-Firma: c.a.p.e. IT GmbH

Benutzer: "Test Agent” <test agent@cape-it.de»
CustomerUserCompany: capelT

CIACCustomerCompany: c.a.p.e. IT GmbH Germany Chemnitz Schinherrstr. 8

{IX Issued on: 13.02.2024 Page 169
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8.2 Create and manage geopositioning

In order to determine a config item more precisely, geopositions can be assigned to it via the user interface
or via CSV import. These geographical locations are implemented using Config ltem Attributes and can be
specified either in decimal degrees or in degrees and decimal minutes.

To do this, go to "Config Items" in the ticket settings area of the admin module.

Go to the desired Config Item class and click the "Change Class Definition" button. Add the following code
block to the existing definition:

{

Key => 'ExampleCoordinate',
Name => 'ExampleCoordinate',
Searchable => 1,

Input => {

Type => 'GeoCoordinate',
DisplayFormat => 'Degree',
InputFormat => 'Degree',
ExportFormat => 'Degree',

b

CountMin => 0,
CountMax => 2,
CountDefault => 0,

s

Figure: Example of code block to insert into the class definition

You can set whether the display should be given in decimal degrees (DecimalDegree) or in degrees and
decimal minutes (Degree). Mixed forms within the formats are also possible (e.g. DisplayFormat => 'Degree’,
InputFormat => 'DecimalDegree’, ExportFormat => 'Degree’,). By default, the specification is stored here in
decimal degrees.

® Tip
The latitude is measured from the equator to the north (0 ° to 90 ° north at the north pole) and south
(0 ° to 90 ° south at the south pole). Northern latitudes are positive and southern latitudes negative.
The longitude is measured from the prime meridian (runs through the meridian plane of the London
observatory Greenwich) from 0 ° to 180 ° to the east and from 0 ° to 180 ° to the west. Eastern
longitudes are positive and western longitudes are negative.

Click "Submit" to save the change.
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@ Example

{

Key == 'ExampleCoordinate’,

Name == 'ExampleCoordinate’,

Searchable => 1,

Input
Type == ‘GeoCoordinate’,
DisplayFormat => 'Degree’,
InputFormat => 'DecimalDegree’,

# Link to Openstreetiap
Link == 'hitpfwww.opensireetmap.org/ ?mlat=<LATITUDE=&mlon=<LONGITUDE=&zoom=15&layers=M'

Iy

CountMin == 0,
CountMax => 2,
CountDefault == 0

Key == 'ExampleCoordinate2’,
e => 'ExampleCoordinate2’
ble == 1,

{

Type == "GeoCoordinate’,
DisplayFormat == 'DecimalCegree’,
InputFormat == 'Degree’,
ExportFormat => "Degres’

}'(.:-J_I"l'.\"l n==0,

CountMax => 2,

CountDefault == 0
Iy

1

Two fields of the type geoposition are inserted here.

+ Inthe first field the agent specifies the position in decimal degrees and the stored value can
be visualized in a new window via OpenStreetMap by clicking on it. There is no specific
export format specified.

+ Inthe second field, the agent specifies the position in degrees and decimal minutes. The
data is exported in the same format. There is no link to a map service.

There is also the option of displaying the referenced position in a map service (e.g. OpenStreetMap, Google
Maps or Bing Maps).

# Link to OpenstreetMap
Link => 'http://www.openstreetmap.org/?mlat= <LATITUDE> & mlon = <LONGITUDE> & zoom =
15 & layers = M!'

# Link to GoogleMaps
Link => 'http://maps.google.com/maps?z=17&t=m&q=1loc: <LATITUDE>, <LONGITUDE>'

# Link to BingMaps
Link => 'https://www.bing.com/maps?wherel= <LATITUDE> <LONGITUDE>'

Figure: Links for the respective map service
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If necessary, integrate a link in the code block shown above. If you want to use a different map service than
the one shown here, the following placeholders are used to set the latitude and longitude: <LATITUDE> and
<LONGITUDE>.

Click "Submit" to save the change.

The agent now sees the following fields when creating or editing a CI:

ExampleCoordinate: +00 LLE L
+000 LLELLLL

=

Figure: "Geoposition" in decimal degree format when creating a new ClI

ExampleCoordinate2: +00 oo | [oo ) 000
+000 |"|oo | |oo | |ooo
=

Figure: "Geoposition" in degrees and decimal minutes format when creating a new Cl

CSV import or export of the data
When importing or exporting the data via CSV, the mapping must be adjusted beforehand.

During the CSV import, the supported formats are checked against the incoming formats using regular
expressions. Permitted formats are

+dd ° dd "dd.ddd '+ ddd ° dd" dd.ddd' or + dd ° dd "dd.ddd '+ ddd ° dd" dd.ddd'
+ ddd.dddddd + ddd.dddddd

If a format is not recognized, this value is not saved and an error message is displayed in the log.

The following formats can be defined for the CSV export, which are used for entering and displaying the
values:

DisplayFormat
InputFormat
ExportFormat

If no format is defined for the output either on the attribute or in the SysConfig, the standard format is used.
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Configuration

There are two ways to configure a link and the formats:

The content is determined by the Cl attribute by being stored there.
If no information is stored in the Cl attribute, you can make the settings in SysConfig:
ITSMConfigltem :: GeoCoordinate ### InputFormat
+ Standard: DecimalDegree
+ Delivery status inactive
ITSMConfigltem :: GeoCoordinate ### DisplayFormat
+ Standard: DecimalDegree
+ Delivery status inactive
ITSMConfigltem :: GeoCoordinate ### ExportFormat
+ Standard: DecimalDegree
+ Delivery status inactive
ITSMConfigltem :: GeoCoordinate ##4# Link
+ Standard: http://maps.google.com/maps?z=17&t=m&qg=loc: <LATITUDE> <LONGITUDE>
+ Delivery status inactive

If no information is stored in the Cl attributes and the SysConfig keys mentioned are not activated, the
system's standard setting (fallback) takes effect.
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9 System Administration

The following sections contain information on how to:

Manage tasks triggered by event or time based execution
Send notifications

Manage existing sessions

View Performance Benchmark Results

Execute SQL Statements

Configure processes

Create and manage web services

Manage support data

Manage priorities matrix

Schedule a maintenance period

View System Log messages

Import and export object information

Edit the system configuration settings

Update and extend your system with software packages

System Administration

Generic Agent Support Data Collector

Admin Motification Criticality =-= Impact =-> Priority
Session Management System Maintenance
Performance Log System Log

SOL Box mport/Export

Process Management SysConfig

Web Services Package Manager

Messages

Figure: System Administration
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In this area you can create and manage dynamic fields. Dynamic fields are special input fields for expanding
the information that can be saved about a ticket or article. You can specify the frontend in which a dynamic
field should be shown. The list shows the defined dynamic fields. You can create dynamic fields for the

following objects:

+ Ticket

« Article
+ FAQ
+ Contact

+ Customer Company

Actions.

Ticket

Article

FAQ

Import/Export

X Export DynamicFields

& Import DynamicFields

(Durchsuchen...] Keine Datei ausgewshit

Dynamic Fields Management - Overview

Dynamic Fields List

NAME
KIXFAQENtry

Pro anagementProcessiD

Pro anagementActivitylD
ITSMCriticality

ITSMimpact
ITSMReviewRequired
ITSMDecisionResult
ITSMRepairStartTime
ITSMRecoveryStartTime

ITSMD:

ITSMDueDate

nXHost

nXAddress

Alias

AcknowledgeName
Ereignisstartzeit
Ereignisendzeit
Nachbearbeitung
CustomerSatisfactionStatus
CustomerSatisfactionGrade

CustomerStati

tionRemark

CSPMPro:

D

CSPMActivitylD

LABEL
Als FAQ-Artikel vorschlagen
Process

Activity

Criticality

Impact

Review Required

Decision Result

Repair Start Time

Recovery Start Time

Decision Date

Due Date

SystemMonitoring HostName:
SystemMonitoring ServiceName
SystemManitoring Addresshame
SystemManitoring AliasName
SystemManitaring StateName
SystemMonitoring AcknowledgeNameField
Ereignisstarizeit

Ereignisendzeit
Machbearbeitung erforderlich
Survey Status

Satisfaction Grade

Satisfaction Remark
CSPMProcessID
CSPMActivitylD

S

B

O )
5 R

Date f Time

Date f Time
Date f Time:

Date f Time

Date f Time
Date f Time
Checkbox
Dropdown
Dropdown
Textarea
Text

ext

OBJECT
Article

Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Article
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket
Ticket

VALIDITY
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid
valid

valid
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o
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Figure: Dynamic Fields Management

9.1.1 Create a New Dynamic Field

In the "Actions” widget select the object for which you wish to create a dynamic field.

Select the field type of the dynamic field from the dropdown menu.

In the "General" widget assign a name and description, and specify the order in which the dynamic field is to

be shown.

4
Ae
aea
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In the "Time to live (TTL)" field you can specify the desired validity of a value in a dynamic field, if required.
Once the time period is up, the value in the dynamic field is deleted automatically through a cron job. The
time of deletion depends on the configured time interval in the following SysConfig setting: "Daemon::
SchedulerCronTaskManager:: Task###DynamicFieldTTLCheck".

() Please note

Tthe TTL value will not update if the value of a dynamic field is updated. If you make configuration
changes to the TTL, you can update it by configuring DynamicField:: EventModulePost###000-

DFTTLUpdate.
General
* Name: Validity: [ oig
* Label: Field type: Text

Object type:  Ticket
* Field order: 27

Time to live (TTL):

Minutes

Figure: Create Dynamic Field - General Specifications (here for example Ticket:Text)

The "Field Settings" area is where you specify the settings for the values of the dynamic field. The possible
settings differ depending on the type of dynamic field.

Text Field Settings

Default value:

Show link:

Link for preview:

Check RegEx:

Add RegEx:

Figure: Create Dynamic Field - Field Settings (here for example Ticket:Text)
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The "DynamicField SysConfig..." area is where you specify in which frontend modules the dynamic field
should be shown and, if applicable, where it should be a compulsory field. Select one or more items in the
list. To select several values, press and hold down the left mouse button.

DynamicField SysConfig Settings

Show DynamicField in frontend modules : AdminQuickTicketConfigurator
{ Please select all frontend modules which should | AgentArticleEdit l
display the dynamic field. ) | AgentTicketAddtlITSMField

AgentTicketClose

AgentTicketCompose

AgentTicketDecision

AgentTicketEmailCutbound

AgentTicketForward

AgentTicketFreeText

AgentTicketMove

Mandatory in frontend modules :

( Please select all frontend modules which should have
the dynamic field as a mandatory field. )

Figure: Create Dynamic Field - SysConfig Settings for example Ticket:Text

Then click "Submit”.

9.1.2 Import and Export of Dynamic Fields

It is possible to import and export dynamic fields.
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x

Dynamic Fields Management - Overview
Actions. Dynamic Fields List o
Ticket 1-25 of 26 - Page: 1 2
| @ HAME LABEL ORDER TYPE oBJECT VALIDITY EXPORT DELETE
Add new field for of KIXFAQEntry Als FAQ-Arfikel vorschlagen 1 Dropdown Article valid & &
Article ProcessManagementProcess|D Process 2 ProcessiD Ticket valid it
[ I-] ProcessManagementActivitylD Activity 3 ActivitylD Ticket valid &
Ad ield for ok i ITSMCriticality Criticality 4 Dropdovn Ticket valid S
FAQ ITSMImpact Impact 5 Dropdovin Ticket valid &
| - | ITSMR: Required Review Required 6 Dropdown Ticket valid &
Sl iR iro X ITSMDecisionResult Decision Result 7 Dropdown Ticket valid s
ITSMRepairStariTime Repair Start Time 8 Date f Time Ticket wvalid &
ImportExport ITSMRecoveryStartTime Recovery Start Time 9 Date / Time Ticket valid E3
s Export DynamicFields ITSMDecisionDate Decision Date 10 Date / Time Ticket valid &
figurat ITSMDueDate Due Date 1 Date / Time Ticket valid E3
u “ D iy o SysMonXHost SystsmMonitoring HostName 12 Tex Ticket walid S &
ule o SysMonXService SystemManitoring ServiceName 13 Text Ticket walid S &
| Durchsuchen...| Keine Datei ausgewahit SysMonXAddress SystemMonitoring AddressName 14 Tex Ticket valid Fe &
|‘$ Cofreit e S SysMonXAlias SystemMonitoring AliasName 15 Text Ticket valid & &
SysMonXState SystemMonitoring StateName 16 Tex Article valid & &
Hint AcknowledgeName ‘SystemMonitoring AcknowledgeNameField 17 Text Ticket valid F3 I}
ne | a Ereignisstartzeit Ereignisstarizeit 18 Date / Time Ticket valid E3 1}
nd § and ‘_ Ereignisendzeit Ereignisendzeit 19 Date f Time Ticket valid F3 I}
th Nachbearbeitung Nachbearbeitung erforderiich 20 Checkbox Ticket valid ES &
CustomerSatisfactionStatus Survey Status 21 Dropdown Ticket valid E 3 o]
CustomerSatisfactionGrade ‘Satisfaction Grade 22 Dropdown Ticket walid & I}
CustomerStatisfactionRemark Satisfaction Remark 23 Textarea Ticket valid E 3 o
CSPMProcessiD CSPMProcessID 24 Text Ticket valid & 17}
CSPMACtivitylD CSPMActivityl D 25 Text Ticket valid E 3 o

Figure: Options for importing and exporting dynamic fields

You can import a dynamic field using the import / export widget on the left. Load it into the system via

"Search" and then click on "Import dynamic field". The file must be in .yml format,

By clicking the "Export dynamic fields" button, you export all existing dynamic fields to a file in .yml format.

It is also possible to export individual dynamic fields by clicking the download button in the relevant line.

.ux
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9.1.3 Types of dynamic fields

A dynamic field is not anchored in the system and is only visible in certain surfaces. Its display within the
various interfaces depends on the field type that is selected during creation.

The following dynamic field types are used in KIX:

+ Text

+ Textarea

+ Date

+ Date/Time

+ Dropdown

+ Multiselect

+ Checkbox

+ ObjectReference

+ ITSMConfigltemReference
+ DropdownGeneralCatalog
+ MultiselectGeneralCatalog
+ RemoteDB

After selecting the desired field type, a new form opens. This form is divided into three areas: General, Field
type-specific entries and SysConfig settings for the dynamic field.

The first area "General" is the same for every field type. Here you define the following: Name, labeling, field
sequence, value lifetime, validity. The field type is preselected, as is the object type.

General

* Name Validity: [a1ig

* Label Fleld type: Text

Object fype: Ticket
* Field order: [ 57

Time to live (TTL) Minutes

Figure: Create dynamic field - general settings

The third area "SysConfig settings for the dynamic field" is the same for every field type. Here you specify in
which front-end modules the dynamic field should be displayed and where it should be a mandatory field, if
applicable. Select one or more entries in the list. To select multiple values, keep the left mouse button
pressed.
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DynamicField SysConfig Settings

‘Show DynamicField in froniend modules : | AdminQuickTicketConfigurator
( Please select all frontend modules which should display the dynamic fieid. ) | AgentArticieEdit |
AgentTicketAddt| TSMField

AgentTicketClose

Agen(TicketCompose

AgentTicketDecision

AgeniTicketEmailOutbound

AgentTicketForward

AgeniTicketFreeText

AgeniTickethove

Mandatory in frontend modules :

( Please select all frontend modules which should have the dynamic field as a
mandatory field. )

Figure: Create dynamic field - SysConfig settings

9.1.3.1 Text

The dynamic field type Text is used to save individual lines.

General
* Name: | Valldiy: [ Fyaig &
Wust be unique and only acoept alphabetic and numeric characters.
* Label: | Field type: Text
This is the nar
Object type:  Ticket
* Field order: =
This is the: order in which this field will be shown on the screen
Time to live (TTL): | |[ Minutes =]
This is the time de
Text Field Settings

Default value: | |
This is the defau

Show link: | ]

Link for preview: | |

If filled in, this URL will be used for a preview which is show n this link is hovered in ticket zoom. Please note that for this to work, the regular URL fie

Check RegEx:

a regular e) h the moifiers xms.

Add RegEx:
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9.1.3.2 Textarea

The dynamic field type textarea is used to store multiple lines.

General
* . .
Name: | | valldiy: | vaig =
Must be unique and only and numeric characters
* Labet:| ‘ Field type: Textarea
This Is the name to be shown on the ser ere the field Is active.
Object type: | Ticket
* Field order: ‘ FTl
This is the order in which this
Time to live (TTL): | || Minutes =]
This Is the time a value is stored before t expires. Use 0 to dea on.
Textarea Field Settings
Number of rows: | |
Specify the height (in lines) for this field in the edit mode.

Number of cols: | |
Specify the width (in characters) for this field in the edit mode.

Default value:

is field

This is the default

Check RegEx:

jalue. The regex wi

Add RegEx:

9.1.3.3 Date

The dynamic field type Date is used to store the date.

General

* Name: | | validity: [‘vai =l

Must be unique and enly accept alphabstic and numeric characters.

Field type: Date

* Label: | |

This is the name to be shown on the screens where the fleld is active.

Object type: Ticket

* Field order: | 27 ‘ - ‘

This is the order in which this field will be shown on the screens where is active.

Time to live (TTL: | | winutes [~ ]

before it expires. Use 0 (0 deactivate expiration.

This is the time a value is sto

Date Field Settings

Default date difference: [0 |
The difference from NOW (In seconds) to calculate the field default value (e.g. 3600 or -60)

Define years period: [ 5 =l

s (in the future and in the past) to be displayed on the year part of the field

s and Zoom screens.

Link for preview: |

eeds fo be filled in, oo,

It filled in, this URL will be used for a preview which is shown when this link is hovered in ticket zoom. Please note that for this to work, the regular URL field above

Restrict entering of dates: | ‘ - |

Here you can restrict the entering of dates of tickets.
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9.1.3.4 Date/ Time

The date / time dynamic field type is used to store the date and time.

General

* Name Validity: [ i
Fleld type: | Date / Time

* Label:

Object type: | Tioket
* Field order: [ o7

Time to live (TTL) Minutes

Date / Time Field Settings

Default date difference: [0

Define years period: [y5

Show link:

Link for preview:

Restrict entering of dates:

@ Tip

In the standard KIX there is always a date/time field in all masks after a status selection, which is
used for ticket processing. Basically, the date selection is only necessary if the status type “pending
reminder” or “pending autor” is used. It is possible to hide the date/time field and only show it when
a status of the two types mentioned is selected.
First go to SysConfig to the Ticket group and there to the Frontend :: AgentModule subgroup.

+ SysConfig key: Frontend::Output::FilterElementPost###HidePendingTimelnput

Registration takes place here and you can configure in which masks and ticket actions the
functionality should be active. Don't forget to update this configuration when you add the status
selection to new ticket actions!

Then go to SysConfig to the Ticket group and there to the Frontend::Agent::ModuleRegistration
subgroup.
+ SysConfig key: HidePendingTimelnput###StateTypes

Here you can configure the types of status for which the date/time field should be displayed. The
default status types are Pending Reminder and Pending Automatic Reminder.
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9.1.3.5 Dropdown

The dynamic field type dropdown is used to save a single value from a list.

General
* . 5
Name: | valldity: [ [yaig =
Must be unique and only accept alphabetic and numeric characters,
* Label: | | Field type: | Dropdown
This is the name to be shown on the screens Where the field is active.
Object type: | Ticket
* Field order: | 27 | -
This is the order in which this field will be shown on the screens where is active.
Time to live (TTL): | | winutes [ -]
This is the time a value s stored before it expires. Use 0 to deactivate expiration.
Dropdown Fleld Settings

Possible values:

Add value:

Default value:

This is the default value for this field

Add empty value: [<]
Activate this option to create an emply selectable value.
Tree View: 7o [

Activate this option to display values as a free.

Translatable values: 1o =

ion the values wil be tr d to the user defined language

i the translations mant he language transiation files.

Show link: | |
Here you can specity an optional HTTP link for the field value In Overviews and Zoom screens
Example: hitp://some. example.com/handie?query=[% Data. Field1 | uri %]

Link for preview: ‘ ‘
It fillectin, this URL will be used for a preview which is Shown when this link is hovered in ticket zo0m. Please note that for this to work, the reguiar URL field above needs to be filled in, too
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9.1.3.6 Multiselect

The multiple selection dynamic field type is used to save several values from a list.

General
* Name: | | Validity: ‘ vaid ‘_ ‘
Must be unique and only accept alphabetic and numeric characters
* Lael:| | Field type: Multiselect
This is the name o be shown on the screens where the fleld is active
Object type:  Ticket
* Field order: ‘ 27 ‘ - ‘
This is the order in which this field will be shown on the sreens where is active.
Time to live (TTL): | || winutes 1]
This is the time a value is store es. Use 0 to deactivate expiration
Mulliselect Field Settings

Possible values:

Add value:

Detault value:

This is the defauit value for this field.

Add empty value: o

Activate this option to create an empty selectable value.
Tree View: (i35 B
Activate this option to display values as a tree.
Translatable values: ‘ No

if you
Note:

9.1.3.7 Checkbox

The dynamic field type check box is used to save true values, represented by a ticked or empty check box.

General
* Name: | ] valldiy: | vaig =l
Must be unique and only accept alphabetic and numeric characters.
* Label: | | Field type: | Checkbox
This Is the name to be shown on the screens where the field is active
Object type: | Ticket
* Field order: ‘ 27 ‘ - ‘
This is the order in which this field will be shown on the screens where is active.
Time to live (TTL): | | minutes =]
This Is the time a value is stored before it expires. Use 0 to deactivate expiration.
Checkbox Field Settings
oot e s |
This is the defaut value for this field
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The dynamic field type object reference is used to refer to another object (agent, contact, customer

company) in KIX.

General

* Name: | |

Must be unique and only accept alphabetic and numeric characters.

* Lavel: | |

This Is the name fo be shown on the screens where the field is active.

* Fleld order: | 27 v/
This is the order in which this field will be: shown on the screens where is active.
Time to live (TTL): | | Minutes: [~ ]
This Is the time a value s stored before it expires. Use 0 to deactivate expiratio

Validity: | valid -

Field type: ObjectReference

Object type: Ticket

ObjectReference Field Settings

Object Reference: | CustomerCompany

Select an object reference

Field Type: | AutoComplete

Select a field type

Defauit value: |

This is the default value for this field.

Add empty value: | No

Activate this option to create an empty selectable value.

Show link: |

Here y

Exam le.com/handie?query:

tional HTTP link for the field value in O

Alternative Display: |

Herey
Example

using placeholders for variables. If empty, the defautt will be taken

UserEmail>)

{IX
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9.1.3.9 ITSMConfigltemReference

The dynamic field type ITSMConfigltemReference is used to establish the reference to a Configltem.

General

| Validity: g B

ic and numeric characters.

* Name: |

Must be unique and only accept alpha

Field type: ITSMConfigltemReference

* Label: | |
This is the name to be shown on the screens where the field is active,

Object type: | Ticket

* Field order: [z

on the screens where is active.

This is the order in which this field will be

Time to live (TTL): | Minutes =]
This s the ime a value is st Use 0 to deact on.
ITSMConfighemReference Field Settings
Config item classes: | Gomputer
Hardware
Location
Network

Deployment states: | Expired
Inactive

Maintenance
Pilot

nt states.

Constrictions:

ribute]: {Object]:{Atiribute/ Value: [

Specify Gonstrictions for Gl-search. [

Permission Check:

s the permission check of the classes for the relevant interface.

Display pattern: |<c |_Name= |

eclly pattern used for displa
|_Names <Cl. >

Spe

CurDepiStatelD>

D>
CurlnciStatelD>

* MaxArraySize:

y the maximum numbs

ItemSeparator: | Comma (.} | : ‘

Specily the separal ues for this field

Peltvmves[ ]

Show link for Agent: |

lews and Zoom

jonal HTTP link for the field value In O

comvindexp gentTSMConfigitem: CI_ConfigitemiD>
isplay pattern available. Addtional availab
Show link for Customer:
jonal HTTP link for the field value i
Cl_ConfigltemiD>

gentITSh

dtional avallable:

isplay pattern availa

MinQueryLength: |:s |

Specify the MinQueryLength. 0 deactivates the autocomplete.

QueryDelay: [300 |

Specly the Q1

MaxQueryResult: [10 ]
Specly the MaxQueryResult
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(@ Completion Aid

If you specify restrictions for the Cl search, this must follow the pattern [CI-Attribute] :: [Object] ::
[Attribute / Value] :: [Mandatory].
+ Cl attribute - attribute key comes from the Configltem definition. Only this key applies to sub-
attributes, not the entire path.
+ Object
- Configuration - the value for the restriction is permanently configured, [attribute /
value] is accepted directly.
+ Ticket - The current form value of the given ticket attribute or the attribute value
stored on the ticket is used for the restriction.
+ CustomerUser - The attribute value stored in the customer data is used for the
restriction.
+ Required field
+ 0-If no attribute value is stored for the object, the rule is ignored.
+ 1-If no attribute value is stored for the object, the search is suppressed.
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9.1.3.10 DropdownGeneralCatalog

The dynamic field type DropdownGeneralCatalog is used to display a dropdown list of all General Catalog
classes from which exactly one class can be selected and saved.

General

* Name: Validity: [ yaig

* Label: Field type: DropdownGeneralCatalog
Obiect type: Ticket

* Field order: [ 57

Time to live (TTL): Minutes

DropdownGeneralCatalog Field Seitings

General Catalog Class:

Default value:

Add empty value: [ o

Translatable values: [ iy

9.1.3.11 MultiselectGeneralCatalog

The dynamic field type MultiselectGeneralCatalog is used to display a drop-down list of all General Catalog
classes from which several classes can be selected and saved.

General
* Name: Validity: [zig

* Label: Field type: MultiselectGeneralCatalog
Object type: Ticket

* Field order: [ o7

Time to live (TTL): Minutes

MultiselectGeneralCatalog Field Settings

General Calalog Class: -

Default value:

Add empty value: [ -

Transiatable values: "5 -

Issued on: 13.02.2024 Page 188



KIX 17 Admin Manual - EN - KIX Start
System Administration
Create and Manage Dynamic Fields

9.1.3.12 RemoteDB

The dynamic field type RemoteDB is used to enable a database to be queried either in the own system or
externally.

General
* . B
Name: | | Validiy: [ i E
Must be unique and only accept alphabetic and numeric characters.
* Label: ‘ | Field type: RemoteDB
This is the name to be shown on the screens where the field is active
Object type: | Ticket
* Fleld order: (=
This Is the order In which this fieid will n on the scr
Time to live (TTL): | |[ Minutes =]
This Is the fime a value is siored before It expires. Use 0 to deacl
RemoteDB Field Settings

* DatabaseDSN: |

Specify the DSN for used database. Example: DBI:mysql:dal

* DatabaseUser: | |

Specify the user for usf

DatabasePw: ‘ ‘

Specify the password for used database.

DatabaseType: |

ns. Supported are mssal, mys

Specify the type of used database. N;

* DatabaseTable: | |

Specify the table for used database

* DatabaseFieldKey: | |

Specify the field containing key in used database.

DatabaseFieldvalue: |

Specify the field containing value in used database. Uses DatabaseFieldKey if not specified

DatabaseFieldSearch:

umns to search can be configured comma separated. Uses DatabaseFisldkey if not specs

Specify the field for search. )

SearchPrefix: | |

Specify a prefix for the

SearchSuffix: |

Specify a suffix for th

CacheTTL: [0

Cache a in seconds. 0 deactivates caching

CachePossibleValues: [N =]

lues,
e usage of values which recently ad

the database may cause an

* MaxArraysize: |1

Specify the maximum number of entries.

ItemSeparator: [ Comma -

Specify the separator of displayed values for his field

ShowkeyinTiie: 5 E

Specify if key is added to HTMLattribute title.

Show link for Agent: |

ews and Zoom screens. Used in AgentFroniend

link for the field value in O
e7quer

<SessionID:

Show link for Customer:

jews and Zoom screens. U ustomerf

com/h
for agent link

Constrictions:

Specify Constrietions for search-queries. [TableGolumn]-{Cbject]Attribute/Value]:{Mandatory]

MinQueryLength: \3 ‘

Specify the MinQueryLength. 0 deacivates the autocomplete.

QueryDelay: (300

Speciy the Query

MaxQueryResuliz [10 ]

Speclly the MaxQueryResuit

3 -
Should t al X exampl ith defautt settings)

Default values:

This is the default value for this field.
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@ Completion Aid

In the Database DSN (Data Source Name) field, enter the address of the database to be queried.
In the following fields you enter for this database:
+ the relevant user
+ with the appropriate password
+ the type of database
+ and which table should be queried
+ You store key, value and search columns for this table (these are only declarations
with which the dynamic field works to identify data records, to receive display values
and to be able to search)
+ Search prefix and suffix are details that are appended before or after the entered
search pattern (e.g. prefix "*" / suffix "*" - search string in the dynamic field is

xsearch termx)

If you use restrictions for the search queries, these must be separated from one another by a line
break. Restrictions have the format: [table column] :: [object] :: [attribute / value] :: [mandatory field]
+ Table column - column in the table which should be used for the restriction
Object
- Configuration - the value for the restriction is permanently configured, [attribute /
value] is adopted directly.
+ Ticket - The current form value of the given ticket attribute or the attribute value
stored on the ticket is used for the restriction.
+ CustomerUser - The attribute value stored in the customer data is used for the
restriction.
+ Required field
0 - If no attribute value is stored for the object, the rule is ignored.
+ 1-If no attribute value is stored for the object, the search is suppressed.

ATTENTION: Only one restriction is effective per table column. The restriction used is always the
one that last provided a value for the restriction. This value is also used for defined mandatory field
checks.

Issued on: 13.02.2024 Page 190



KIX 17 Admin Manual - EN - KIX Start
System Administration
Create and Manage Dynamic Fields

9.1.4 Create new depending Dynamic Field or change existing

In this area you can create and manage inter-depending dynamic fields. The dependencies form a tree
structure.

All of the dependencies defined in the system are shown in the "Depending Dynamic Fields - Tree View"
widget. Dependencies can be formed between single-selection or multiple-selection dynamic fields.

Depending Dynamic Fields Management - Store

Actions Depending Dynamic Fields - Tree View

‘Add Depending Field Collapse All | Expand All
Bl @ error cause
L [ error code:line defective
El & error code:modem defective
i @ error code modem:LAN socket defective
& error code modem:WAN socket defective
.. @ error code modem ‘power supply defective

Figure: Depending Dynamic Fields Management

Create a New Dependency Tree
In the "Actions” widget click "Add depending field". The following widget will open.

Depending Dynamic Fields Management - Add

Actions Depending Dynamic Field Add
Go to averview * Tree Name: | orror cause

Valid: [
wvalid b

Selected Dynamic Field: ErrorCode -

Possible Values: alien cause

Submit

Figure: Add Depending Dynamic Fields

Assign a name and under "Selected Dynamic Field" select a field from the list. Under "Possible Values”, select
the values on which another dynamic field is to be dependent. Then click "Submit".

& Note

" must not be used in the "Tree Name" field.
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Add a Depending Dynamic Field

In the tree view, click the dynamic field on which the other dynamic field is to be dependent. A widget for
editing the dynamic field will open.

Depending Dynamic Fields Management - Edit
Actions Depending Dynamic Field Edit

Go to overview Selected Field From Source Field: modem defective

Available Target Fields: ErrorCodeModem 2

Available Target Values:

Add Dynamic Field: (¥

Submit

Figure: Edit Depending Dynamic Fields

Under "Available Target Fields", select the depending dynamic field, and under "Available Target Values”,
select the value(s) that is/are to be dependent on the source field value. Use the sign, if necessary, to
add further depending dynamic fields. Then click "Submit".

Issued on: 13.02.2024 Page 192



KIX 17 Admin Manual - EN - KIX Start
System Administration
Create and Manage Dynamic Fields

9.1.5 Show and hide dynamic fields via ACLs

Dynamic fields can be displayed, hidden or influenced in different ways.

Hiding and showing fields via the ACL admin area

For general handling of ACLs, please read the chapter Configuring and managing ACLs. This section deals
with the special features of displaying and hiding dynamic fields using ACLs.

+ To hide or show a dynamic field based on a value, first select the corresponding value under 'Filter
condition'. In the example in the picture below, the field is shown using another dynamic field.
For 'Change value', select the 'Shape' option on the second level. This influences the content of the
displayed forms.
Now, on the third level, enter the name of the dynamic field, what should be shown or hidden.
Now select 'Exact Match' and enter the value 0 for hide or 1 for display.
If you want to influence several fields, you can add further fields on level three.

« ACL-Struktur bearbeiten
Filterbedingungen
¥ B Properties
~ B Tickst

© DynamicField_GCClass:

Figure: Configuration of an ACL to display dynamic fields

Hiding and showing fields via DisabledDynamicFields

Another way of influencing dynamic fields is via SysConfig.
To do this, activate the key 'Ticket :: Acl :: Module ### 991_DisabledDynamicField'.

You then make entries in the key ‘Ticket :: Frontend :: DynamicField ### DisabledDynamicFields'. This
defines which dynamic fields should be hidden depending on the front-end module used, attributes such as
service, type, status or priority and their respective value. The key consists of the front end module ::
attribute ::: value and value from the dynamic fields to be hidden. These can be specified as RegExp. If
dynamic fields are to be hidden with empty values, EMPTY must be used in this form: FrontendModule ::
Attribute ::: EMPTY. Note the triple colon as a separator.
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9.2 Process Management

In this area you can define, manage, and import reoccurring processes (workflows). The imported data has
to be in YAML format. With the graphical interface, it is easy to configure processes and business logics.
Using decision dialogs, you can guide agents and contacts through a process in a secure manner.

In the "Processes” widget you will see a list of all the processes in the system.

Process Management

Filter for Processes Processes
Just start typing to filter... PROCESS NAME DESCRIPTION STATE EXPORT COPY PRINT
Einstellung neuer Mitarbeiter Einstellung neuer Mitarbeiter Active & g =)
Actions
Create New Process
+ Deplay All Processes

Configuration Import

Durchsuchen... Keine Da...gewahit.

[ overaite existing entities

4 Import process configuration

Ready-to-run Processes

[ overaite existing entities

L Import ready-to-run process

Description

Figure: Process Management
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9.2.1 Creating a New Process

In the "Actions” widget, click "Create New Process" button. The following widget will open:

Create New Process
Actions Create New Process
1 Ga to overview e AT

* Description:

Description

State: | | Inactive

Save | or Cancel

Figure: Create New Process

Assign a process name and description. Finally, click "Save" button. This creates the process, which can
subsequently be edited.
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In the list, click the process you wish to edit. The following widget will open:

Edit Process "SurveyProcess”

= Edit Process Information

_H

Actions
‘ ‘ Ga to overview | * Process Name: |SurveyProcess
\ =) Print process information | * - [ This process i an customer ion survey. The process is startet
automatically by a generic agent.
Available Process Elements
w Aclivilies
A
Filter Activities...
* Customer Portal Group: | Requisitions - |
infrastruktur bereitstellen infrs
_ State: | FadeAwa e
infrastruktur hereitstellen W& | ¥ |
®rocess End W
Survey Customer Satisfaction W& a Add and Edit Activities, Activity Dialogs and Transitions Show EnitylDs
Telefon einrichten [zics
Creale New Activity | a
— ' Sunvey Customer [~
Activity Dialogs anEeEn
Transitions
Transition Actions
Survey Customer Satisfaction
End
Description
t T debar car Fy
n the right &
Process End

« Save Activities, Activity Dialogs and Transitions

Save | or | Saveand finish | or Cancel

Figure: Edit Process

In the "Add and Edit Activities, Activity Dialogs and Transitions" area, the entire process is illustrated
graphically. In the "Available Process Elements" widget, you will see a list of the available activities, activity

dialogs, transitions, and transition actions.

If no process elements have been defined yet, the list will be empty.
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9.2.3 Creating a New Activity

In the "Available Process Elements” widget, click "Create New Activity" button. The following widget will open:

Create New Activity
Cancel & close
a« Activity

* Activity Name:

a Activity Dialogs

You can assign Activity Dialogs to this Activity by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also possible by drag 'n’
drop.

Filter available Activity Dialogs ASSIGNED ACTIVITY DIALOGS

AVAILABLE ACTIVITY DIALDGS

Infrastrukiur bereitstellen

(¢} b
N R

Survey Customer Satisfaction

Create Mew Activity Dialog

Submit

Figure: "Create New Activity"

Assign the activity a name. In the "Activity Dialogs" widget, you will see a list of all the available activity
dialogs. Using drag & drop, place an activity dialog in the "Assigned Activity Dialogs" area.

If no activity dialogs have been defined, you can create a new activity dialog using the "Create New Activity
Dialog" button. Finally, click button "Submit".
9.2.3.1 Creating a New Activity Dialog

In the "Available Process Elements” widget, click "Create New Activity Dialog" button. The following widget
will open:

Issued on: 13.02.2024 Page 197



KIX 17 Admin Manual - EN - KIX Start
System Administration
Process Management

Create New Activity Dialog
Go Back

Please note that contacts will not be able 1o see or use the following fields: owner, Responsible, Lock, PendingTime and GustemenD. The Queue fiekd can only be used by customers when ereating a new ticket.

~ Activity Dialog
* Activity dialog Name: | |
s [ gietae ||
#* Description {short): | |
Deseription (long):
Y
e ——
Submit Advice Text: | |
Submit Button Text: | |
~ Fields

ou can assign Fields to this Activity Dialog by dragging the elements with the maus from the left ist to the right list. Ordering the elements within the list is also possible by drag ' drop.

Filter available fields ASSIGNED FIELDS

AVAILABLE FIELDS

Article

Customer|D
DynamicField_AcknowledgeName
Dynamicrield_CSPMActivityID
Dynamicriell_CSPMProcessiD
DynamicField_CustomerSabsfactionGrade
Oynamicrield_CustomerSatisfactionStatus
Oynamicriell_CustomerSatisfactionSurveyEndDate
DynamicField_CustomerStatistactionfemark
Dynamicrield_Ereignisendzeit
Dynamicrield_Ereigisstartzeit
DynamicField_ITSMCrticality

Figure: Create New Activity Dialog
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9.2.4 Creating a New Transition

In the "Available Process Elements” widget, click "Create New Transition" button. The following widget will
open:

Create New Transition

Go Back

a Transition

* Transition Mame:

= Conditions

Conditions can only oparate on non-empty fields.

Type of Linking between Conditions: | 210 T
Condition 1
Type of Linking: | gnd -
Fields
Mame: Type: | Transition validation module = | waluae: =

Add New Condition

Submit

Figure: Create New Transition

Assign the transition a name and enter the conditions for this transition in the "Conditions" area. You can link
the conditions using the linking types AND, OR, and XOR.

9.2.41 Creating a New Transition Action

In the "Available Process Elements” widget, click "Create New Transition Action" button. The following widget
will open:
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Create New Transition Action

Go Back

= Transition Action

* Transition Action Name:

* Transition Action Module: -

config Parameters

Key: WValue

Submit

Figure: Create New Transition Action

Assign the transition action a name and select the transition action module. The transition action module
outlines what should happen once a condition has been fulfilled, for example, changing a ticket attribute.

In the "Key" / "Value" field within the "Config Parameters" area, enter the attribute and the value to be set for
the attribute during transition.
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9.3 Manage tasks triggered by event or time based execution

In this area you can create and manage tasks triggered by event or time based execution, such the automatic
closing of tickets.
The list shows all of the tasks created in the system. To run the task, click "Run this task".

Generic Agent

Actions List
| Add job | NAME LAST RUN VALIDITY DELETE RUN NOW!
ticket anonymization valid & Run this task

Figure: Generic Agent

9.3.1 Add a New Job

In the "Actions” widget click "Add job". The following widgets will appear:

Generic Agent

Actions Job Settings

‘ ] Go to overview * Job name: |

Validity: | Yes .

| b Automatic execution (multiple tickets)

| » Event based execution (single ticket)

» Select Tickets

| » Update/Add Ticket Attributes

| » Delete/lEmpty Ticket Attributes

» Add Note

| » Execute Ticket Commands

| » Execute Custom Module

Save Changes

or Cancel

Figure: Add Job

+ Enter a name for the task under "Job settings".
+ Set the execution time for "Automatic execution (multiple tickets)".
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() Please note

A cron job is stored in the SysConfig for running the Generic Agent. The cron job execution
frequency must be higher than the desired task execution interval.

Under "Event-controlled execution (single ticket)", specify an event that should trigger the execution of

the job.

+ With "Select tickets" you can limit which tickets should be affected by the execution of the job.

+ Inthe Update/Add Ticket Attributes widget, you can now specify which ticket attributes should be
changed by running the job.

+ Inthe "Delete/Empty Ticket Attributes" widget you can define whether the executed job should clear

ticket attributes or clear dynamic field values. Only the ticket attributes "Service" and "SLA" can be

emptied.

Please note

Emptying/deleting attributes has a higher priority than updating or adding attributes.

+ In the "Add note" widget you can define a note to be added to the selected tickets as an article.

When performing a GenericAgent job, placeholders from the Subject and Body fields of the Add Note
widget will be replaced with the corresponding values of the relevant ticket.

The following placeholders can be used:

<KIX_TICKET_...>

<KIX_TICKET_OWNER_...>

<KIX_TICKET_RESPONSIBLE_...>

<KIX_TICKET_DynamicField_...>

<KIX_TICKET_DynamicField_..._Value>

+ In the "Execute Ticket Commands" widget you can specify a module to be executed on the selected
tickets.
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9.3.2 Digression :: Event on "DynamicFieldFromCustomerUser"

The following example serves to illustrate the course of an event: The location of the contact person should
be visible in the ticket in the sidebar ticket information. If the contact person (event) changes, the location is
automatically adjusted.

9.3.2.1 Step 1: Create a relevant dynamic field
Go to the Ticket settings tile in the admin module and then to the Dynamic fields item.
In the Actions widget, select the Ticket object and the Text field type for the dynamic field to create.

In the "General" widget, assign a name consisting of letters and numbers and a caption that corresponds to
the field name in the frontend.

@ Tip: Choose the name according to the mapping ID from the SysConfig key. This makes it easier to
assign the process.

The "Value TTL" field may remain empty.
The "Field Settings" area can remain empty.

In the "SysConfig settings for the dynamic field" area, you specify in which frontend modules the dynamic
field should be displayed. For our example, this is "AgentTicketZoom".

Finally, click on the "Submit" button.

9.3.2.2 Step 2: Enable and configure SysConfig key

To do this, go to the Ticket group in the SysConfig and then to the Core::Ticket subgroup.

For our example, the key UserCity with the content CustomerCity is relevant in the mapping.
DynamicFieldFromCustomerUser::Mapping

Activate the key by ticking it.

This key defines the assignment between the variables of the contact person data (input: see info box below)
and the values of the dynamic field of a ticket (input: name of the dynamic field). This is how you can save
contact person data of a ticket in dynamic fields.

. They must not be applied to dynamic fields of type AgentTicketPhone, AgentTicketEmail and
AgentTicketCustomer. If they are activated in these masks, they later overwrite automatically set values.

+ Ticket::EventModulePost###950-DynamicFieldFromCustomerUser

Activate the key by ticking it.
This event module stores attributes of CustomerUser as DynamicFields tickets.
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(@ Possible variables of the contact person

9.3.2.3 Step 3: Application in the system

In existing tickets, the location of the contact person at the customer is displayed in the ticket information
sidebar. If you change the customer's contact person using the People - Customer button, the location in the
sidebar is updated automatically.
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9.4 Create and Manage WebServices

In this area you can create and manage web services. In "Provider" mode, KIX offers web services that are
used by external systems. In "Requester” mode, KIX itself uses web services from an external system.

Genericinterface Web Service Management - Overview

You are here: Web Services

Actions Web Service List

Add web service NAME DESCRIFTION REMOTE SYSTEM PROVIDER TRANSPORT REQUESTER TRANSPORT VALIDITY
Test - IMeter HTTP:REST HTTP:SOAP wvalid
HTTP::REST HTTP:REST

Test_1 Jmeter

wvalid

Figure: Genericlnterface Web Service Management - Overview
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In the "Actions” widget, click "Add web service" button. The following widget will open:
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You are here: Weh Services Mew V
Actions
1 Go to avenview
3 Import web service
Hint

Genericinterface Web Service Management - Add

Web service

General
* Name:
Description:

Remote system:

« KIX as provider

Settings
Network transport: -
Operations
NAME DESCRIPTION CONTROLLER INBOUND MAPPING
No data found

~ KIX as requester

Settings
Network transport: -
Invokers
NAME DESCRIFTION CONTROLLER INBOUND MAPPING
No data found
Save

Save | or Cancel

Debug threshold: | Debug -

Validity: | valid -

OUTEOUND MAPPING

OUTEOUND MAFPING

Figure: Add Web Service

Fill in the general fields.

Name*

Description

Remote system

Assign a name for the web service.

Any characters can be entered in this field, including uppercase letters
and spaces. The name is displayed in the overview table.

A longer text can be added here, which explains the service in more

detail.

Put here a reminder of what the other system is. This information will

appear later in the overview.
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Debug level The default is debugging.
Debug level (low - high):

+ Troubleshooting
+ Info

+ Comment

+ Failure

Validity With this setting you determine the validity of the web service. Only if this
field is set to valid.

In the widgets "KIX as provider" or "KIX as requester" you can define the settings for the required web service.
In the "Provider" mode, KIX offers web services that are used by external systems. In the "Requester" mode,
KIX itself uses web services from an external system.

+ KIX as a provider - HTTP :: REST (see page 207)
+ KIX as a provider - HTTP :: SOAP (see page 209)
+ KiIX as requester - HTTP :: REST (see page 210)

+ KIX as requester - HTTP :: SOAP (see page 212)

9.4.1.1 KIX as a provider-HTTP :: REST

~ KIX as provider

Settings

Network transport: | HTTP:REST ~ | | Configure

NAME DESCRIPTION CONTROLLER INBOUND MAPPING OUTBOUND MAPPING

No data found

Add Operation:

Figure: Add web service - KIX as provider HTTP :: REST

Network transport Select which network transport you want to use with the
web service.

() Hint

After selecting the transport method, you must
confirm this configuration by clicking on "Save".
Only then is a "Configuration” button displayed
next to this field.
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(Is only visible if a network transport has
been selected and saved)

Add Operation

(Is only visible if a network transport has
been selected and saved)
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If you click on "Configuration", the following page opens:

Network transport
Properties
Type: HTTP:REST

*Maximum message length

*Send Keep-Alive: | No

Save | or Cance

Here you can set the maximum message length and
specify whether incoming connections are closed or
remain open. Click "Save" to confirm your entries.

The selection of an operation opens a new view for its
configuration (here on the example Session ::
SessionCreate).

~~~~~

+ Enter the name of the operation. The web service
operation is called from another system using this
name.

+ Alonger text can be added to the description to
explain the operation in more detail.

+ The following options are available for mapping
incoming request data: Simple or XSLT. Depending
on the selection, the data of the incoming request are
processed in order to reshape them as required by
the KIX operation.

+ The operation backend module (preselected in the
selection menu on the previous dialog) is called
internally to process the request and generates
response data in the process. (here on the example
Session :: SessionCreate)

« The following options are available for the mapping
for outgoing response data: Simple or XSLT.
Depending on the selection, the response data is
processed and transformed by this mapping in the
way that the other system needs the data.

+ Click "Save" to confirm your entries.
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9.4.1.2 KIX as a provider-HTTP :: SOAP

 KIX as provider

Settings

Network transport: [ HTTP:SOAP ~ | | confiqure

Operations

NAME DESCRIPTION CONTROLLER INBOUND MAPPING QUTBOUND MAPPING
No data found.

Add Operation:

Figure: Adding a web service - KIX as HTTP :: SOAP provider

Network transport Select which network transport you want to use with the
web service.

() Hint

After selecting the transport method, you must
confirm this configuration by clicking on "Save".
Only then is a "Configuration” button displayed
next to this field.

Configuration If you click on "Configuration’, the following page opens:

(Is only visible if a network transport has
been selected and saved)

+ In the Namespace field, enter the URI that gives
SOAP methods a context and thus resolves
ambiguities.

+ Using the request naming scheme and the response
naming scheme, you specify how the SOAP function
call or the SOAP response should be carried out.

+ You can also set the maximum message length and,
if necessary, specify a sorting.

+ Click "Save" to confirm your entries.
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The selection of an operation opens a new view for its
configuration (here on the example Session ::
SessionCreate).

+ Enter the name of the operation. The web service
operation is called from another system using this
name.

« Alonger text can be added to the description to
explain the operation in more detail.

+ The following options are available for mapping
incoming request data: Simple or XSLT. Depending
on the selection, the data of the incoming request are
processed in order to reshape them as required by
the KIX operation.

+ The operation backend module (preselected in the
selection menu on the previous dialog) is called
internally to process the request and generates
response data in the process. (here on the example
Session :: SessionCreate)

+ The following options are available for the mapping
for outgoing response data: Simple or XSLT.
Depending on the selection, the response data is
processed and transformed by this mapping in the
way that the other system needs the data.

9.4.1.3 KIX asrequester-HTTP :: REST

- KIX as requester

Settings

Network transport: | HTTP:REST = | | Configure

Invokers

NAME DESCRIPTION CONTROLLER INBOUND MAPPING

Ne daia found

Add Invoker:

OUTBOUND MAPPING

Figure: Adding a web service - KIX as Requester HTTP :: REST
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Network transport Select which network transport you want to use with the
web service. Possible values are HTTP :: REST and HTTP ::
SOAP.
(® Hint

After selecting the transport method, you must
confirm this configuration by clicking on "Save".
Only then is a "Configuration” button displayed
next to this field.

Configuration If you click on "Configuration”, the following page opens:

(Is only visible if a network transport has
been selected and saved)

+ Entering the host is a mandatory field. As a rule, this is
where you store the URL of the server that the system
is to access. However, there is also the option of
specifying a URI, where the base address of the
interface is already contained.

+ The following are available for the standard command
for the request:

+ CONNECT, DELETE, GET, HEAD, OPTIONS,
PATCH, POST, PUT and TRACE

+ Set the authentication method for accessing the other
system.

+ Tip: The value "-" means no authentication.

+ Options for using SSL to access the other system can
either be shown or hidden.
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Depending on the selected invoker, a form opens with
fields relevant to this invoker.

Assign a name to the invoker. An operation of another
web service is called using this name.

Fill in all other fields according to your needs and
specifications.

Then click the "Save and Complete" button. This will
take you back to the editing screen of the web service.

- KiX as requester

Settings

Network transport: | HTTP::SOAP

Invokers

NAME DESCRIPTION CONTROLLER

No data found

Add Invoker:

INBOUND MAPPING OUTBOUND MAPPING

Fig: Adding a web service - KIX as Requester HTTP
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Network transport Select which network transport you want to use with the
web service. Possible values are HTTP :: REST and
HTTP :: SOAP.
() Hint

After selecting the transport method, you must
confirm this configuration by clicking on
"Save". Only then is a "Configuration” button
displayed next to this field.

Configuration If you click on "Configuration’, the following page

(Is only visible if a network transport has been Opens:

selected and saved)

* You have to enter:

+ the endpoint (URI for access to a web
service)

+ the namespace (URI, which gives SOAP
methods a context and thus resolves
ambiguities.)

+ Request naming scheme (Specify how the
SOAP function call should be constructed.)

- Response naming scheme (Specify how the
SOAP response should be constructed.)

+ Fill'in all other fields according to your needs and
specifications.
+ Click "Save" to confirm your entries.
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Depending on the selected invoker, a form opens with
fields relevant to this invoker.

+ Assign a name to the invoker. An operation of
another web service is called using this name.

+ Fill'in all other fields according to your needs and
specifications.

+ Then click the "Save and Complete" button. This will
take you back to the editing screen of the web
service.

& You can have a web service logged. When logging is activated any credentials provided (passwords

etc.) are saved in the DB.
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9.5 Manage Priorities Matrix

In this area you can manage priorities by combining Impact <-> Criticality.

Criticality <-> Impact <-> Priority

J Priority allocation

Manage the priority result of combinating IMPACT | CRITICALITY 1VERY LOW 2L0wW 3 NORMAL 4 HIGH 5 VERY HIGH

Criticality <-> Impact. 1 very low | Lvery low :I | Lvery low j | 2 low j ‘ 2 low :I | 3 normal :I
2 low | 1very low :I | 2 low j | 2 low j ‘ 3 normal :I | 4 high :I
3 normal | 2 low :I | 2 low j | 3 normal j ‘ 4 high :I | 4 high :I
4 high | 2 low :I | 3 normal j | 4 high j ‘ 4 high :I | 5wery high :I
5 very high | 3 normal :I | 4 high j | 4 high j ‘ 5 very high :I | 5wery high :I

Figure: Criticality < - > Impact < - > Priority
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9.6 Import and Export Object Information

In this area you can import and export object information.
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Import/Export Management
Actions CustomerCompany
Add template NUMBER NAME FORMAT VALIDITY DELETE START IMPORT START EXPORT
000002 CustomerCompany (auto-created map) csv valid w Import Export
J c
Note ™
NUMBER NAME FORMAT VALIDITY DELETE START IMPORT START EXPORT
Creale a template to import and export object 000003 CusiomerUser - Database Backend (auto-created map) csv valid o Import Export
information,
| raq
NUMBER NAME FORMAT VALIDITY DELETE START IMPORT START EXPORT
000004 FAQ (auto-created map) csv valid W Impart Export
| sLa
NUMBER NAME FORMAT VALIDITY DELETE START IMPORT START EXPORT
000006 SLA (auto-created map) csv valid o) Import Export
J Service
NUMBER NAME FORMAT VALIDITY DELETE START IMPORT START EXPORT
000007 Service (auto-created map) csv valid W Import Export
J ervi
NUMBER NAME FORMAT VALIDITY DELETE START IMPORT START EXPORT
000005 Senvice2CustomerUser (auto-created map) csv valid w Import Export
J User
NUMBER NAME FORMAT VALIDITY DELETE START IMPORT START EXPORT
000001 User - ImportExport (auto-created map) csv valid w Import Export

Figure: Import/Export Management

© Warning

correctly before starting the import.

There is no validation for correct formats during imports. Check that all formats have been entered

Example: If you enter the date format incorrectly in the import file Date (DD-MM-YYYY instead of the
correct format YYYY-MM-DD), the date will always be changed to the current day when the Cls are
processed in the system. There is a risk of data loss here!
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9.6.1 Create a New Template for Import/Export

In the "Actions” widget click "Add template". The following widget will open:

Step 1:
Import/Export Management

Actions Step 1 of 5 - Edit common information:

Goto overview Name: | computer
Object: | config ltem
Format: | ~gy

Note _

Valid: | g
Comment:
Next | or Cancel

Figure: Edit Common Information

Select the object and assign the template a name

Step 2:

. Then click "Next".

Import/Export Management

Actions

Go to overview

Note

Step 2 of 5 - Edit object information:

Name: Computer

Object: [TSMConfigitem

Class: | computer

Maximum number of one element: [

Empty fields indicate that the current values are kept:
Default Deployment State: | o4 ciion

Default Incident State: Operational

Default Name:

Back| |Mext

Figure: Edit Object Information

Here you can edit the format information. Then click "Next".

Please note: When importing an empty value for the attribute type 'GeneralCatalog), it is emptied. For this, the
field 'Empty fields leave the current value' must not be set.
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Import/Export Management

Actions

Note

Create a template to import and export object
information

J Step 3 of 5 - Edit format information:

Name: Computer

Format: CSV

Column Separator: | gomicgion o -
Charset: | Tpg

Enfc

Figure: Edit Format Information

Here you can edit the format information. Then click "Next".

Step 4:

Add Mapping Element
[hext]

Import/Export Management
Actions \ J Step 4 of 5 - Edit mapping information:
Name: Computer Object: Config item Format: CSV
KEY IDENTIFIER COLUMN up DOWN DELETE

Note Number - [1} + 'y o]

Name - 1 i + T}
Create a template to import and export object
information Vendor ] 2 i + @

Figure: Edit Mapping Information

Here you can edit the mapping information. Then click "Next". The order of the keys has to correspond to the

order of the columns in

the CSV file.

Import/Export Management

Actions .

Note

Create a template to import and export object
information

J Step 5 of 5 - Edit search it

Template Name: Computer

Restrict export per search:

e —

Deployment State: |

Incident State: |

Type: |

o]

Network Adapter:IP Address: l:l

Figure: Edit Search Infor

(X

mation
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Here you can edit the search information. This allows the export to be restricted according to the criteria.
Then click "Finish".

9.6.2 Hints

+ If you do not see any results when importing data, it may be because you ticked an unfavorable
attribute in the "ldentifier" column. If the column of the selected attribute is empty (i.e. the identifier is
not given), the import will fail.

+ If you tick the "Number" attribute, you will always achieve a result because KIX sets this value
automatically.

+ Validity of data to be imported: If no information is specified in the import data, default validity will be
used.

+ Import of CustomerUser:

+ Force import in configured customer backend": if enabled, the entry will be added/updated to/
in the customer data backend to which the mapping refers even if the login exists in another
backend.

+ "Default Customer ID": Defines a default group that is assigned to a new fag-category if not
specified in import date.

+ "Maildomain-CustomerID Mapping": automatically build customer ID out of mail-domain
(requires some SysConfig settings which domain should be mapped to which customer ID)
CustomerUserlmport::EMailDomainCustomerIDMapping

+ "Default Email": default email address if not specified in import data

+ "Reset password if updated": Resets the user password to user login if user data is updated in
writable customer data backend.

+ "Password-Suffix": a reset password will be identical with the login followed by this suffix

+ "Default Validity": If no valid information is provided in import data, this valid information is
used.

+ The field "UserLogin" is automatically used as identifier for existing entries: If a Customer with
the given UserLogin already exists it will be updated. Otherwise a new Customer will be
created.

+ Import of CustomerCompany data:
+ The "CustomerlD" field is automatically used as an identifier for existing entries: If a
CustomerCompany already exists with the specified CustomerlD, it will be updated. Otherwise,
a new customer company will be created.

+ Import of FAQ:
+ The import will automatically create FAQ-categories and sub-categories which do not exist yet.
If you import a complete FAQ-category tree, the CSV-data should be sorted ascending by the
full FAQ-category name. This ensures, that a top-level-category is imported/created with you
given date before its subcategories.
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+ The field "Number" is used as identifier for existing entries. If an FAQ item with the given
number already exists it will be updated. Otherwise a new item will be created, leaving a log
message that the Number was not known.

You can change the default mapping configuration, if you want a new FAQ entry to be created
for each row of the export data (without trying to find and update an existing FAQ with the
given number). Just clear the check box "Identifier" for the field "Number".

+ Note: "Number" is the only field that can be used as identifier, because other fields don't have
unique values. So, please do not set the check box "ldentifier" for other fields - it will have no
effect.

+ Note: It is not possible to im-/export attachments so far.

+ Import from SLA
+ Default SLA type: Depending on the availability of the GeneralCatalog class "ITSM::SLA:: Type"
you can define a default SLA type for a service to be imported (if not specified in the provided
data).
+ Number of assigned services:

« An SLA can be assigned to many services, initially it is assumed that 50 services are
sufficient. If you need more AssignedServices, you can increase this number in the
assignment configuration. This limits the number of "AssignedService" selections in
step 4 of the mapping configuration.

« The "SLA Name" field serves as an identifier for existing entries. If an SLA with the
specified name already exists, it will be updated. Otherwise a new SLA will be created.
You can change the default mapping configuration and select "SLA ID" as the identifier.
Note: Only "SLA Name" or "SLA ID" can be used as an identifier, since other fields do
not have unique values. Therefore, please do not set the "ldentifier" check box for other
fields - it has no effect.

+ Import of Services:

+ When importing and exporting services, you can create your own import/export mappings. For
ease of use and to provide initial functionality, mappings are created automatically on
reinstallation. A check is made as to whether assignments with the specified standard names
already exist. If this is the case, no new assignment is created. If no mappings exist yet, a
default mapping will be created.

Important: Check your configurations before actually using these default mappings.

+ Default service type: Depending on the availability of the GeneralCatalog class
"ITSM::Service: Type" you can define a default service type for a service to be imported (if not
specified in the provided data).

+ Default criticality: Depending on the availability of the GeneralCatalog class
"ITSM::Core::Criticality" you can define a default criticality for a service to be imported (if not
specified in the provided data).

+ CSV line with service ID: The "ServicelD" field serves as an identifier for existing entries. If a
service with the specified ID already exists, it will be updated. Otherwise, a new service will be
created.

You can change the default mapping configuration and choose the "Full Service Name" as the
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identifier.
Note: Only "ServicelD" or "Full service name" can be used as an identifier, since other fields do
not have unique values.
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9.7 Update and Extend Your System With Software Packages

In this area, you can install new packages for the KIX system and view information about installed packages.

Package Manager

J Actions Online Repository
Browse... | No file selectad. NAME VERSION VENDOR DESCRIPTION ACTION
. - Mo data found.
| X Install Package |
| | Local Repository
| o Update repository information |

NAME VERSION VENDOR DESCRIPTION STATUS ACTION
Mo data found.

Figure: Package Manager
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SyscConfig

Actions

a Please enter a search term to look for settings

Figure: SysConfig

® Tip

If importing objects with a backslash in the name does not work, it is because the Cl search fails in

KIX.

Change the SysConfig key 'Database::LikeQuoteBack'’, which controls whether backslashes in LIKE
statements can be double quoted, to "Yes"'.

Application example:

If you are an agent, clicking "Search” menu item in "CMDB" menu in the frontend allows you to search for

Configltems (Cls) or create search templates for searching for Configltems.

To execute this search, applicable Cls have to be created or imported.
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9.8.1 Allow large attachments to be uploaded

In order not to affect the performance of the system, the file upload is limited. If it is necessary to upload
large files to the system, you have the option of setting this up in your KIX.

To do this, go to the Framework group in the SysConfig and there to the Core::Web subgroup.

WebManxFileUpload

In this key you define the maximum size (in bytes) for uploading files with the browser. The default value is
24000000 (corresponds to 24 MB).

!. Do not choose the size too small, otherwise many input masks will no longer work in your KIX instance.
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9.8.2 Bulk campaign for ticket function Observe
Activation of the ticket monitoring feature is a prerequisite for making this action available.
Therefor go to the Ticket group in SysConfig and then to the Core :: TicketWatcher subgroup.

Set the Ticket :: Watcher key to Yes.

The "collective action - monitoring" function is activated in the delivery state.

If you would like to deactivate this, go to the Ticket group in SysConfig and then to the Frontend :: Agent :
Ticket :: ViewBulk subgroup.

Set the key Ticket :: Frontend :: AgentTicketBulk ### TicketWatch to "No".
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9.8.3 Configuration of the overview lists of tickets

9.8.3.1 Representation of the article when opening
SysConfig key "Ticket :: Frontend :: Overview :: PreviewArticleTypeExpanded”

This SysConfig key can be found under Ticket — Frontend :: Agent :: TicketOverview and it specifies which
article type should be displayed when the overview view is opened. If no type is given, the newest item is
shown expanded.

This has an impact on the ticket views: B. Call up "View according to status", switch to view 'L'.

& If the configuration is deactivated, the behavior 'Last customer article' corresponds to the preference
'Article behavior in ticket detail view'. First the last unread article is searched for, then the last
customer article, then the last article is taken.

9.8.3.2 lllustration of tickets
In the overview lists for tickets, agents only see tickets to which they have write access.

If tickets with read rights or empty queues are also to be displayed here, this can be set using the following
SysConfig key:

+ Ticket :: Frontend :: AgentTicketQueue ### ViewAllPossibleTickets
If this setting is activated ("Yes"), tickets to which the agent only has read rights are also
displayed.

+ Ticket :: Frontend :: AgentTicketQueue ### HideEmptyQueues
If this setting is activated ("Yes"), the agent also sees queues that only contain blocked tickets.

You can find this SysConfig key under Ticket — Frontend :: Agent :: TicketQueue.
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9.8.4 Configuring your own events

Various events are predefined in the SysConfig in the delivery state, which can be displayed in the different
areas of the graphical user interface. For example, you will find all ticket events under "Events ### Ticket".
This is also stored for articles, queues, dynamic fields, contact persons or companies and other objects. In
order for such an event to have an effect, it must be stored in the core accordingly. Some events that are not
preconfigured here but can be added are presented in this section:

9.8.4.1 Define events for links
The following prefixes are available for events in connection with links

+ TicketMasterLinkAdd
‘TicketMasterLinkDelete

+ TicketSlaveLinkAdd

+ TicketSlaveLinkDelete

The link type is appended to this for a correct event name. Please note that this refers to the type and not the
selected link. Types can be viewed in the SysConfig under the entries of the form "LinkObject :: Type ### ...".

Example

For the link "parent <-> child" the type is called "ParentChild"
+ An available event would be "TicketSlaveLinkAddParentChild"
+ This is then added in a new line under the SysConfig key mentioned above.
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9.8.5 Create a FAQ entry directly from a ticket

The agent has the option of creating an FAQ entry directly from a ticket. To configure this, proceed as
follows:

Step 1: Go to the Ticket group in SysConfig and then to the FAQWorkflow subgroup.
+ Ticket::EventModulePost###200-CreateFAQEntry

Activate this key. It enables the creation of an FAQ entry from the currently generated article.

Step 2: Go to "Dynamic Fields" in the ticket settings in the Admin module. In the list of dynamic fields you will
find the entry "KixFAQEntry".

Open the entry and assign the dynamic field in which context it should be integrated (here:
AgentTicketPhone).
Click Submit to save the setting.

Step 3 (OPTIONAL): Go to the Framework group in the SysConfig and then to the FAQWorkflow subgroup.
FAQWorkflow::Basic

The contents of this key are fixed by the system and contain the basic settings for the FAQ editing process.
FAQWorkflow::CreateLink

The key defines whether the new FAQ article is linked to the source ticket. The default value is "Yes".
FAQWorkflow::ResetTriggerFlag

The key defines whether the triggering flag on the source ticket/item is reset. The default value is "Yes".

Issued on: 13.02.2024 Page 228



KIX 17 Admin Manual - EN - KIX Start
System Administration
SysConfig

9.8.6 Create list of placeholders for collective action

It is possible to define a list of placeholders that can be used in the collective action. All available
placeholders are allowed in the delivery state.

Therefor go to the Ticket group in SysConfig and then to the Frontend :: Agent :: Ticket :: ViewBulk subgroup.

+ Ticket :: Frontend :: AgentTicketBulk ### PlaceholderWhitelist

Here you can define a list of permitted placeholders that can be replaced with information.

The following placeholders can be used for this:

<KIX_TICKET _ *>,

<KIX_TICKET_TicketID>,

<KIX_TICKET_Queue>,

<KIX_TICKET_State>).

<KIX_TICKET_OWNER _ *>
<KIX_TICKET_RESPONSIBLE _ *>
<KIX_TICKET_DynamicField _ *>
<KIX_TICKET_DynamicField_TicketFreeText1>)
<KIX_TICKET_DynamicField _* _ Value>

It is also possible to use a regular expression as a placeholder (example: TICKET _. *).

If you use a placeholder that is not on the list, it will be replaced by "-".
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9.8.7 Dashboard Widgets: Extension of the presorting

It is possible to pre-sort the results list in SysConfig for the respective dashboard configuration of the
TicketGeneric type. The "PreSortDefault" and "PreOrderDefault" parameters are required to define a
presorting.

"PreSortDefault" defines the attribute that applies to the presorting.
+ Available attributes: Owner, Responsible, CustomerlID, State, Queue, Priority, Type, Lock,
Service, SLA
"PreOrderDefault" defines the sorting direction of the presorting.
Direction available: Down, Up

In order to enable the agent to pre-sort in the widget settings of the respective dashboard, the key
"UserPreSortActive” must be set to 1 in the SysConfig for the respective dashboard configuration. If this
value is set to 0, the agent cannot make any settings. Then only the configuration from the SysConfig
applies.

If the "UserPreSortActive" key is set to 1, the agent can also change the pre-sorting in the widget settings if
"PreSortDefault" and "PreOrderDefault" are not assigned in the SysConfig. A selection with the available
attributes that are available for pre-sorting is displayed. The pre-sorting set by the agent is stored in the
personal preferences for the dashboard.

() Note

The dashboards no longer show a result if the agent only selects the attribute to be sorted in the
widget settings but not the sorting direction and no specification was made for "PreOrderDefault” in
the SysConfig.
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9.8.8 Enter regional holidays in the calendar

You have the option of creating regional holidays in the calendar. In this way, agents can immediately see
whether this day is a working day when they create a due date.

Therefor go to the Framework group in SysConfig and then to the Core :: Time subgroup.

+ TimeVacationDaysModules ### 000-MaundyThursday

Adds a module for calculating Maundy Thursday. Key is inactive upon delivery.

« TimeVacationDaysModules ### 004-CorpusChristi

Adds a module for calculating Corpus Christi. Key is inactive upon delivery.

+ TimeVacationDaysModules ### 005-RepentancePrayer

Adds a module for calculating the day of penance and prayer. Key is inactive upon delivery.

You can use this scheme to create additional regional public holidays in the calendar if required.
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9.8.9 Make article flags visible to other agents

With flags, agents can set certain indicators on tickets. It is also possible to make these flags visible to all
agents so that they can be edited by all.

To do this, go to the Ticket group in SysConfig and then to the Frontend :: Agent :: Ticket :
ViewTicketZoomTabArticle subgroup.

+ Ticket :: Frontend :: AgentTicketZoomTabArticle ### ArticleFlagsShared
This setting determines whether a flag is shared with other agents.

To restrict this function, different SysConfig keys must be combined with one another. This makes it possible
to configure flags in such a way that they do not allow editing (setting text entries), but can only be set and
removed.

There are the following options:

+ Ticket :: Frontend :: AgentTicketZoomTabArticle ### ArticleFlagsOnlyOwnerAndResponsible => Yes
+ ArticleFlagsShared => 0
+ ArticleFlagsWithoutEdit => 0
+ The editor or person responsible can create, see, edit and delete their own flag.
¢ If your own flag is created and the engineer changes, the old engineer still
has the option of deleting it.
Another agent has no rights to the flag.
+ ArticleFlagsWithoutEdit => 1
+ The editor or person responsible can create, see and delete their own flag.
« Another agent has no rights to the flag.

+ ArticleFlagsShared => 1
+ ArticleFlagsWithoutEdit => 0
+ The editor or person responsible can create, see, edit or delete a shared flag. /!
If a split flag is created and the engineer changes, the new engineer has the
option to delete. The old processor can no longer do this.
+ Another agent can see the shared flag.
+ ArticleFlagsWithoutEdit => 1
+ The editor or person responsible can create, see and delete a shared flag.
« Another agent can see the shared flag.
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+ Ticket :: Frontend :: AgentTicketZoomTabArticle ### ArticleFlagsOnlyOwnerAndResponsible => No.
+ ArticleFlagsShared =>0
+ ArticleFlagsWithoutEdit => 0
+ The editor or person responsible can create, see, edit and delete their own flag.
+ Another agent can seg, edit, and clear this flag. He can also create his own
flags.
+ ArticleFlagsWithoutEdit => 1
+ The editor or person responsible can create, see and delete their own flag.
+ Another agent can see this flag and clear it. He can also create his own flags.
+ ArticleFlagsShared => 1
+ ArticleFlagsWithoutEdit => 0
+ The editor or person responsible can create, see, edit and delete a
shared flag.
+ Another agent can seg, edit, and delete the shared flag. He can also
create his own flags.
+ ArticleFlagsWithoutEdit => 1
+ The editor or person responsible can create, see and delete a shared
flag.
+ Another agent can see the shared flag and clear it. He can also create
his own flags.
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9.8.10 Personalized Footer

You can add links to the footer of your KIX which refer to the legal notice, data protection statement, or a
general help page, for example.

For this, in SysConfig, go to Framework group, and then to subgroup Core::CustomFooter.

Figure: Custom Footer Settings

« CustomFooter###Title

Here, you can create a list of links that can be additionally inserted in the footer. The links can be assigned
separately to the frontends.

+ CustomFooter###URL
Defines the associated URL for each link title. It is possible to use KIX placeholders.
+ CustomFooter###Target

Is an optional specification and determines where the link is called up. If you enter nothing, the link opens in
the same window and the user would 'leave' KIX.

Tip: A common general entry is _blank. Depending on browser used, the link is opened in a new tab or a new
window.
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9.8.11 Representation of the BCC recipient on the article

In some areas it is necessary for an agent to be able to see the BCC recipient (s) of an article. You can use
the following setting to make the BCC recipient visible.

To do this, go to the Ticket group in SysConfig and then to the Frontend :: Customer :: Ticket :: ViewZoom
subgroup.

The corresponding SysConfig key is: "Ticket :: Frontend :: CustomerTicketZoom ### ShowBccRecipient"

¥ Ticket::Frontend::CustomerTicketZoom###ShowBccRecipient

Defines if Beo recipients of articles are | [y =
shown in the customer interface.
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9.8.12 Setting search parameters for full-text search

To configure the search parameters for the full-text search, go to the Ticket group in SysConfig and there to
the Core::FulltextSearch subgroup.

The following keys can be edited there:

+ Ticket::SearchindexModule

Helps to expand your article full text search index (From, To, Cc, Subject and Text search). It creates an index
after article creation, which increases the speed of full-text searches by around 50%. Use "bin/kix.Console.pl
Maint::Ticket::Fulltextindex —-rebuild" to create an initial index. This setting cannot be disabled.

Default: RuntimeDB

+ Ticket::Searchindex::WarnOnStopWordUsage

Displays a warning and prevents searching when stop words are entered in full-text search. This setting
cannot be disabled.

Default: -0

+ Ticket::Searchindex::Attribute

Basic settings for the full-text index. Run "bin/kix.Console.pl Maint::Ticket::FulltextindexRebuild" to rebuild
the index. This setting cannot be disabled.

Default values:

WordCountMax: '1000'
WordLengthMax: '30'
WordLengthMin: '3’

+ Ticket::Searchindex::Filters
Full-text index regex filter to remove parts of text. This setting cannot be disabled.
Default value:

o DA\ NN )\HS\A=]'
< MRS
© -AMWIES
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+ Ticket::Searchindex::StopWords###en
English stop words for the full-text index. These words will be removed from the search index.

Default value: see list in KIX

+ Ticket::Searchindex::StopWords###Custom

Customizable stop words for the full-text index. These words will be removed from the search index. This
setting is not active by default.

Default value: - MyStopWord

In order to also consider the contents of dynamic fields in the search, make the following settings in the
SysConfig. Go to the Ticket group and there to the Frontend::Agent::Ticket::ViewSearch subgroup.

+ Ticket::Frontend::AgentTicketSearch###FulltextSearchinDynamicFields

Specify a list of dynamic fields that should also be used in a full-text search. Currently only fields of type
"text" and "textarea" are supported.

Possible settings: 0 = Disabled, 1 = Use in full-text search.
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0.8.13 Set the browser title for ticket number or ticket title

Therefor go to the Ticket group in SysConfig. You can adjust the browser title in the following subgroups:

Ticket :: Frontend :: AgentTicketZoom
Ticket :: Frontend :: CustomerTicketZoom
Ticket :: Frontend :: PublicTicketZoom

In the configuration setting you define the browser title using the respective SysConfig key:
Ticket :: Frontend :: AgentTicketZoom ### BrowserTitle

Ticket :: Frontend :: CustomerTicketZoom ### BrowserTitle
Ticket :: Frontend :: PublicTicketZoom ### BrowserTitle

Here it is possible to use KIX placeholders.
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9.8.14 Set up follow-up notifications

The agent should be able to receive information about a closed ticket despite a closed ticket. As an admin,
you can configure that a follow-up notification is sent even though the request option for the queue is set to
"declined".

To do this, go to the Ticket group in the SysConfig and then to the Core::PostMaster subgroup.
+ PostMaster::Reject::NoAgentNotify

Key is set to "No" by default. This means that the PostMaster does not send any follow-up notifications if a
follow-up is read for a closed ticket but the queue option 'Follow up Option' is set to 'reject’.

+ You can define the queue options in the Admin module in the Queue settings area when creating or
editing each queue. The options here are: reject, possible, new ticket.

If you set the key "PostMaster::Reject::NoAgentNotify" to "Yes", the FollowUp notification will still be sent.
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9.8.15 Translation
You can edit translations in the SysConfig area. Services, SLAs and types are translated with the following
SysConfig keys:

+ Ticket :: ServiceTranslation,
+ Ticket :: SLATranslation
+ Ticket :: TypeTranslation
To do this, go to the Ticket group in SysConfig and then to the Core :: Ticket subgroup. Set the relevant key to

"Yes".

The prerequisite is that a translation has been stored in KIX. This affects all selections and lists in the agent/
customer view. /I, The only exception is the admin overview. The objects in question are still displayed there
in their original form.

9.8.15.1 Translations in the ticket information sidebar

In the ticket information sidebar, the translation is only carried out via the corresponding configuration within
the sidebar.

If you activate a translation configuration, you must also adjust the corresponding entry in the SysConfig in
Ticket — Frontend :: Agent :: AgentTicketZoom.
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9.9

Email Settings

The following sections contain information on how to:

Manage POP3 or IMAP accounts to fetch email
Set Sender Email Addresses for this System
Manage PGP Keys for Email Encryption

Filter Incoming Emails

Manage S/MIME Certificates for Email Encryption
Manage OAuth2 Profiles
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Email Settings

PostiMaster Mail Accounts PostMaster Filters
Email Addresses SIMIME Certificates
PGP Keys OAuth2 Profiles

Figure: Email Settings
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9.9.1 Manage POP3 or IMAP accounts to fetch email

System Administration

Email Settings

In this area you can manage the email accounts for incoming mail and select the queues into which the

emails from an account should be directed.

Mail Account Management
Actions List
[+] Add mail account HOSTIUSERNAME TYPE COMMENT VALIDITY CHANGED CREATED DELETE RUN NOW!
Mo data found.
Hint
Figure: Mail Account Management
Add Email Account
In the "Actions” widget click "Add mail account".
Mail Account Management
Actions Add Mail Account
4 Go to overview * Type: IMAP
* Username:
* Password:
Hint
* Host:

* Dispatching:

* Validity:

IMAP Folder: [|ninox

* Trusted: |

Dispatching by email To: field

valid

Comment:

Submit | or Cancel

Figure: Add Email Account

+ For OAuth2 profiles, select IMAPS_OAuth2 or IMAPTLS_OAuth2 or POP3TLS_OAuth2 for the Type'.
(Note: Office365 currently only supports IMAPS_OAuth2!)

+ If you select the value "Yes" for the "Trusted" field, the X-KIX header items will be evaluated, and any
actions based on these will be used — assuming these types of header items occur in a retrieved
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message.You can influence certain aspects of the system using the X-KIX headers. Only set "Yes"in
the "Trusted" field if you know exactly from which senders the retrieved messages originate.

+ If you select "Dispatching by selected Queue" in the "Dispatching” field, you can specify the queue to
which the emails in this account should be directed. If you select "Dispatching by email To: field", the
emails will be forwarded to an email address saved to a queue.

The email addresses saved to a queue are listed in the "System Email Addresses Management" area.

& When storing the e-mail account from which the e-mails are to be retrieved, remember that e-mails
from this account are completely retrieved and deleted. There is no way to leave email on this
account.
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9.9.1.1 OAuth2 authentication

OAuth (Open Authorization) refers to two different open protocols for standardized, secure API authorization
of desktop, mobile and web applications.

For example, in order to be able to call up emails from an Office365 mail account in KIX via IMAP / S or
POP3 /S, OAuth2 authentication must be used. To provide this authentication in KIX, proceed as follows:

(@ Itis possible that IMAP must first be activated with authentication on the account at Office365.
Official Microsoft notice page:
« English: https://docs.microsoft.com/en-us/exchange/clients-and-mobile-in-exchange-online/
pop3-and-imap4/enable-or-disable-pop3-or-imap4-access
+ German: https://docs.microsoft.com/de-de/exchange/clients-and-mobile-in-exchange-
online/pop3-and-imap4/enable-or-disable-pop3-or-imap4-access

Step 1: Microsoft Azure Portal

+ Sign in to the Azure portal.
+ Go to 'Azure Active Directory'.
+ Go to App registrations in the left action list.
+ Select the point 'New registration' in the menu bar.
+ Enter any name for the registry. This is later not relevant for KIX.
+ Under 'Supported account types' set the selection to 'Accounts in this organizational directory
only ("<your company>" only - single tenant)'
@ Instead of '<company>' you should use your own company name.
+ For 'Redirection URI', select 'Web' in the selection field and enter '<HttpType>://<FQDN>/
<Scriptalias>/index.pl?Action=AdminOAuth2Profile&Subaction=ProcessAuthCode' as the URI.
This can also be entered or changed at a later point in time.
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(@ Note: Microsoft requires the redirect URI to point to HTTPS. When using the SysConfig key HttpType
(Framework — Core) in KIX must be set to 'HttpType' 'https'.
The placeholders <HttpType>, <FQDN> and <Scriptalias> correspond to the specifications of the
SysConfig of the KIX system.
Example: https://localhost/kix/index.pl?
Action=AdminOAuth2Profile&Subaction=ProcessAuthCode

Go to 'Certificates & secrets' in the left action list.

Select the item 'New client secret' and have the key generated in the right sidebar.
Remember or make a note of the key (value), because it is only partially displayed when you
call it up again and otherwise has to be stored again.

& Itis the administrator's responsibility to ensure that a valid client key (maximum validity period of 2
years) is stored in the KIX for the mailbox.

+ Go to API permissions in the left action list.

Select the item 'Add a permission'.

Then select the 'Microsoft Graph' in the right sidebar.

Select the item 'Delegated permissions'.

At this point select 'IMAP.AccessAsUser.All' and 'offline_access' and confirm the selection.
This is now displayed in a table, whereby the "Status" column remains empty (default value).
Grant the approval of the administrator for the process (field "Grant admin consent for (your
company)" to the right of the field" Add a permission"). The column" Status "in the table with
the selected authorizations now shows a green checkmark and the addition "Granted for "

Your company" ".

Select 'Overview' from the left action list.

Remember or make a note of the 'Application ID (client)' and the 'Directory ID (client)'. You can
see the data in the summary.
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Step 2: Create OAuth2 profile

+ Go to the 'E-Mail Settings' area in the KIX admin module and click on 'OAuth2 Profiles'.

OAuth2 Profile Management

Actions List

Add 0Authz profile NAME VALIDITY CHANGED CREATED REAUTHORIZATION DELETE

IMAP Office365 wvalid ]

Q

SMTP Office385 valid 1}

(3]

Fig .: Example of OAuth2 profile management with profiles that have already been created

+ To create a new profile, click on 'Add OAuth2 profile'. The following form opens:

OAuth2 Profile Management

Actions Add OAuth2 Profile

Ll Go to overview
* Name:

* URL Authorization:
* URL Token:

* URL Redirect: | https:/ikix17pro-test vm.devel cape-it.de/kixindex. pl?Action=AdminOAut

* Client ID:

* Client Secret:

* Scope:

* Validity: [ g

Submit | or Cancel

Fig .: '"Add OAuth2 profile' form
+ Fill'in all fields.

& When creating and later authenticating the profile, the user who is to be used for the mailbox must
be created.
For example, if you want to access a mailbox via 'mail@test.onmicrosoft.com’, the authentication
must be carried out via this user. A different admin user (e.g. 'admin@test.onmicrosoft.com') does
not have authorization for it.
In order to ensure that the mail can be picked up later, the application must be activated in
"Microsoft Defender for Cloud Apps" (under Manage OAuth apps).
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Field

Name

URL Authorization

URL Token

URL Redirect

Client ID

Client Secret

Scope

Validity
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Enter a name for the profile.

Enter the URL for the OAuth2 authorization.

(@ Example for the structure at Office365:

https://login.microsoftonline.com/<Tenant-ID/Verzeichnis-ID>/
oauth2/v2.0/authorize

Enter the URL for the OAuth2 Token.

(® Example for the structure at Office365:

https://login.microsoftonline.com/<Tenant-ID/Verzeichnis-ID>/
oauth2/v2.0/token

This field is pre-filled in by the system and can be changed if necessary.

Enter the Client ID here. For Office365 this is the 'Application ID (Client)'
from the 'Overview'.

Enter the client secret here. For Office365 this is the 'client key' from
'Certificates & secrets'.

Enter the required authorizations here, which is for Office365
'offline_access https://outlook.office.com/IMAP.AccessAsUser.All' .

Set the form to 'valid' to use it.

+ Finally click on 'Submit' to save the form.
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& Important!

The verification must be carried out with the same user (e-mail account) who collects the e-

mails. Therefore, use a private browser window when setting up to ensure that the generated
tokens match the mailbox to be retrieved!

If you receive the error message "Error: Could not select: 3 BAD User is authenticated but not
connected’, this indicates that you are already logged in with your Admin Microsoft account.
In this case, cached session cookies or similar ensure that the token for the mailbox that KIX
is supposed to retrieve is not valid.

& Authentication error?

The activation of the profile and the mail collection with the profile work. However, sending
mail with OAuth2 does not work because authentication fails.

If you are experiencing this situation, it may be due to the Perl library Net::SMTP (version <
3.0.2).

Update the Perl library Net::SMTP. If this is not possible via the distribution (APT, YUM,
Zypper) and CPAN, obtain and replace the file manually (possible source: https://
metacpan.org/pod/Net::SMTP ).
Note: The file path depends on the OS and can usually be determined using CPAN.

! Attention: From version 3.03 there are adjustments in the dependencies. The use of
version 3.0.2 is therefore recommended!

+ After the transmission, an automatic forwarding to Microsoft takes place in order to release the
necessary authorizations and to request a code to authenticate the system. When authenticating the
profile, the user created above for whom the token was created must be used.

+ 'Maintain Access to Data You Granted Access to'
+ 'You log in and read your profile'
+ 'Read and write access to your mail'

+ If the authorizations have been accepted, the KIX system will be called up again immediately and you
will receive a positive confirmation.
+ Finally click on 'Submit' to save the form.

Dashboard Event Calendar Tickets FAQ  Services CMDB  Reporis File exchange  Customer Management Q

OAuth2 Profile Management

Actions List

Fig .: Confirmation "Profile activated”
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& The system must be able to access 'https://login.microsoftonline.com/'. If necessary, a
corresponding system proxy must be configured.

Step 3: Create an email account

+ Go to the 'E-Mail Settings' area in the KIX admin module and click on 'PostMaster E-Mail Accounts'.
+ Click the 'Add email account' button.
+ Fill'in all relevant fields.

Field name

Type

OAuth2 Profile

Username

Host

IMAP Folder

Trusted
Dispatching
Validity

Comment

Content

Under "Type", select an option that ends in "_OAuth2".
(Note: IMAPTLS_OAuth2 is no longer supported by Office365!)

Select the OAuth2 profile to use.

The e-mail address to be retrieved must be entered here.

Enter the host here.

For Office365 this is 'outlook.office365.com’.

This field is pre-filled in by the system and can be changed if necessary.

You make these settings in the same way as in the chapter 'Manage POP3 or IMAP
accounts for collecting e-mail' described on.

+ Finally click on 'Submit' to save the form.
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@ If your system selects the wrong OAuth method when sending, it may be due to an outdated Perl
module ' Net: : SMTP . Make sure you are using version 3.0 or higher.
To check which version your system is working with, enter the command " cpan -D Net::SMTP"
in the console. Behind the term "Installed" you will find the version of CPAN your system is using.

AY/libnet-3.14.tar.gz
ol 20/Net/SMTP.pm

ot up to date

St Hay (SHAY)
shay@cpan.org

Fig.: Extract from console
Update the version of the Perl module using CPAN if necessary.
If you still have problems setting up OAuth, please contact our support.
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9.9.2 Set Sender Email Addresses for this System

In this area you can manage the sender email addresses for the KIX system. To send emails, KIX requires a
valid email address. KIX can work with several email addresses. A queue can be linked with several email
addresses and vice versa. The email address to be used for outgoing messages from a queue can be
specified when a queue is created.

System Email Addresses Management

Actions List

o Add system address EMAIL ADDRESS DISPLAY NAME QUEUE VALIDITY CHANGED CREATED
kix@localhost KIX System Postmaster valid 11/14/2019 13:25 11/14/2019 13:25

Hint

Figure: Email Addresses Management

System Email Addresses Management

Actions Add System Email Address
1 Go to overview * Email address:

% Display name:

Hint

* Queue: [ cpange Reports

e # Validity: [~2ig

Comment:

Submit | or Cancel

Figure: System Email Addresses

When adding a new email address, you can link it to the desired queue. It is via this link that incoming
messages are sorted into the right queue, by means of the address in the "To:" field.
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9.9.3 Manage PGP Keys for Email Encryption

In this area you can manage PGP keys. If the PGP functionality on your KIX system is disabled, you can
enable it by clicking "Enable PGP support". You will land on a SysConfig area in which the PGP settings can
be adjusted.

PGP Management

Notice Result

TYPE STATUS IDENTIFIER BIT KEY FINGERPRINT CREATED EXPIRES DELETE
Mo data found.

& Enable PGP support

Figure: PGP Management

PGP Management

Actions Result
Q TYPE STATUS IDENTIFIER BIT KEY FINGERPRINT CREATED EXPIRES DELETE
No data found.
[ +] Add PGP key
Hint

Description: Introduction to PGP

Figure: PGP Management
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Add PGP Key
In the "Actions" widget click "Add PGP Key". The following widget will open:

PGP Management
Actions Add PGP Key
4 Go to overview #* PGP key:

Browse... | Mo file selected.

Add | or Cancel

Figure: PGP Management - Add Key

Enter the path to the file containing the PGP Key and then click "Add".

(O Notice

If the paths of the PGP keys are changed several times, the data that is still stored in the old paths

can appear in the SupportBundle. In order not to run into a security gap, the old paths must also be
removed so that they are not integrated in the SupportBundle. This applies to all paths under "/opt/
kix/".
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9.9.4 Filter Incoming Emails

In KIX there is the possibility to filter incoming e-mail messages. For example, you can automatically place
specific emails in the relevant queue. Another use is to set a specific ticket type or ticket status for email.

The required filters can be created and managed in this area. You can use regular expressions for this. KIX
evaluates the specified conditions and writes values back into the email header.

PostMaster Filter Management

Actions List

Add filter NAME DELETE
No data found.

Hint

Fig.: PostMaster Filter Management

9.9.4.1 System-specific Filter

In order not to burden the performance of the system unnecessarily, KIX provides a filter option for e-mails
with a large number of recipients via the SysConfig key "PostmasterRecipientCount".

To do this, go to the group Ticket in SysConfig and there to the subgroup Core::PostmasterFilter.

The SysConfig key "PostmasterRecipientCount" has a default value of 1000. This value defines the maximum
number of allowed recipients for each incoming email. This means that e-mails with more recipients are
ignored. All recipients contained in "Resent-To", "Envelope-To", "To", "Cc", "Bcc", "Delivered-To" and "X-Original-
To" are counted.

This check is done BEFORE the PostMaster filters.
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9.9.4.2 Add PostMaster Filter

In the "Actions” widget click "Add filter". The following widget will open:

PostMaster Filter Management

Actions Add PostMaster Filter

Go to overview
N * Name: |

Hint

To dispatch or filter incoming emails based on

a Filter Condition  (AND Condition)

Check email header: Negate: [J Look for value:

Negate: [J Look for value:
Negate: [J Look for value:

Check emall header.

Check email header:

Negate: [J Look for value:
Negate: [ Look for value
Negate: [J Look for value:
Negate: [ Look for value
Negate: [J Look for value:
Negate: [ Look for value
Negate: [J Look for value:
Negate: [ Look for value
Negate: [J Look for value:

Check emall header.

Check email header.

Check emall header:

Check email header.

Check emall header:

Check email header.

Check emall header:

A ]

Check email header.

Check emall header:

 Set Email Headers

Set email header: ~ | Set value:
Set email header: ~ | Set value:
Set email header: ~ | Setvalue:
Set email header: ~ | Set value:
Set email header: ~ | Set value:
Set email header: - | setvalue:
Set email header: | setvalue:
Set email header: | setvalue:
Set email header: ~ | setvalue:
Set email header: ~ | Set value:
Set email header: ~ | Set value:
Set email header: ~ | Set value:

‘Save Changes

e

Example
Filter Condition

Header 1: | To | =] vaie 1] (meltestj@example.com |

Set Email Headers

Header 1: || XKIX-Queue [ =] value 1| somequeue |

Fig.: Add PostMaster Filter

Name

Give the filter a unique name.

Stop after Match
Specify whether the hit search should stop after a hit.

+ No: All postmaster filters are processed in alphabetical order.
+ Yes: The current postmaster filter is evaluated. However, the evaluation of the remaining filters is
aborted.
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Filter Condition

In this section you can specify filter criteria. A filter can consist of one or more criteria. These must be
fulfilled in order to carry out the following predefined actions relating to the e-mail.

Filter criteria can be set for the headers or the body of an email, such as the search for specific header
entries, such as a sender address, or for character strings in the text body.

From the "Check email header" drop-down menu, select the part or parts of the email that you want to scan.
On the right side under "Look for value" enter the value you want to filter on.

Tick "Negate" if you want to use the search term in negated form.

Set Email Headers

If your filter matches, you can set fields with the X-KIX headers in the interface. These values are adopted in
KIX when the ticket or the follow-up message is created.

Use the drop-down menu for "Set email header" to select the action(s) that should be triggered when the filter
rules match. On the right side under "Set value" enter the relevant value for the desired action.

Finally, click the "Submit" button.

Selection of values from drop down menu

Name Value Description

Classic email address Relevant for the filter conditions
fields, e. g. To, From,
ReplyTo, MessagelD,
Organization, Subject

etc.

X-KIX-ArticleType email-external, email- Sets the type of article for the incoming ticket.
internal, email-
notification-ext, email-
notification-int ....

X-KIX-BodyDecrypted Allows adding a search term to search for the text

of an encrypted incoming email.
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Name Value
X-KIX-CustomerNo CustomerNo
X-KIX-CustomerUser CustomerUser
X-KIX-FollowUp-...
X-KIX-Ignore Yes, No
X-KIX-Lock locked, unlocked
X-KIX-Loop True
X-KIX-Owner Owner
X-KIX-OwnerID OwnerlD
X-KIX-Priority Priority from 1to 5
X-KIX-Queue Name(s) of the
queue(s)
X-KIX-Responsible Responsible
X-KIX-ResponsiblelD ResposiblelD
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Description

Defines the customer ID that is assigned to the
ticket.

This determines which customer the ticket is
assigned to.

Header function is the same as that without the
FollowUp prefix. However, these prefixed headers
are only used for follow-up emails.

If this header is set, the incoming mail will be
ignored and not created as a ticket in KIX.

Sets the status in a ticket, e.g. to "locked".

If this header is set, there is no automatic reply to
the sender of the new ticket.

@ This may be necessary to prevent mail loops,
for example.

This determines which owner the ticket is assigned
to.

Defines the owner ID that is assigned to the ticket.
Sets the priority of a ticket.

Determines in which queue the ticket is moved.

This determines who is responsible for the ticket.

Defines the responsible ID, which is assigned to the
ticket.
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Name

X-KIX-SLA

X-KIX-SenderType

X-KIX-Service

X-KIX-State

X-KIX-State-
PendingTime

X-KIX-
StrictFollowUplgnore

X-KIX-TicketTemplate

X-KIX-Type

Value

Agent, Customer,
System

new, open, closed, ...

Times

@ You can specify
absolute dates like
"2022-11-21 00:08:00"
or relative dates, e.g. B.
the time the e-mail was
received.
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Description

Associates the appropriate service level agreement
with a ticket.
! 'Ticket::Service' must be active for this.

Here you define the type of ticket sender.

Sets the service for the tickets.

! Ticket::Service' must be activated for this.
0 If you want to create a sub-service, select the
existing service as 'Parent::Sub'.

Sets the status of a ticket.

Specifies the waiting time of a ticket to be
processed. For this you should also send a waiting
status via X-KIX status.

Deactivates the "Ignore" behavior for the incoming
email, which would otherwise result for all
incoming FollowUps.

A template ID for a ticket template can be specified
here. The values set there are transferred to the
ticket.

@ This proves to be helpful if you want to use
checklists, for example, or if you want to set more
than the 12 postmaster filters allowed.

Sets the ticket type.
! 'Ticket::Type' must be activated for this.
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Name Value Description

X-KIX-DynamicField- Depends on the You can use this to save additional information/

<Dynamic-FieldName> configuration of the values for the ticket via a dynamic field.
dynamic fields in your

@ Dynamic fields that are to be displayed here
must (if they are not already stored) be activated in
the SysConfig. The relevant key for this is called
"PostmasterX-Header" and can be found under
Ticket —» Core::PostMaster.

KIX.

X-Spam-... Relevant for the filter conditions to detect, mark
and/or process emails as spam.

(@ Example: SPAM mails are automatically stored in the "JUNK" queue

Establish the following filter so that your KIX automatically moves emails that have been recognized
and marked by a spam detection program to the "Junk" queue.

The spam detector adds "X-Spam-Flag" to each mail header when checking incoming mail. If an e-
mail is classified as SPAM, the header is set to "Yes". The filter criterion is therefore "X-Spam-Flag:

Yes".
The corresponding filter rule looks like this:

Name Sort out_spam_mails
Filter Condition Check email header: X-Spam-Flag || Look for value: Ja
Set Email Headers Set email header: X-KIX-Queue || Set value: Junk

Finally, submit the form.

& Notice

If there is a blockage when retrieving mail, the cause may be an unfavorably configured postmaster
filter.

Avoid postmaster filters on content with the ".+somepattern” pattern. Instead, use patterns of the
type ".*pattern” or ".pattern” .
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9.9.5 Manage S/MIME Certificates for Email Encryption

In this area you can manage the S/MIME certificates for your system. If S/MIME support is disabled on your
system, you can enable it by clicking "Enable SMIME support".

SIMIME Management:

Notice Results

TYPE SUBJECT HASH FINGERPRINT CREATE EXPIRES DELETE
No data found.

& Enable SMIME support

Figure: S/MIME Management

(@ Notice

If the paths of the S/MIME certificates are changed several times, the data that is still stored in the
old paths can appear in the SupportBundle. In order not to run into a security gap, the old paths must
also be removed so that they are not integrated in the SupportBundle. This applies to all paths under
"/opt/kix/".
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KIX offers various configurations for sending e-mails. The setting is made in the SysConfig.

To do this, go to the Framework group in SysConfig and then to the Core :: Sendmail subgroup.

SysConfig

Actions

| [

Go to overview

Edit Config i in rk — Core:

SendmailModule

Defines the module to send emails. *Sendmail” directly uses the sendmail binary of your
operating system. Any of the "SMTP" mechanisms use a specified (extamal) mailserver.
"DoMotSendEmail* doesn't send emails and it is useful for test systems.

SendmailModule::CMD

1f *sendmail” was selected as Sendmailtodule, the location of the sendmail binary and the
needed options must be specified.

SendmailModule::Host

If any of the "SMTP" mechanisms was selected as SendmailModule, the mailkost that sends out
the mails must be specified.

O sendmailModule::Port

If any of the "SMTP" mechanisms was selected as SendmaillModule, the port where your
mailserver i listening for incoming connections must be specified.

O SendmailModule:: AuthUser

If any of the "SMTP" mechanizms was selected as SendmailModule, and authentication to the
mail server is needed, an usemame must be specified.

O sendmailModule::AuthPassword

If any of the "SMTP" mechanizms was selected as SendmailModule, and authentication to the
mail server is needed, a password must be specified.

O sendmai IModule::OAuth2_Profile

If any of the "OAuth2" mechanisms was selected as Sendmaiiodule, the profile to use for
OAuthz must be specified.

SendmailBcoe

Sends all outgaeing email via bee to the specified address. Please use this only for backup
TBAS0NS.

O sendmailEnve lopeFrom

If s2t, this address is used as envelope sender in outgoing messages (not natifications - see
below). If no address is specified, the envelope sender is equal to queue e-mail address.

[ sendmailMotificationEnvelopeFrom

If set, this address is used as envelope sender header in outgoing notifications. If no address is
specified, the envelope sender header is empty.

] SendmailMotificationEnvelopeFrom::Fallback ToEmailFrom

If no SendmailMotificationEnveloperrom is specified, this setting makes it possible to use the
email's from address instead of an empty envelope sender (required in certain mail server
configurations).

] SendmailEncodingForce

Forces encoding of outgoing emails (Fhajsbtiguoted-printable|bases4).

Sendmail

value: Sendma

lusrishin‘sendmail -i -f

| mail.example.com

basesd
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The SysConfig key 'SendmailModule’ defines the module for sending e-mails.

9.9.6.

If "Sendmail" has been configured as SendmailModule, you have to store your specific path to the
Sendmail binary and the required options in the SysConfig key 'SendmailModule :: CMD'.

Each of the SMTP mechanisms uses an (external) mail server to be defined, which you must specify
in the SysConfig key 'SendmailModule :: Host'.

If a different port is used for the SMTP connections, this can be stored in the key 'SendmailModule ::
Port'.

If the server requires authentication, 'SendmailModule :: AuthUser' and 'SendmailModule ::
AuthPassword' must be filled in for the SendmailModule SMTP, SMTPS and SMTPTLS.

If the server requires authentication, 'SendmailModule :: AuthUser' and 'SendmailModule ::
OAuth2_Profile' must be filled in for the SendmailModule SMTP_OAuth2, SMTPS_OAuth2 and
SMTPTLS_OAuth2.

"DoNotSendEmail" does not send e-mails and is therefore useful for test systems.

1 Notes on OAuth2 authentication using the example of Office365

It is possible that SMTP must first be activated with authentication on the account at Office365.

Official notice page from Microsoft:

English: https://docs.microsoft.com/en-us/exchange/clients-and-mobile-in-exchange-online/
authenticated-client-smtp-submission

German; https://docs.microsoft.com/de-de/exchange/clients-and-mobile-in-exchange-online/
authenticated-client-smtp-submission

Step 1: Microsoft Azure Portal

Sign in to the Azure portal.
Go to 'Azure Active Directory'.
Go to App registrations in the left action list.
+ Select the point 'New registration' in the menu bar.
Enter any name for the registry. This is later not relevant for KIX.
Under 'Supported account types' set the selection to 'Accounts in this organizational directory
only ("<your company>" only - single tenant)'
@ Instead of '<company>' you should use your own company name.
For 'Redirection URI', select 'Web' in the selection field and enter '<HttpType>://<FQDN>/
<Scriptalias>/index.pl?Action=AdminOAuth2Profile&Subaction=ProcessAuthCode' as the URI.
This can also be entered or changed at a later point in time.
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(@ Note: Microsoft requires the redirect URI to point to HTTPS. When using the SysConfig key HttpType
(Framework — Core) in KIX must be set to 'HttpType' 'https'.
The placeholders <HttpType>, <FQDN> and <Scriptalias> correspond to the specifications of the
SysConfig of the KIX system.
Example: https://localhost/kix/index.pl?
Action=AdminOAuth2Profile&Subaction=ProcessAuthCode

+ Go to 'Certificates & secrets' in the left action list.
+ Select the item 'New client secret' and have the key generated in the right sidebar.
Remember or make a note of the key (value), because it is only partially displayed when you
call it up again and otherwise has to be stored again.

& 'tis the administrator's responsibility to ensure that a valid client key (maximum validity period of 2
years) is stored in the KIX for the mailbox.

+ Go to API permissions in the left action list.
+ Select the item 'Add a permission'.
+ Then select the 'Microsoft Graph' in the right sidebar.
+ Select the item 'Delegated permissions'.
+ At this point select 'SMTP.Send' and 'offline_access' and confirm the selection. This is now
displayed in a table, whereby the "Status" column remains empty (default value).

() Notice
If you use multiple sender email addresses, you must assign a "SendAs" permission

for each of these addresses. This is the only way to ensure proper mail delivery.

+ Grant the approval of the administrator for the process (field "Grant admin consent for (your
company)" to the right of the field" Add a permission"). The column" Status "in the table with
the selected authorizations now shows a green checkmark and the addition "Granted for "

Your company" .

+ Select 'Overview' from the left action list.
+ Remember or make a note of the 'Application ID (client)' and the 'Directory ID (client)'. You can
see the data in the summary.

Step 2: Create OAuth2 profile

+ Go to the 'E-Mail Settings' area in the KIX admin module and click on 'OAuth2 Profiles'.
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OAuth2 Profile Management

Actions List
Add 0Authz profile NAME VALIDITY CHANGED CREATED REAUTHORIZATION DELETE

IMAP Office365 wvalid ]

Q

SMTP Office365 walid o}

(3]

Fig .: Example of OAuth2 profile management with profiles that have already been created

+ To create a new profile, click on 'Add OAuth2 profile'. The following form opens:

OAuth2 Profile Management

Actions Add OAuth2 Profile

Ll Go to overview
* Name:

* URL Authorization:
* URL Token:

* URL Redirect: | https:/ikix17pro-test vm.devel cape-it.de/kixindex. pl?Action=AdminOAut

* Client ID:

* Client Secret:

* Scope:

* Validity: [ g

Submit | or Cancel

Fig .: '"Add OAuth2 profile' form
+ Fill'in all fields.

& When creating and later authenticating the profile, the user who is to be used for sending mail must
be created.
For example, if you want to use a mailbox via ‘'mail@test.onmicrosoft.com’, authentication must be
carried out via this user. A different admin user (e.g. 'admin@test.onmicrosoft.com') does not have
authorization for it.

Name Enter a name for the profile.

URL Enter the URL for the OAuth2 authorization.
Authorization
Example for the structure at Office365:

https://login.microsoftonline.com/<Tenant-ID/Verzeichnis-ID>/o0auth2/v2.0/authorize

URL Token Enter the URL for the OAuth2 Token.
Example for the structure at Office365:

https://login.microsoftonline.com/<Tenant-ID/Verzeichnis-ID>/oauth2/v2.0/token
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URL Redirect This field is pre-filled in by the system and can be changed if necessary.

Client ID Enter the Client ID here. For Office365 this is the 'Application ID (Client)' from the
'‘Overview'.

Client Secret Enter the client secret here. For Office365 this is the 'client key' from 'Certificates &
secrets'.

Scope Enter the required authorizations here, which is for Office365 'offline_access https://

outlook.office.com/SMTP.Send' .

Validity Set the form to 'valid' to use it.

+ Finally click on 'Submit' to save the form.

+ After the transmission, an automatic forwarding to Microsoft takes place in order to release the
necessary authorizations and to request a code to authenticate the system.
+ 'Maintain Access to Data You Granted Access to'
+ 'You log in and read your profile'
+ 'Read and write access to your mail'

+ If the authorizations have been accepted, the KIX system will be called up again immediately and you
will receive a positive confirmation.
+ Finally click on 'Submit' to save the form.

oed in as Heidi meifiner €% = P @

Dashboard Event Calendar Tickets FAQ Services CMDB  Reports File exchange  Customer Management Q

OAuth2 Profile Management

Actions

Fig .: Confirmation "Profile activated"

If the token request was successful, there is now a tick in the penultimate column in the overview in the KIX.
The tick only indicates that a token (access and / or refresh token) is available, not whether it is still valid (on
Microsoft's part). For example, if you change the permissions in Azure, the token request must be carried out
again.

& The system must be able to access 'https://login.microsoftonline.com/'. If necessary, a
corresponding system proxy must be configured. This can be entered in the SysConfig, Framework
group and there in the Core :: WebUserAgent subgroup entry WebUserAgent :: Proxy.

Step 3: Configure mail delivery
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To do this, go to the Framework group in SysConfig and then to the Core :: Sendmail subgroup.

SendmailModule SMTPTLS_OAuth2

SendmailModule :: Host smtp.office365.com

SendmailModule :: AuthUser Enter the relevant email address here.
SendmailModule :: 0Auth2_Profile Enter the name of the created OAuth2 profile.

SendmailModule SMTPTLS_OAuth2

SendmailModule :: Host smtp.office365.com

SendmailModule :: AuthUser Enter the relevant email address here.
SendmailModule :: OAuth2_Profile Enter the name of the created OAuth2 profile.

Finally click on 'Submit' to save your entries.
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9.10 Create and Manage the General Catalog

In this area you can create and manage catalog classes for the General Catalog. The catalog classes defined
in the system are shown in the "List” widget.

General Catalog Management

Actions List
Add Catalog Class CATALOG CLASS

TSM:Configitem::Class
ITSM::Configitem:Computer:Type
ITSM::Configitem::DeploymentState
ITSM::Configitem::Hardware: Type
[TSM:Configitem::Location: Type
TSM:Configitem::Netwark: Type
ITSM::Confightem::Software:LicenceType
ITSM::Configltem::Software: Type
ITSM::Configltem:YesNo
[TSM:Core:incidentState
ITSM::Service: Type

ITSM:SLA: Type

Figure: General Catalog Management

Add Catalog Class
In the "Actions” widget click "Add Catalog Class". The following widget will open:

General Catalog Management

Actions Item Edit:

*Catalog Class: | |
*Name: | |
Validity: | valid -
Comment: | |
or Cancel

Figure: Add Catalog Class
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Add an Item for a Catalog Class

In the list of catalog classes click the name of the class. This opens a widget with items for this catalog
class.

General Catalog Management

Actions List

ITSM::CONFIGITEM: :COMPUTER:: TYPE VALIDITY
Desktop valid
Other valid
PDA valid
Phone valid
Server valid

Figure: Items for a Catalog Class

Click "Add catalog item". The following widget will open:

General Catalog Management

Actions Item Edit:
Catalog Class: ITSM::Configitem:Computer:Type
*Name: | |
Validity: | valid .

Comment: | |

or Cancel

Assign the item a name and then click "Submit".
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9.11 System Management

9.11.1 Send Notifications

As administrator, in this area you can create messages and send them to agents, groups, or role owners.

Admin Notification

J Create Administrative Message

With this module, administrators can send * From: |adm|n@example com

messages to agents, group or role members
Send message to users: |

Send message to group members: |

Group members need to have permission: @

Send message to role members: |

Also send to customers in groups:

# Subject: |
* Body:

It
il
1]
B
Rl

I'Usxx =:H =B
@ @ 92 Qi A-B- I, =) B Souce

[--]
o]
A
L

Format - Font - Size -

Figure: Admin Notification
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In this area, you can view the performance benchmark results. In the overview there is a list of all the
requests and response times of the individual interfaces.

Performance Log
Hint
This feature is enabled!

Activating this feature might affect your system
perfarmance!

a Disable it here!

Overview

Range (last 5 m)

INTERFACE
Agent

REQUESTS

Admin
AdminSysConfig:Subaction=Edit;SysConf.
KIXBaseAJAXHandler&GetToolBarToggleState
SystemMessageAJAXHandler&AJAXWidget

Nk koo

ra

Range (last 30 m)

INTERFACE

Agent
Admin
AdminSysConfig:Subaction=Edit.SysConf.
KIXBaseAJAXHandler&GetToolBarToggleState
SystemMessageAJAXHanaler&AJAX Widget

REQUESTS

Nk koo

[

Range (last 1 h 0 m)

INTERFACE REQUESTS
Agent
Admin
AdminSysConfig: Subaction=Edit.SysConf.
KIXBaseAJAXHandler&GetToolBarToggleState

SystemMessageAJAXHandleréAJAXWidget

Mo ok k@

[

MIN RESPONSE

Os
0Os
55
0s
Os

MIN RESPONSE

Os
Os
55
0s
0s

MIN RESPONSE

Os
Os
55
0s
0s

MAX RESPONSE AVERAGE RESPONSE
5s 1s

Os 0s

5s 5s

0Os 0s

is 0.55

MAX RESPONSE AVERAGE RESPONSE
55 1s

Os Os

5s 5s

0Os 0s

is 0.55

MAX RESPONSE AVERAGE RESPONSE
55 1s

Os Os

5s 55

0s 0s

is 0.55

Figure: Performance Log

This feature is deactivated by default. To activate it, click "Enable it here!". The SysConfig area will open.

SysConfig

Actions

4 Go to overview

Edit Config Settings in Framework — Core::PerformancelLog

o/ Performancelog Yes

Enables performance log (to log the page
respanse time). itwill affect the system
performance
Frontend::Module###AdminPerformance. ..
must be enabled

PerformancelLog::File

Specifies the path of the file for the
performance log

<KIX_CONFIG_Home=>ivarlog/Perfol

PerformancelLog::FileMax 25

Defines the maximum size (in MB) of the
log file.

Update

Figure: Performance Log - SysConfig Settings

Here you can activate the function, specify a path for the log file, and indicate the maximum size of the log

file.
Then click "Update”.

Issued on: 13.02.2024

Page 270




KIX 17 Admin Manual - EN - KIX Start
System Administration
System Management

9.11.3 Create and Manage News

In this area you can create and manage messages and news for agents and customers.

Messages Management

Actions List &
a 3
HEADER SHORT TEXT vaumy VALID FROM vaUD To AUTHOR DISPLAY PoPUP DELETE
Achtung! Neuigkeiten Hier stehen die Neuigkeiten valid 0711312022 12:00 0711412022 12:00 Hans Maller ® ® ®
Add Message - =
Ankindigung Systemupdate 20 valid 014:30 Hans Maller @ ® o
System updat Systemupdate 16.02.2021 valid 0211612021 08:00 John Smith @ ® e

Figure: Managing News

9.11.3.1 Adding News

In the "Actions" widget, click "Add Message" button. The following widget will open:

Messages Management
Actions Settings
. Goto overview * Headline:
* Teaser:
* Body:
4
* Display: =
Popup: =
Validation date: [] [07/132022 | - [ 1430
Invalidation date: [] [07/142022 | - [ 11430
* Valldity: [ valid
Save Changes
Submit | or Gancel

Figure: Adding News

Field Description

Headline Enter a headline for your news item.

Teaser Briefly describe the content of the news item.
Body Enter the complete content of your news here.
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Field Description

Display Choose which page you want the news to appear
on. It appears (either above the login or in the
system in the right sidebar) as soon as the user rax Welcome to KIX
opens the area. i“[:

You can choose from:

+ AgentDashboard

+ AgentTicketPhone

+ AgentTicketZoom

+ Login

+ CustomerLogin

+ CustomerTicketMessage
+ CustomerTicketOverview
+ CustomerTicketZoom

Example of displaying the
news in the login area.

Popup Choose on which page you want the news to
appear as a popup. It appears as soon as the user
opens the area.

You can choose from: )
Example of a news popup in

+ AgentDashboard the agent dashboard.
+ AgentTicketPhone

+ AgentTicketZoom

+ Login

+ CustomerLogin

« CustomerTicketMessage
+ CustomerTicketOverview
+ CustomerTicketZoom

! The desired area must also be selected in the

"Display" field.

Validation date Enter the start date and time for the news to be
displayed.

Invalidation date Enter the end date and time for the news to appear.
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Field Description

Validity Set the validity of the news. The choices are: valid,
invalid, invalid-temporary.

& Todisplay "News", the public.pl frontend must be activated or accessible. Initially, the public.pl is
delivered active. There must be no redirection and the file name must not have been renamed via
system intervention.
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9.11.4 Manage Existing Sessions

In this area, you can view the sessions of all the users who are currently logged in. You also have the option
to delete a user's session.

Session Management

Actions List

SESSION TYPE USER KILL
BNOQVINd7mpIvAIUHCGBhm209MghDO1F] Agent Service Agent Kill this session

All sessions
Agent sessions

Customer sessions
Unigue agents
Unigue customers

(=T = R

| w Kill all sessions |

Figure: Session Management

If you click a session in the list, a widget with a detailed view of the session will open.

Session Management
Actions J Detail View for SessioniD : BNQVINd7mpJvAtUHCG8hm309NgbDO1F] - Service Agent

| . Go to overview ‘ KEY VALUE
AdminDynamicFieldsOverviewPageShown 25

[o il this sesslon | AdminQuickStateCverviewPageShown 25
AdminSystemMessageCOverviewPageShown = 25
ChangeTime 2019-11-14 13:34:10
CreateTime 2019-11-14 13:29:11
KIXSidebarCILinksShow 10

{&quotNotification-3-Email&quot; &quot:1&quot; &quot;Notification-4-Email&quot:&quot 1 &quot, &quotNotification-
NotificationTransport 2-Email&quot:&quot:1&quot; &quotNotification-1-Email&quot:&quot 1&quot; &quot:Motification-
8-Email&quot;:&quot1&quot; &quotNotification-13-Email&quot;&quot;1&quot}

CQutOfofficeEndDay 15
OutOfOfficeEndMonth 11
OutOfOfficeEndYear 2019
outofoficeStanDay 14
QutOfOffice StartMonth 11
OutOfOffice StartYear 2019
SessionlD BNQVINd7mpJvAtUHCGBhm309NghDO1F]
ShownArticle customer
UserChallengeToken SLRd9B6wWGERBgTqzfip XuWMZIESOkVgua
UserConfigitemOverviewCustomPageShown = 25
UserConfigitemOverviewSmallPageShown 25
UserConfigitemSearchAllBehavior EqualAttributes
UserDisplayPendingTime PointOfTime
UserFAQJournalOverviewSmallPageShown 25
UserFAQOvenviewSmallPageShawn 25

Figure: Session Management - Detail
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9.11.5 Execute SQL Statements

In this area you can send the SQL commands directly to the application database. Only SELECT requests are
possible. The content of the database cannot be changed.

SQL Box
Hint Options

* SQL: |SELECT * FROM

Limit: | 4p

Result format: |

Run Query

Figure: SQL Box
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9.11.6 Manage Support Data

In this area you can view support data information regarding the database, KIX system, operating system,
and webserver.

Support Data Collector

w Database

mm Table Presence

mm Client Connection Charset (Litfg)

mm Server Database Charset (Utf8)

mm Table Charset

mm INNODB Log File Size (256 ME)

mm Maximum Query Size (30 ME)

mm Query Cache Size (16777216)
Database Size (0.010 GBE)

mm Default Storage Engine (InnoDB)

mm Table Storage Engine

mm Database Version (MariaDB 10.1.38)

P KX

| » Operating System

» Webserver

Figure: Support Data Collector
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9.11.7 View System Log Messages

In this area you can view messages from the system log.

System Log

Hide this message

-

Recent Log Entries

TIME
Mon Nov 18 09:05:24 2019

Mon Nov 18 09:04:49 2019

Mon Nov 18 09:04:49 2019

Mon Nov 18 09:04:39 2019

Mon Nov 18 09:04:38 2019
Maon Nov 18 09:04:29 2019

Mon Nov 18 09:04:16 2019

Mon Nov 18 09:03:39 2019
Mon Nov 18 09:03:37 2018
Mon Nov 18 09:03:22 2018

Mon Nov 18 09:03:20 2019

PRIORITY FACILITY

notice

notice

notice

notice

notice

ermar

notice

notice

notice

notice

notice

MESSAGE
KIX-CGI-10 Run GenericAgent Job ‘ficket anonymization' from db.
kix.Daeman.pl - Daemaon KIX-Install: could notread </optkixvar/CustomPackages.cfg> - using empty
Kernel:System:Daemon:DaemonModules:SchedulerTaskWorker-10 - nash.
Filter: '00_SetDefaultTicketType' Set param 'X-KIX-Type'to ‘Incident’
(Message-ID: <3D315E13.3A095849@example.com>)
kix.Daeman.pl - Daemaon KIX-Install: could not read </optkixvar/CustomPackages.cfg> - using empty
Kernel:System::Daemon::DaemonModules::SchedulerTaskWorker-10  hash.
Filter: '00_SetDefaultTicketType' Set param X-KIX-Type' to 'Incident’
(Message-ID: <3CFDCF&1.5000409 @gns-mbh.coms)
Got no email on STDIN!
Filter: '00_SetDefaultTicketType' Set param "X-KIX-Type' to 'Incident’
(Message-ID: <20020608193055.GA4593@sex-on-the-beach.myl123.de>)
User: capelT authentication ok (Method: sha256, REMOTE_ADDR!

kix.Console pl-Maint:PostMaster:Read-10

kix.Console pl-Maint:PostMaster:Read-10
kix.Console pl-Maint:PostMaster.:Read-10

kix.Console.pl-Maint:PostMaster:Read-10

KIX-CGI-10
172170.1)
KIX-CGI-10 Removed SessionID EwilDvYobBPSNESPT7IIYdEJMNLO1dHFT.
User: serviceagent authentication ok (Method: sha256, REMOTE_ADDR
KIX-CGI-10 -
172.17.0.1)
KIX-CGI-10 Removed SessionID iPkCWgRkvhDUIR6POYiGLKRMbL3B1Ugd

Figure: System Log

.

IX
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9.11.8 Schedule a Maintenance Period

In this area you can manage system maintenance periods and associated messages to users. During system
maintenance, customers and agents cannot log into KIX (except for agents from the "admin” group). Agents
and customers who are logged in will receive a message before and during the time period in which the
system maintenance is carried out. Administrators have the option to end the sessions of logged-in agents
and customers, so that changes in the system can be carried out in a "secure" environment (e.g. a system
update).

System Maintenance Management

Actions List
3  Schedule New System Maintenance START DATE STOP DATE COMMENT VALIDITY DELETE
Mo data found.

Figure: System Maintenance Management

Schedule New System Maintenance

Click "Schedule New System Maintenance". The following widget will open:

Schedule New System Maintenance

Actions Schedule New System Maintenance
. Go to overview * Startdate: |11/182019 -| 08:30

* Stopdate: [11/182010  |BH -| oga0

* Comment:

Login message:

Show login message:

Notify message:

* Validity: | i

Save | or Cancel

Figure: Schedule New System Maintenance
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Choose a start and stop date and add a comment. You also have the option to enter the text for the
messages and notify messages.
Then click "Submit".

a
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10 KIX Placeholder

There are placeholders for the following objects:

« Owner - editor

+ Responsible - person in charge
+ Current - current agent

+ Agent - last agent article

+ Ticket - ticket data

+ Customer - last customer item / customer data
+ Customer Data - customer data
+ Article - Article data

+ First - data from the first article
+ Config - Sysconfig options

+ Email - email data

* Quote - quote

Owner - Editor

<KIX_OWNER_*>
<KIX_OWNER_AdminDynamicFieldsOverviewPageShown>
<KIX_OWNER_ChangeTime>

<KIX_OWNER_CreateTime>
<KIX_OWNER_KIXSidebarCILinkResponsible - Person in chargesShow>
<KIX_OWNER_OutOfOffice>
<KIX_OWNER_OutOfOfficeEndDay>
<KIX_OWNER_OutOfOfficeEndMonth>
<KIX_OWNER_OutOfOfficeEndYear>
<KIX_OWNER_OutOfOfficeStartDay>
<KIX_OWNER_OutOfOfficeStartMonth>
<KIX_OWNER_OutOfOfficeStartYear>
<KIX_OWNER_RedirectAfterTicketClose>
<KIX_OWNER_ShownArticle>
<KIX_OWNER_UserAuthBackend>
<KIX_OWNER_UserChangeOverviewSmallPageShown>
<KIX_OWNER_UserComment>
<KIX_OWNER_UserConfigItemOverviewCustomPageShown>
<KIX_OWNER_UserConfigItemOverviewSmallPageShown>
<KIX_OWNER_UserCreateNextMask>
<KIX_OWNER_UserCustomCILVComputer>
<KIX_OWNER_UserCustomTLVColumnValue>
<KIX_OWNER_UserEmail>
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<KIX_OWNER_UserFirstname>

<KIX_OWNER_UserID>
<KIX_OWNER_UserITSMConfigItemOverviewAgentITSMConfigIltem>
<KIX_OWNER_UserlLanguage>

<KIX_OWNER_UserlLastLogin>
<KIX_OWNER_UserlLastLoginTimestamp>Agent - last agent article
<KIX_OWNER_UserlLastname>

<KIX_OWNER_UserlLogin>

<KIX_OWNER_UserlLoginFailed>

<KIX_OWNER_UserPw>
<KIX_OWNER_UserQueueSelectionStyle>
<KIX_OWNER_UserQueueViewLayout>
<KIX_OWNER_UserRefreshTime>
<KIX_OWNER_UserSendFollowUpNotification>
<KIX_OWNER_UserSendLockTimeoutNotification>
<KIX_OWNER_UserSendMoveNotification>
<KIX_OWNER_UserSendNewTicketNotification>
<KIX_OWNER_UserSendWatcherNotification>
<KIX_OWNER_UserSkin>

<KIX_OWNER_UserTheme>
<KIX_OWNER_UserTicketOverviewAgentTicketLockedView>
<KIX_OWNER_UserTicketOverviewAgentTicketQueue>
<KIX_OWNER_UserTicketOverviewCustomPageShown>
<KIX_OWNER_UserTicketOverviewMediumPageShown>
<KIX_OWNER_UserTicketOverviewPreviewPageShown>
<KIX_OWNER_UserTicketOverviewSmallPageShown>
<KIX_OWNER_UserTitle>
<KIX_OWNER_UserViewAllTickets>

<KIX_OWNER_ValidID>

Responsible - Person in charge

<KIX_RESPONSIBLE_x*>
<KIX_RESPONSIBLE_AdminDynamicFieldsOverviewPageShown>
<KIX_RESPONSIBLE_ChangeTime>
<KIX_RESPONSIBLE_CreateTime>
<KIX_RESPONSIBLE_KIXSidebarCILinksShow>
<KIX_RESPONSIBLE_OutOfOffice>
<KIX_RESPONSIBLE_OutOfOfficeEndDay>
<KIX_RESPONSIBLE_OutOfOfficeEndMonth>
<KIX_RESPONSIBLE_OutOfOfficeEndYear>
<KIX_RESPONSIBLE_OutOfOfficeStartDay>
<KIX_RESPONSIBLE_OutOfOfficeStartMonth>
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<KIX_RESPONSIBLE_OutOfOfficeStartYear>
<KIX_RESPONSIBLE_RedirectAfterTicketClose>
<KIX_RESPONSIBLE_ShownArticle>
<KIX_RESPONSIBLE_UserAuthBackend>
<KIX_RESPONSIBLE_UserChangeOverviewSmallPageShown>
<KIX_RESPONSIBLE_UserComment>
<KIX_RESPONSIBLE_UserConfigIltemOverviewCustomPageShown>
<KIX_RESPONSIBLE_UserConfigItemOverviewSmallPageShown>
<KIX_RESPONSIBLE_UserCreateNextMask>
<KIX_RESPONSIBLE_UserCustomCILVComputer>
<KIX_RESPONSIBLE_UserCustomTLVColumnValue>
<KIX_RESPONSIBLE_UserEmail>
<KIX_RESPONSIBLE_UserFirstname>
<KIX_RESPONSIBLE_UserID>
<KIX_RESPONSIBLE_UserITSMConfigItemOverviewAgentITSMConfigItem>
<KIX_RESPONSIBLE_UserlLanguage>
<KIX_RESPONSIBLE_UserLastlLogin>
<KIX_RESPONSIBLE_UserlLastlLoginTimestamp>
<KIX_RESPONSIBLE_UserlLastname>
<KIX_RESPONSIBLE_UserLogin>
<KIX_RESPONSIBLE_UserLoginFailed>
<KIX_RESPONSIBLE_UserPw>
<KIX_RESPONSIBLE_UserQueueSelectionStyle>
<KIX_RESPONSIBLE_UserQueueViewlLayout>
<KIX_RESPONSIBLE_UserRefreshTime>
<KIX_RESPONSIBLE_UserSendFollowUpNotification>
<KIX_RESPONSIBLE_UserSendLockTimeoutNotification>
<KIX_RESPONSIBLE_UserSendMoveNotification>
<KIX_RESPONSIBLE_UserSendNewTicketNotification>
<KIX_RESPONSIBLE_UserSendWatcherNotification>
<KIX_RESPONSIBLE_UserSkin>
<KIX_RESPONSIBLE_UserTheme>
<KIX_RESPONSIBLE_UserTicketOverviewAgentTicketLockedView>
<KIX_RESPONSIBLE_UserTicketOverviewAgentTicketQueue>
<KIX_RESPONSIBLE_UserTicketOverviewCustomPageShown>
<KIX_RESPONSIBLE_UserTicketOverviewMediumPageShown>
<KIX_RESPONSIBLE_UserTicketOverviewPreviewPageShown>
<KIX_RESPONSIBLE_UserTicketOverviewSmallPageShown>
<KIX_RESPONSIBLE_UserTitle>
<KIX_RESPONSIBLE_UserViewAllTickets>
<KIX_RESPONSIBLE_ValidID>
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Current - Current agent

<KIX_CURRENT_*>
<KIX_CURRENT_AdminDynamicFieldsOverviewPageShown>
<KIX_CURRENT_ChangeTime>
<KIX_CURRENT_CreateTime>
<KIX_CURRENT_KIXSidebarCILinksShow>
<KIX_CURRENT_OutOfOffice>
<KIX_CURRENT_OutOfOfficeEndDay>
<KIX_CURRENT_OutOfOfficeEndMonth>
<KIX_CURRENT_OutOfOfficeEndYear>
<KIX_CURRENT_OutOfOfficeStartDay>
<KIX_CURRENT_OutOfOfficeStartMonth>
<KIX_CURRENT_OutOfOfficeStartYear>
<KIX_CURRENT_RedirectAfterTicketClose>
<KIX_CURRENT_ShownArticle>
<KIX_CURRENT_UserAuthBackend>
<KIX_CURRENT_UserChangeOverviewSmallPageShown>
<KIX_CURRENT_UserComment>
<KIX_CURRENT_UserConfigItemOverviewCustomPageShown>
<KIX_CURRENT_UserConfigItemOverviewSmallPageShown>
<KIX_CURRENT_UserCreateNextMask>
<KIX_CURRENT_UserCustomCILVComputer>
<KIX_CURRENT_UserCustomTLVColumnValue>
<KIX_CURRENT_UserEmail>
<KIX_CURRENT_UserFirstname>
<KIX_CURRENT_UserID>
<KIX_CURRENT_UserITSMConfigItemOverviewAgentITSMConfigIltem>
<KIX_CURRENT_UserlLanguage>
<KIX_CURRENT_UserlLastLogin>
<KIX_CURRENT_UserlLastLoginTimestamp>
<KIX_CURRENT_UserLastname>
<KIX_CURRENT_UserLogin>
<KIX_CURRENT_UserLoginFailed>
<KIX_CURRENT_UserPw>
<KIX_CURRENT_UserQueueSelectionStyle>
<KIX_CURRENT_UserQueueViewlLayout>
<KIX_CURRENT_UserRefreshTime>
<KIX_CURRENT_UserSendFollowUpNotification>
<KIX_CURRENT_UserSendLockTimeoutNotification>
<KIX_CURRENT_UserSendMoveNotification>
<KIX_CURRENT_UserSendNewT1icketNotification>
<KIX_CURRENT_UserSendWatcherNotification>
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<KIX_CURRENT_UserSkin>

<KIX_CURRENT_UserTheme>
<KIX_CURRENT_UserTicketOverviewAgentTicketLockedView>
<KIX_CURRENT_UserTicketOverviewAgentTicketQueue>
<KIX_CURRENT_UserTicketOverviewCustomPageShown>
<KIX_CURRENT_UserTicketOverviewMediumPageShown>
<KIX_CURRENT_UserTicketOverviewPreviewPageShown>
<KIX_CURRENT_UserTicketOverviewSmallPageShown>
<KIX_CURRENT_UserTitle>
<KIX_CURRENT_UserViewAllTickets>
<KIX_CURRENT_ValidID>

Agent - Last agent article

<KIX_Agent_x>
<KIX_Agent_AdminDynamicFieldsOverviewPageShown>
<KIX_Agent_ChangeTime>

<KIX_Agent_CreateTime>
<KIX_Agent_KIXSidebarCILinksShow>
<KIX_Agent_OutOfOffice>
<KIX_Agent_OutOfOfficeEndDay>
<KIX_Agent_OutOfOfficeEndMonth>
<KIX_Agent_OutOfOfficeEndYear>
<KIX_Agent_OutOfOfficeStartDay>
<KIX_Agent_OutOfOfficeStartMonth>
<KIX_Agent_OutOfOfficeStartYear>
<KIX_Agent_RedirectAfterTicketClose>
<KIX_Agent_ShownArticle>
<KIX_Agent_UserAuthBackend>
<KIX_Agent_UserChangeOverviewSmallPageShown>
<KIX_Agent_UserComment>
<KIX_Agent_UserConfigItemOverviewCustomPageShown>
<KIX_Agent_UserConfigItemOverviewSmallPageShown>
<KIX_Agent_UserCreateNextMask>
<KIX_Agent_UserCustomCILVComputer>Agent - Last agent article
<KIX_Agent_UserCustomTLVColumnValue>
<KIX_Agent_UserEmail>

<KIX_Agent_UserFirstname>

<KIX_Agent_UserID>
<KIX_Agent_UserITSMConfigItemOverviewAgentITSMConfigIltem>
<KIX_Agent_UserLanguage>
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<KIX_Agent_UserlLastLogin>
<KIX_Agent_UserlLastlLoginTimestamp>
<KIX_Agent_UserLastname>

<KIX_Agent_UserlLogin>
<KIX_Agent_UserloginFailed>

<KIX_Agent_UserPw>
<KIX_Agent_UserQueueSelectionStyle>
<KIX_Agent_UserQueueViewLayout>
<KIX_Agent_UserRefreshTime>
<KIX_Agent_UserSendFollowUpNotification>
<KIX_Agent_UserSendLockTimeoutNotification>
<KIX_Agent_UserSendMoveNotification>
<KIX_Agent_UserSendNewTicketNotification>
<KIX_Agent_UserSendWatcherNotification>
<KIX_Agent_UserSkin>

<KIX_Agent_UserTheme>
<KIX_Agent_UserTicketOverviewAgentTicketLockedView>
<KIX_Agent_UserTicketOverviewAgentTicketQueue>
<KIX_Agent_UserTicketOverviewCustomPageShown>
<KIX_Agent_UserTicketOverviewMediumPageShown>
<KIX_Agent_UserTicketOverviewPreviewPageShown>
<KIX_Agent_UserTicketOverviewSmallPageShown>
<KIX_Agent_UserTitle>
<KIX_Agent_UserViewAllTickets>
<KIX_Agent_ValidID>

Ticket - ticket data
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<KIX_TICKET_Age>
<KIX_TICKET_ArchiveFlag>
<KIX_TICKET_ChangeBy>
<KIX_TICKET_Changed>
<KIX_TICKET_CreateBy>
<KIX_TICKET_CreateTimeUnix>
<KIX_TICKET_Created>
<KIX_TICKET_CustomerID>
<KIX_TICKET_CustomerUserID>
<KIX_TICKET_DynamicField_FIELDNAME>
<KIX_TICKET_DynamicField_FIELDNAME_Value>
<KIX_TICKET_EscalationResponseTime>
<KIX_TICKET_EscalationSolutionTime>
<KIX_TICKET_EscalationTime>
<KIX_TICKET_EscalationUpdateTime>
<KIX_TICKET_GroupID>
<KIX_TICKET_Lock>
<KIX_TICKET_LockID>
<KIX_TICKET_Owner>
<KIX_TICKET_OwnerID>
<KIX_TICKET_Priority>
<KIX_TICKET_PriorityID>
<KIX_TICKET_Queue>
<KIX_TICKET_QueuelID>
<KIX_TICKET_RealTillTimeNotUsed>
<KIX_TICKET_Responsible>
<KIX_TICKET_ResponsibleID>
<KIX_TICKET_SLAID>
<KIX_TICKET_ServicelID>
<KIX_TICKET_State>
<KIX_TICKET_StateID>
<KKIX_TICKET_StateType>
<KIX_TICKET_T-icketID>
<KIX_TICKET_TicketNumber>
<KKIX_TICKET_Title>
<KIX_TICKET_Type>

Article - Article data

First - data from the first article
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Config - Sysconfig options

Email - email data

Quote - quote

<KIX_TICKET_TypeID>
<KIX_TICKET_UnlockTimeout>
<KKIX_TICKET_UntilTime>

Customer - last customer item / customer data

<KIX_CUSTOMER_x>

<KIX_CUSTOMER_Age>
<KIX_CUSTOMER_AgeTimeUnix>
<KIX_CUSTOMER_ArticleID>
<KIX_CUSTOMER_ArticleType>
<KIX_CUSTOMER_ArticleTypeID>
<KIX_CUSTOMER_Bcc>
<KIX_CUSTOMER_Body>

<KIX_CUSTOMER_Cc>
<KIX_CUSTOMER_Changed>
<KIX_CUSTOMER_Charset>
<KIX_CUSTOMER_ContentCharset>
<KIX_CUSTOMER_ContentType>
<KIX_CUSTOMER_CreateTimeUnix>
<KIX_CUSTOMER_Created>
<KIX_CUSTOMER_CreatedBy>
<KIX_CUSTOMER_CustomerID>
<KIX_CUSTOMER_CustomerUserID>
<KIX_CUSTOMER_DynamicField_FIELDNAME>
<KIX_CUSTOMER_DynamicField_FIELDNAME_Value>
<KIX_CUSTOMER_EMAIL[16]>
<KIX_CUSTOMER_EscalationResponseTime>
<KIX_CUSTOMER_EscalationSolutionTime>
<KIX_CUSTOMER_EscalationTime>
<KIX_CUSTOMER_EscalationUpdateTime>
<KIX_CUSTOMER_From>
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<KIX_CUSTOMER_FromRealname>
<KIX_CUSTOMER_InReplyTo>
<KIX_CUSTOMER_IncomingTime>
<KIX_CUSTOMER_Lock>
<KIX_CUSTOMER_LockID>
<KIX_CUSTOMER_MessageID>
<KIX_CUSTOMER_MimeType>
<KIX_CUSTOMER_OrigFrom>
<KIX_CUSTOMER_OrigFromName>
<KIX_CUSTOMER_Owner>
<KIX_CUSTOMER_OwnerID>
<KIX_CUSTOMER_Priority>
<KIX_CUSTOMER_PriorityID>
<KIX_CUSTOMER_Queue>
<KIX_CUSTOMER_QueuelD>
<KIX_CUSTOMER_REALNAME>
<KIX_CUSTOMER_RealTillTimeNotUsed>
<KIX_CUSTOMER_References>
<KIX_CUSTOMER_ReplyTo>
<KIX_CUSTOMER_Responsible>
<KIX_CUSTOMER_ResponsibleID>
<KIX_CUSTOMER_SLA>
<KIX_CUSTOMER_SLAID>
<KIX_CUSTOMER_SenderType>
<KIX_CUSTOMER_SenderTypeID>
<KIX_CUSTOMER_Service>
<KIX_CUSTOMER_ServiceID>
<KIX_CUSTOMER_State>
<KIX_CUSTOMER_StateID>
<KIX_CUSTOMER_StateType>
<KIX_CUSTOMER_Subject>
<KIX_CUSTOMER_SUBJECT[18]>
<KIX_CUSTOMER_TicketID>
<KIX_CUSTOMER_TicketNumber>
<KIX_CUSTOMER_T1itle>
<KIX_CUSTOMER_To>
<KIX_CUSTOMER_ToEmail>
<KIX_CUSTOMER_ToRealname>
<KIX_CUSTOMER_Type>
<KIX_CUSTOMER_TypeID>
<KIX_CUSTOMER_UntilTime>
<KIX_CUSTOMER_CompanyConfig>
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<KIX_CUSTOMER_Config>
<KIX_CUSTOMER_Source>
<KIX_CUSTOMER_UserAuthBackend>
<KIX_CUSTOMER_UserCity>
<KIX_CUSTOMER_UserComment>
<KIX_CUSTOMER_UserCountry>
<KIX_CUSTOMER_UserCustomerID>
<KIX_CUSTOMER_UserEmail>
<KIX_CUSTOMER_UserFax>
<KIX_CUSTOMER_UserFirstname>
<KIX_CUSTOMER_UserID>
<KIX_CUSTOMER_UserLanguage>
<KIX_CUSTOMER_UserlLastLogin>

<KIX_CUSTOMER_UserlLastLoginTimestamp>

<KIX_CUSTOMER_UserLastname>
<KIX_CUSTOMER_UserLogin>
<KIX_CUSTOMER_UserLoginFailed>
<KIX_CUSTOMER_UserMobile>
<KIX_CUSTOMER_UserPassword>
<KIX_CUSTOMER_UserPhone>
<KIX_CUSTOMER_UserRefreshTime>
<KIX_CUSTOMER_UserShowTickets>
<KIX_CUSTOMER_UserStreet>
<KIX_CUSTOMER_UserTheme>
<KIX_CUSTOMER_UserTitle>
<KIX_CUSTOMER_UserZip>
<KIX_CUSTOMER_ValidID>

Customer Data - customer data
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<KIX_CUSTOMER_DATA_x>
<KIX_CUSTOMER_DATA_CompanyConfig>
<KIX_CUSTOMER_DATA_Config>
<KIX_CUSTOMER_DATA_DynamicField_NameDesFeldes>
<KIX_CUSTOMER_DATA_Source>
<KIX_CUSTOMER_DATA_UserAuthBackend>
<KIX_CUSTOMER_DATA_UserCity>
<KIX_CUSTOMER_DATA_UserComment>
<KIX_CUSTOMER_DATA_UserCountry>
<KIX_CUSTOMER_DATA_UserCustomerID>
<KIX_CUSTOMER_DATA_UserEmail>
<KIX_CUSTOMER_DATA_UserFax>
<KIX_CUSTOMER_DATA_UserFirstname>
<KIX_CUSTOMER_DATA_UserID>
<KIX_CUSTOMER_DATA_UserlLanguage>
<KIX_CUSTOMER_DATA_UserlLastLogin>
<KIX_CUSTOMER_DATA_UserlLastLoginTimestamp>
<KIX_CUSTOMER_DATA_UserLastname>
<KIX_CUSTOMER_DATA_UserlLogin>
<KIX_CUSTOMER_DATA_UserlLoginFailed>
<KIX_CUSTOMER_DATA_UserMobile>
<KIX_CUSTOMER_DATA_UserPassword>
<KIX_CUSTOMER_DATA_UserPhone>
<KIX_CUSTOMER_DATA_UserRefreshTime>
<KIX_CUSTOMER_DATA_UserShowTickets>
<KIX_CUSTOMER_DATA_UserStreet>
<KIX_CUSTOMER_DATA_UserTheme>
<KIX_CUSTOMER_DATA_UserTitle>
<KIX_CUSTOMER_DATA_UserZip>
<KIX_CUSTOMER_DATA_ValidID>

Article - Article data

<KIX_ARTICLE_DATA_x*>
<KIX_ARTICLE_DATA_Age>
<KIX_ARTICLE_DATA_PriorityID>
<KIX_ARTICLE_DATA_ContentType>
<KIX_ARTICLE_DATA_ServiceID>
<KIX_ARTICLE_DATA_Service>
<KIX_ARTICLE_DATA_Type>
<KIX_ARTICLE_DATA_ContentCharset>
<KIX_ARTICLE_DATA_Responsible>
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<KIX_ARTICLE_DATA_StateID>
<KIX_ARTICLE_DATA_SenderType>
<KIX_ARTICLE_DATA_ResponsibleID>
<KIX_ARTICLE_DATA_Body>
<KIX_ARTICLE_DATA_EscalationTime>
<KIX_ARTICLE_DATA_MimeType>
<KIX_ARTICLE_DATA_SLA>
<KIX_ARTICLE_DATA_Subject>
<KIX_ARTICLE_DATA_InReplyTo>
<KIX_ARTICLE_DATA_OwnerID>
<KIX_ARTICLE_DATA_Changed>
<KIX_ARTICLE_DATA_RealTillTimeNotUsed>
<KIX_ARTICLE_DATA_Owner>
<KIX_ARTICLE_DATA_AgeTimeUnix>
<KIX_ARTICLE_DATA_CustomerID>
<KIX_ARTICLE_DATA_TypeID>
<KIX_ARTICLE_DATA_MessagelD>
<KIX_ARTICLE_DATA_Created>
<KIX_ARTICLE_DATA_ArticleID>
<KIX_ARTICLE_DATA_To>
<KIX_ARTICLE_DATA_Priority>
<KIX_ARTICLE_DATA_UntilTime>
<KIX_ARTICLE_DATA_EscalationUpdateTime>
<KIX_ARTICLE_DATA_CreatedBy>
<KIX_ARTICLE_DATA_QueueID>
<KIX_ARTICLE_DATA_ArticleTypeID>
<KIX_ARTICLE_DATA_Queue>
<KIX_ARTICLE_DATA_SenderTypelD>
<KIX_ARTICLE_DATA_State>
<KIX_ARTICLE_DATA_ToRealname>
<KIX_ARTICLE_DATA_Title>
<KIX_ARTICLE_DATA_ReplyTo>
<KIX_ARTICLE_DATA_References>
<KIX_ARTICLE_DATA_TicketID>
<KIX_ARTICLE_DATA_ArticleType>
<KIX_ARTICLE_DATA_Cc>
<KIX_ARTICLE_DATA_StateType>
<KIX_ARTICLE_DATA_FromRealname>
<KIX_ARTICLE_DATA_EscalationResponseTime>
<KIX_ARTICLE_DATA_EscalationSolutionTime>
<KIX_ARTICLE_DATA_IncomingTime>
<KIX_ARTICLE_DATA_LockID>
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<KIX_ARTICLE_DATA_Charset>
<KIX_ARTICLE_DATA_TicketNumber>
<KIX_ARTICLE_DATA_CreateTimeUnix>
<KIX_ARTICLE_DATA_Lock>

<KIX_ARTICLE_DATA_SLAID>
<KIX_ARTICLE_DATA_CustomerUserID>
<KIX_ARTICLE_DATA_From>

<KIX_ARTICLE_RECIPIENT_*>
<KIX_ARTICLE_RECIPIENT_UserPassword>
<KIX_ARTICLE_RECIPIENT_CreateBy>
<KIX_ARTICLE_RECIPIENT_ChangeBy>
<KIX_ARTICLE_RECIPIENT_UserID>
<KIX_ARTICLE_RECIPIENT_CustomerCompanyValidID>
<KIX_ARTICLE_RECIPIENT_UserDefaultTicketQueue>
<KIX_ARTICLE_RECIPIENT_Config>
<KIX_ARTICLE_RECIPIENT_UserConfigItemOverviewSmallPageShown>
<KIX_ARTICLE_RECIPIENT_UserDefaultService>
<KIX_ARTICLE_RECIPIENT_UserShowT1ickets>
<KIX_ARTICLE_RECIPIENT_CompanyConfig>
<KIX_ARTICLE_RECIPIENT_UserGoogleAuthenticatorSecretKey>

First - data from the first article

<KIX_FIRST_*>
<KIX_FIRST_BODY>
<KIX_FIRST_COMMENT>
<KIX_FIRST_EMAIL[]>
<KIX_FIRST_SUBJECT[]>

Config - Sysconfig options

Selected SysConfig options can be inserted using the following placeholders:

<KIX_CONFIG_*>

<KIX_CONFIG HttpType>
<KIX_CONFIG_ScriptAlias>
<KIX_CONFIG_FQDN>
<KIX_CONFIG_TicketHook>
<KIX_CONFIG_NotificationSenderName>

Email - email data
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<KIX_EMAIL_x*>
<KIX_EMAIL_DATE>

Quote - quote

Text formatted as quoted can be inserted using the following placeholders.

<KIX_QUOTE_x*>
<KIX_QUOTE_Start>
<KIX_QUOTE_Ende>
<KIX_QUOTE[]>

The usage is as follows:

+ This placeholder can be used to define when a quote begins and when it ends. The placeholder
"KIX_QUOTE_Start" starts a quote and ends it with "KIX_" QUOTE_End "Everything that lies between
the two tags is marked as a quote.

+ lItis also possible to add a quote within the quote. To do this, another block must be added to the
quote block.

+ <KIX_QUOTE_Start>
Text for a first level quote
<KIX_QUOTE_Start>
<KIX_ARTICLE_BODY> (quote from the second level)
<KIX_QUOTE_End>
More text for a first level quote
<KIX_QUOTE_End>

"KIX_QUOTE [xx]":

+ This placeholder determines how many lines from the placeholder should be highlighted as a

quote. "xx" is an integer here.
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11 Liability Disclaimer

11.1 Liability for Contents

The contents of our pages and documents have been prepared with the utmost care. Nevertheless, no
liability can be accepted for any technical or editorial errors or omissions in this document. This also applies
to any incidental or consequential damages that may arise from the provision, function or use of this
material.

Please feel free to send any comments regarding design, additions or possible errors to our support team
(https://forum.kixdesk.com) at any time. We will gladly take up and implement sensible suggestions and
improvements.

All data, features and descriptions given in this work are subject to change at any time and without notice.
Personal names and company names are fictitious. Any coincidences with real persons and companies are
purely coincidental.

As a service provider, we are responsible for our own content on these pages in accordance with the general
laws pursuant to § 7 para. 1 German Teleservices Act. However, according to §§ 8 to 10 German
Teleservices Act, we are not obliged as a service provider to monitor transmitted or stored third-party
information or to investigate circumstances that indicate illegal activity.

Obligations to remove or block the use of information in accordance with general laws remain unaffected by
this. However, liability in this respect is only possible from the point in time at which a concrete infringement
of the law becomes known. If we become aware of any such infringements, we will remove the relevant
content immediately.

11.2 Liability for Links

Our website contains links to external websites of third parties over whose content we have no influence.
Therefore, we do not assume any liability for these external contents. The respective provider or operator of
the pages is always responsible for the content of the linked pages. The linked pages were checked for
possible legal violations at the time of linking. lllegal contents were not recognisable at the time of linking.

A permanent control of the contents of the linked pages is not reasonable without concrete evidence of a
violation of the law. If we become aware of any infringements of the law, we will remove such links
immediately.

11.3 Copyright

The contents created by the site operators are subject to German copyright law. Duplication, processing,
distribution, or any form of commercialization of such material beyond the scope of the copyright law shall
require the prior written consent of its respective author or creator.
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Insofar as the content on this site was not created by the operator, the copyrights of third parties are
respected. In particular, third-party content is identified as such. Should you nevertheless become aware of a
copyright infringement, please inform us accordingly. If we become aware of any infringements, we will
remove such content immediately.

Copyright ©2024
KIX Service Software GmbH, Chemnitz
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12 Purpose for which the use of KIX Start is intended within
a medical context

KIX Start is not suitable, intended or approved for the identification, prevention, monitoring, treatment, relief
or compensation of illnesses, injuries and disabilities. KIX Start is also not intended for the examination,
replacement or modification of the anatomical structure or of a physiological process. KIX Start must also
not be used to directly control a diagnostic or therapeutic product. Furthermore, KIX Start is not designed to
be used in conjunction with a medical device with the intention of enabling the medical device to fulfill its
intended purpose.

In a medical context, KIX Start is exclusively intended for carrying out administration and database-related
tasks. If the above restrictions are complied with, KIX Start is suitable for use in a medical environment

+ purely for documentation purposes, such as:

+ the general management of equipment in the form of managing and cataloging device data
(device meta data) such as names, IP addresses, series numbers, persons responsible,
guarantee periods, service providers, operating documents, license information, cost centers,
as well as the management/organisation of users, device instructions;

+ the central documentation of all activities and changes in the IT such as due to executed
maintenance activities or other service activities (e.g. medical device log book);

+ for compiling a knowledge database.

+ for automating and simplifying general management processes, such as:

+ in service and technical customer service, for example in IT service (errors, changes,
maintenance);

« in building services (errors, changes, cleaning) or medical device technology.

+ for monitoring purposes and calendar functions, such as:

- for central IT services (network, email, data servers, SAP.,...);

+ and for error and requirement notifications for the IT team, building services, medical device
technology;

+ for the planning of regular maintenance works and reminders for replacing wear parts;

+ for the organisation of regular orders and planning the deployment of service technicians.

KIX Start is not designed for enabling or guaranteeing the functioning of medical devices and must therefore
not be used for these purposes. If in the context of the aforementioned functions KIX Start also allows data
exchange via an interface, please note that KIX Start must not be used for data modification or for any type
of data control for medical or therapeutic purposes.

KIX Start may only be used in a medical context within the approved parameters mentioned above. KIX
Service Software GmbH assumes no liability for any use that goes beyond or deviates from the approved
parameters.
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